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1. Things to know before you start

* This user guide is intended for users who have been assigned the Organisation
Authority role in AppConnect.
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2. Definitions

* Org Auth: Organisation Authority
* App Admin: Application Administrator
* UAR: User Access Review
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3. Getting Started

* To access the AppConnect site, click on this link:
https://myapps.forms.health.vic.gov.au/

* Bookmark the site on your browser for easy access.
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4. User Journey Map

Z ()
I need to
I need access to manage existing
an application 1.1 1.2 1.3 14 users/access
Users can request Organisation Organisation Authority (If User account is
access for themselves Authority validates Org Authority is configured) created (if not
(self-service) or on user identity and already existing in 9 2.1 Account management - User
behalf of others (If Org Authority is Application Administrator AppConnect) and details can be
configured) approves grant access access to the managed/updated
application is
provisioned

9 2 2 Access management — Users

can request additional
application access for
themselves (self-service) or on
behalf of others (if Org Auth/
App Admin)

2.3
Compliance — User

access is monitored

¢ \ ¢ \/

I need to
remove access

34 3.3 3.2 3.1 to applications 24 through User Access
User Deprovisioning Organisation Authority (If Organisation Deprovisioning Request — Reporting — Reviews
- Org Authority is configured)  Authority re- Users can request access Authorised Users can
User access is and validates user revocation for themselves (self- access audit history
revoked Application Administrator identity service) or on behalf of others and export/download
approves revoke access (If Org Authority is (if Org Auth/ App Admin) data
configured)
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5. Organisation Authority Roles & Responsibilities

/
@ . I . : ,
UJ . . . Role: A user with the Organisation Authority role is considered to have
O —_ Orga nisation AUthOFIty 'authority over an organisation' if they are listed as either an 'Organisation
N — Organisation Escalation Authority' or an 'Organisation Escalation Authority' for that organisation.

(email 14 and 21 days, if no response from Org

Auth)
Responsibilities:

* Identity Management & validation of staff

* Manage all the organisation/s you have authority for
* Request application access on behalf of users

* Approve / reject access requests to the application

* Revoke user access to the application

* Manage user details

* User access reviews

The Organisation Authority can be any listed organisation with DH/DFFH. These roles define access to the AppConnect application; more
than one Organisation Authority and Organisation Escalation person may be nominated.

They can onboard a single user at a time.
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6. AppConnect Home Page for Organisation Authorities

Before logging in, ensure that you have already requested and been granted access as an Organisation Authority

Instructions

Click here to access AppConnect.

Click the Conditions of Use to read and tick on
the box beside to agree.

Click button.

Sign in using your registered email address and
chosen authentication method (MFA).

This will bring up the AppConnect homepage,
where you can perform user, access, and
organisation management.

ﬁgf'_f AppConnect

Sign In

e | have read, understood and agree to abide by the Conditions of Use.
Pleass refer to Help for instructions.

© ==

John Smi]

USER MANAGEMENT

User: John Smith

Email: john smith@email.com

& My Apps

A2 Users

ACCESS MANAGEMENT
Bt Melbourne

Requests

& Approvals Current Application Access

4 Reviews

ADMINISTRATION
@ Organisations
Application Environment Role Sub-Organisation
HELP
AppConnect Testing Organisation Authority @ pelete 3 Launch
@ Help

Request History

Show

‘Organisation Authority Assignments

show

USER MANAGEMENT
& My Apps

42, Users

ACCESS MANAGEMENT
Requests

& Approvals

] Reviews
ADMINISTRATION

€@ Organisations

HELP

@ Help

Save
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7. Access Request on Behalf of an Existing User

Guide to requesting additional access request for an existing user

Instructions

USER MANAGEMENT

Users
My Apps
Click on Users dashboard in Users Management £ Users el e

section.
ACCESS MANAGEMENT
“  Filter

Q Requests

, .
Search the user’s email address. User © pomovas

information is listed in the dashboard.

E/J Reviews Automated Legacy

GivenYName F;nily Name T| Emall 1, v O%her Emails T| Organisation 1 v Emails 1] Username 1) Legacyster Actions
Tl 7 v ID 1)
. . . ADMINISTRATION
Click  icon to update user details or request
additional application access. @ Organisations Firstname Lastname firstname.lastname@gmail.com Austin Health Enabled ol
HEP Showing 1-1 of 1 records = <« < - > » 25 v

@ Help

Cont.
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Access Request on Behalf of an Existing User

Guide to requesting additional access for an existing user

Current Application Access

+ New Access Reque-sfk Q. Search

Application Environment Role

Instructions

Click BB nMES to add application access.

Application Reference Testing Capital Planning & Edit W Delete Current Application Access

Select the Application, Environment, and Role in
Current Application Access. -

Current Application Access

Application Environment Role

. _ =+ New Access Reques Q Search
Click button. REPeat StEPS 1- Application Reference Testing Capital Planning 2 Edit
3, until all application access is added.

@ Delete

Application Environment Role DH/ DFFH User Onboarding Portal Development Organisation Authority & Edit ] Delete
Application Reference Testing Capital Planning & Edit W Delete
Click button at the bottom or top left of St @ Delete
the page.
pag User
Application * @
When all required fields are filled-out correctly, a e ¥ User details have been saved successfully.
pop-up message appears confirming the Environment *
successful submission registration and PRI v
application access request. Click n button. Role *
Organisation Authority v

~" Save Access Request

10
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8. Access Request on Behalf of a Non-Existing User

Guide to requesting additional access for a non-existing user

USER MANAGEMENT

.
Instructions
2, Users [ firstname.lastname@gmail.com ‘

ACCESS MANAGEMENT

Users

Click on Users dashboard in Users Management 5 v
equests
section. & s
E/J Reviews Given Name Automated Legacy Legacy User
Search the user’s email address. ‘No records Ny Family Name 1, ¥/ Email 1) Other Emais 1, ¥ Organisation 1, V Emalts 11 Usermame 1, S0 actons
ADMINISTRATION W ¥

found’ appears in the results.

@ Organisations No records found.

Showing 0-0 of O records | & < > » 25 v
User's Personal Details

Email address *

Click [ vhich will load the User
Registration form that requires you to fill out.

Given name *
Conditions Of Use
Fi" Out a” the required ﬁelds - those With o i If you are submitting the request for a user, ensure that:
a Ste risk (* )' un d er the User’s Personal DetaiIS. g * You have provided the user T&Cs for requesting credentials via the DH / DFFH User Onboarding Portal.

You have advised your users that the organisation is subject to the applicable data protection clauses in their service agreement in relation to
departmental data / information and are required to comply with these clauses. This means that all organisation employees who access
Preferred name (if different from given name) departmental systems are also subject to these clauses.

.. . The user has been vetted by your organisation and their identity confirmed and that you would provide vetting evidence on the department's
Read the Conditions Of Use and tick on the box request

. You confirm that the user has a legitimate work requirement to obtain credentials for departmental systems.

toco nf| rm agree ment. Middle name Regular user access reviews of staff who have accounts created via the DH / DFFH User Onboarding Portal for access to departmental systems are
undertaken, and based on the result the department is advised of any required changes.

A user's access will be promptly removed once advised by the user / user's manager that the user no longer requires access.

They will advise the department if they become aware of a credential breach of a user who has access to departmental systems.

Their nominated staff have completed relevant Information Security training and understand their obligations in relation to data protection.

Phane number (work)

| have read, understood and agree to abide by the Conditions of Use.*

Phaone number (mebile)

Cont.

Disable account @
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Access Request on Behalf of a Non-Existing User

Guide to requesting additional access for a non-existing user

Current Application Access

Instructions

Q Search

Application Environment Role

Select the Application, Environment, and Role in e

¥
Eb
]

Current Application Access.

Application * @

Application Reference ™

Clic R button.

Testing v

Role

Click to add application access.
Repeat steps 1-3, until all application access is

added.

Click button at the bottom or top left of
the page. Current Application Access

Capital Planning

User

User details have been saved successfully.
When all required fields are filled-out correctly, a

pop-up message appears confirming the qa °

successful submission registration and Application Environment Role
application access request. Click n button.

Application Reference Testing Capital Planning & Edit W Delete

12
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Access Request — Email notification

Access request for Acceptance Testing requires your approval

Instructions
AppConnect<donotreply@dhhs.vic.gov.au>

A
Click the AppConnect in the email to review and To:"You
approve the submitted access request. This will

bring up the Approvals dashboard. Dear Approver,

An access request for James Doe has been created that requires your approval.
Please log in to the /_\ppConr_‘tct portal to approve or reject the request.
If the link above does not work you can paste the following URL into your internet browser's address bar and press Enter:

https://myapps.forms.health.vic.gov.au/Signin?postSigninRoute=approval-list

=
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9. Approve Access Request

Guide to approving grant/ revoke user access requests within your organisation

USER MANAGEMENT

Approvals

= My Apps

Instructions

ACCESS MANAGEMENT
v Filter
D) Requests
& omo

& Reviews o

Click on the Approvals dashboard in the Access

- Request Status 1| R:flgs(Type Givven Name 1] F;nily Name 1l v sopteaton 15 Envvimnment i crgantstion 17" st ) E:zalavtiun lowel
Management section. ADMINISTRATION v
@ Organisations v :::::",‘3 organisation i Access  UOMO02 CGEPS RPO cgeps_uom002@email.com  After Hours ;J::J "A;“p‘a"“ eBusiness User &’;‘I":;zi::ff Approver ®
. .
REVI ew t h e req uests fO ra p p rova I . Tl Ck on th e bOX e :::::“,‘; organisation -t Access  UOMOO1 CGEPS RPO cgeps_uom001@email.com  After Hours ;J::J n‘;‘“p‘a"“ eBusiness User b’:l":;ziz:" Approver o
. . . ® Help
beside the lines of those you want to action. ) Foutain
Awa'“"g‘ OrOEMSANON. s nt/Abcess g?"“" dn Jamilibn Nidal ~ duopv2_301@outlook.com  Application Reference ~ Testing Default User n"‘l":s'ty O Approver (0]
approva vy, ibn Abdulaziz al- e
Filistini

Awaiting organisation AAD Group with Extra University Of

H i t th e ' Approve b utton to con fl rm an d va I | d ate i Grant Access  Verification Testing melbourne@gmailcom ¢ Testing Beginning Space =Y Approver ®

the user’s identity.
*Note: You have 14 days to action on an approval request
before it is escalated to the Organisation Escalation

Approvals

Authority. The selected approvals have been successfully submitted.

A pop-up message appears confirming the access Approvals
requested. C|iCk m button. You are about to approve all the access requests you have selected.

Total access requests selected: 2.

If you are approving a request of type ‘Grant’, ensure that:

* The user has been vetted by your organisation and their identity confirmed and that you would provide vetting evidence on the department’s request.

A pop_up message appea rs Conﬁrming the access * You confirm that the user has a legitimate work req to obtain for systems.

* Regular user access reviews of staff from your organisation who have accounts created via the DH / DFFH User Onboarding Portal for access to

departmental systems are undertaken, and based on the result the department is advised of any required changes.

requested has been successfully approved. Click |3 o i vvmiseoismmmiieemariopimesiics Sesiiceemptote = s O
button. R —
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10. Reject Access Request

Guide to rejecting user access requests within your organisation

USER MANAGEMENT ApprOVa|S
0 ) My Apps
Instructions
ACCESS MANAGEMENT S
ier
D) Requests
O ot
. .
v
Click on the Approvals dashboard in the Access s S — — .
. ny v v Email 1| ¥ Application 1| ¥ v Role 1| ¥/ Organisation 1| ¥ %98"'53"0" T nyY Details
Management section. ADMINISTRATION
® Organisstions Awaiting organisation g access  UOMO02 CGEPS RPO cgeps_uom002@email.com ~ After Hours User Acosplancs.  pisvesstige  UreSRYOR Approver ®
approval Testing Melbourne

Review the requests for approval. Tick on the box HELP Awaiting organisaton User Acceptance University Of

Grant Access  UOMOO1 CGEPS RPO cgeps_uom001@emailcom  After Hours ' eBusiness User Approver [}
approval Testing Melbourne
. . . Hel
beside the lines of those you want to action. R doutarim
. : T i
ARG CIANERION, e picess, DTN Jamilibn Nidal ~ duopv2_301@outlook.com  Application Reference Testing Default User Uniberay O Approver ®
approval Ding ’ ’ Melbourne
ibn Abdulaziz al-
Filistini

Awaiting organisation AAD Group with Extra University Of

. . Grant Access Verification Testing melbourne@gmail.com Testing Beginning Space Approver 0]
Hit the BERER button to reject the user’s spprora ‘ ‘ " - Spaces 9 g Loi oo
e gof drecords « < > » | 25w
requests. [ |

Rejections

Rejections.

A pop-up message appears confirming the
rejected access requests. . Click [ button.

You are about to reject ail the access requests you have selected.

The selected rejections have been successfully submitted.

Total access requests selectec: 2.

Reason for rejection

A pop-up message appears confirming the access
requested has been successfully rejected. Click [
button.

5000 characters left

1f you have entered a reason for rejection. please note that:

* Itwill be applied to all the requests you have selected.
* Itwill be included in the default rejection email sent to the users.

Are you sure you want to proceed?

An email notification is sent to the end-user,
notifying them of their access request rejection.

15
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11. Revoke Application Access

Guide to revoking user access within your organisation

Instructions

USER MANAGEMENT

Users
My Apps
Click on Users dashboard in Users Management £ Users el e
section.
ACCESS MANAGEMENT
~  Filter

Q Requests

, .
Search the user’s email address. User © pomovas

information is listed in the dashboard.

E/J Reviews Automated Legacy

Given Name  Family Name T| Emall 1, v Other Emails 1] Organisation 1 v Emails 1| Username 1] Legacy User Actions
11y Y Y D1V
. . . . ADMINISTRATION ¥ v
Click ~ icon torevoke application access.
@ organisations Firstname Lastname firstname.lastname@gmail.com Austin Health Enabled Z @

HELP

@ Help

Showing 1-1 of 1 records = << < - > » 25 Vv

16
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Revoke Application Access

Guide to revoking user access within your organisation

Instructions

Select the Application, Environment, and Role in
Current Application Access.

Click @ pelete button.

A pop-up message appears confirming the revoke
current user access. Click button. Repeat
Steps 1-3, until all desired application access is
revoked.

Click button at the bottom or top left of
the page.

When all required fields are filled-out correctly, a
pop-up message appears confirming the
successful submission registration and
application access request. Click n button.

Current Application Access

0 + New Access Request

Application Environment Role

Application Reference Testing Capital Planning

a Revoke Current User Access

Reason for requesting the revoking of access

5000 characters left

This is a current access. Are you sure you want to revoke it?

Cor

OFFICIAL

X application reference

a @ Dele%

Sub-Organisation

User

User details have been saved successfully.

on
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12. Organisation Management

Guide to maintaining your organisation’s information on AppConnect

Instructions

Click on Organisations dashboard in
Administration Management section.

Organisation authority assignments are listed.

Click ~ toview the organisation details.

Click

Z42=8to update the organisation details.

USER MANAGEMENT organisations
B My Apps
£, Users Organisation search

ACCESS MANAGEMENT
“  Filter

[J) Requests
Active | Yes X v
@ Approvals

[ Reviews

ADMINISTRATION

Organisations

Name 7]
HELP

@) Help

Anglicare Victoria

— USER MANAGEMENT

B My Apps

2, Users

ACCESS MANAGEMENT
() Requests

& Approvals

E‘/j Reviews

ADMINISTRATION

@ Organisations

HELP

® Help

OFFICIAL

Code 7| V'

436

Organisation: Anglicare Victoria

Active T T

Contact Person T| N

Contact persen name

Showing 1-1 of 1 records = <<

Organisation authorities: Org Auth Approver (orgAuth.approver@email.com), Org Auth Approver2 (orgAuth.approver2@email.com)

Organisation escalation authorities:Organisation Authority Escalation (escalation.authority@email.com)

Alternative Names

Specify in this section any alternative names this organisation is known by.

+ Add

Alternative name

<

Clearfilters | Apply filters
& Bulk Export

Contact Phone

Number 1| Actions
4
» | 25 W
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13. User Access Review

Guide to performing user access review within AppConnect

* User access reviews are recommended to be conducted every 3 or 6 months to support increased security,
manage access authorisations and online access across DH/DFFH, and prevent unauthorised access to

information.
* Theintentis to remove users when they no longer require application access or leave the organisation.

* The following information provides the steps for the User Access Review process.

19
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User Access Review

Guide to performing user access review within AppConnect

# = 9

221 o 2.2.2 2.2.3 2.24 Organisation Authority reviews and
Uﬂ - decides to retain or revoke access
User access is y ’ Organisation Authorities are Organisation Authority Individual UARs are — 0 to the individual
monitored /' notified to review/action at accesses AppConnect consolidated into User2 application/role/environment for
h h / o
At DRI L /' the start of UAR cycle one overall UAR - the user.
ccess Reviews / (scheduled)
." sc User 3
,s | © \ -
User Access Reviews (UAR) i —_—— — 0
are configured in 4 @ User4
i o
AppConnect 4
\ — O
(per env/app/role/org) 0.0 2.2.6
f fQ\l l Organisation Authority

submits UAR in AppConnect

~~~~~~~~~~~~ 13

oooo
111
oooo
|11
oooo
|11
oooo

What does it mean? @

e OrgAuthority is only required to complete an overall UAR alam's
* Review is based on all users from that organisation, with access to each D
app/role/environment
e Accounts in its entirety are not reviewed
» Ifthe user has all access revoked, they still 2.2.8 2.2.7
* have anaccount ® For revoke decisions . -
* can continue to access AppConnect Revocation of access applies

End User will not be able to see
application in AppConnect and
will not be able to log into
application.

after UAR has reached scheduled
end date/time.

*  will not have icons/links to the applications in AppConnect (applies to
applications where access has been revoked)
* cannot access the applications (where access has been revoked)

For retain decisions

End User will continue to see

*  For LDAP: Request from Org Authority to CCSB to have an LDAP account removed. application in AppConnect and
(Process actioned outside of AppConnect)

*  For AAD: When the account is offboarded at the external organisation, the user can
no longer authenticate as security groups are removed. @

be able to log into application.

20
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