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[bookmark: _Toc25227094][bookmark: _Toc176878370]Summary of assessment
The L17 Portal Privacy Impact Assessment (PIA) was developed in three phases.
Phase one of the PIA was developed to capture the functionality built in the L17 Family Violence portal that was ultimately delivered in December 2016. 
Phase two of the PIA outlines additional functionality proposed to be built to fulfil; the recommendations of the Royal Commission into family violence, integration of the portal with the Orange Door CRM and legal services recommendations provided on 11 May 2018.
Phase three of the PIA outlines functionality built as outlined in the phase two PIA.
Phase three A of the PIA outlines extended search functionality to assist in more exact matches first time for service users.
Phase four of the PIA outlines the existing user groups who access the L17 portal and new request of users by Community Correctional Services (CCS) for practitioners in Department of Justice and Community Safety (DJCS) to access the portal to support people who have received a community corrections order, parole order or sentence order involved in family violence.
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[bookmark: _Toc176878371]Description of the project
Background
To provide improvements to the L17 process, which involves the capacity to share information, to improve client outcomes and safety, together with a need for integrated multi-disciplinary approaches that provide the broad strategic context for the L17 Family Violence Information Portal project, which forms part of a whole of Victorian government strategy to address family violence.  It supports some of the recommendations of the Royal Commission into Family Violence.  The Royal Commission identified better information-sharing as critical to keep victims safe and make perpetrators accountable for their actions.
In 2015-16, Victoria Police attended more than 78,000 family violence incidents and referred more than:
· 66,000 people who have experienced family violence to support services for assistance.
· 58,000 perpetrators of family violence for assistance in addressing their violent behaviour
· 2,000 children to Child FIRST
· 12,000 reports to child protection.

Reporting system
When Victoria Police attend a callout and it is determined to be a family violence incident Victoria Police use the Victorian Police Risk Assessment and Risk Management Report ‘L17’, as a mechanism to make referrals to community-based Family Violence service providers and/or reports to Child Protection about a family violence incident that they have attended.  The L17 report is also copied into the police system LEAP, where it is used by police for their own operational purposes.

Police assess the risk of the situation and depending on the risk factors will provide information to the victim (known as an ‘informal referral’) and/or provide a formal referral to a Family Violence service provider for the victim to receive support.  A referral is also created for the perpetrator to be referred to a relevant support provider.  Where children are involved, police will make a report to Child Protection within Department of Families, Fairness and Housing (DFFH)) and/or a Child FIRST community support provider.  All formal referrals by police use the L17 referral process.  

Advantages
By replacing the old fax-based system, the new L17 portal has saved frontline workers time and effort on collating received referrals, thus freeing up time for following up family violence incidents with the family members.  The L17 portal has also enhanced the security and accuracy of L17s in transmission from Victoria Police to Family Violence service providers.  

Since 6 December 2016, all formal referrals have been transmitted through the DFFH L17 portal. From 6 December 2016 to 24 August 2017 for example, more than 120,000 formal referrals were made through the portal, arising from 48,000 incidents attended by police. (One incident can generate multiple referrals, such as one for each party involved.)

Information entered in Victoria Police’s existing IT system LEDR, electronically transfers to the L17 Family Violence Information Portal in real time.  L17 details transferred to the Family Violence Information Portal are stored in the portal which is a Siebel system maintained by DFFH.  The portal incorporates business routing rules to determine to which Family Violence service provider/s the referral should be allocated.  The system can send an email message to the recipient organisation/s to notify that there is a new referral which requires their action.  That email does not contain any personal information.  The recipient Family Violence service provider/s then logs in to the portal to retrieve the specific details relating to that referral.

The exceptions to this rule are Child Protection and The Orange Doors within DFFH (further details below), and the Victims Support Agency operated by the Department of Justice & Community Safety, which receives referrals for male Affected Family Members (AFMs).  

The personal information collected and reported by police includes details of the incident, affected family members, children, perpetrators and their history of violence and a risk assessment and management strategy. The personal information include:
· name, 
· date of birth, 
· address
· phone number!
· email address!
· sensitive information, eg: criminal history
· Identifies as Aboriginal and/or Torres Strait Islander
· Ethnic Appearance
· Country of Birth
· Preferred Language
· Accessibility Needs
· Relationship
· Identification as LGBTIQA+
· health information

Not all information is sent to all service providers.




[bookmark: _Toc25227096][bookmark: _Toc176878372]Scope of the assessment
The information provided in the L17 Portal where referrals are made to Child Protection, is sent from the portal into the department’s child protection system, ICCMS. Child Protection practices including use and storage of the information provided through the L17 Portal must be in line with legislation.  

This PIA does not cover the collection, storage, use or disclosure of information once it has been received by a Family Violence service provider for their investigation and action., The collection, storage, use and disclosure of the information provided via the portal to Family Violence service providers must be in line with their contractual agreements and legislated privacy obligations (including their own privacy requirements), as contracted service providers to DFFH.

PIA Phase Three A will address the inclusion of the a “Fuzzy Search” function on statewide and historic incidents within the L17 Portal.  

[bookmark: _Toc176878373]Roles in the assessment
This assessment has been prepared by the Service Delivery Solutions team, Service Delivery Support Branch, COPL, with advice from Legal Services, Information Technology Solutions, DFFH

Information Security Team
[bookmark: _Hlk169770305]A revised security assessment was completed in July 2021 due to changes with the L17 application. There was no change in the Information Security Classification, which remained at a rating of PROTECTED as initially completed in 2017. This rating was based on the highest level of classification among the individual data sets, with a business impact severity level of HIGH. Noting that there has been no change to the portal or the highest level of classification among the individual data sets, the rating remains PROTECTED, and a new Information Security Classification was not completed.
[bookmark: _Toc176878374]Information elements
Informational elements changed when Victoria Police updated their Family Violence Assessment form to the VPSAF-VR Risk Assessment form. 
Appendix 1 provides a copy of the Victoria Police VPSAFvR form used to inform L17 Family Violence Referrals. 
[bookmark: _Toc176878375]Personal information
No change since the Phase Three PIA assessment.  
[bookmark: _Toc176878376]Health information
No change since the Phase Three PIA assessment.
[bookmark: _Toc176878377]Sensitive information
No change since the Phase Three PIA assessment.
[bookmark: _Toc176878378]Information Access
Information within the L17 Portal is accessed in various ways, these have been addressed in previous versions of PIAs. This section aims to address functionality introduced since the Phase Three PIA.

[bookmark: _Toc176878379]L17 Fuzzy Search
Purpose
The implementation of the L17 Fuzzy Search allows users an additional pathway to find the information they need within the L17 Family Violence Portal. By allowing approved users access to broader search capability, this reduces the need for multiple searches, guessing alternative spellings of names and delays when waiting for confirmation of name spellings recorded in police systems. 
User Access
The Fuzzy Search function has been designed to be a “responsibility” with the portal. This is a function that can be added to users individually – not assigned to a set role – allowing access to be allowed or restricted as needed and approved by L17 Portal Governance. 
Benefits
Broadening search results will reduce the number of searches a user is required to undertake before finding their client or related person/s improving time it takes for users to find the information required for their investigations. 
Although the search results show a wider range of results, limited information is available to a user to assist in identifying the correct person before revealing further identifiable information. 
The Fuzzy Search performs its search on the same information as the L17 Search tab. Users will follow the same processes for using the L17 Fuzzy Search tab and L17 Search Tab.
By creating extra capacity for broader search results, the risk of accessing unrelated persons information is reduced. With the Fuzzy Search, in a single view users will be able to see and compare results to identify the best match and be confident that all persons in the L17 Portal with similar names have been presented to them for their assessment. 
Function Explained
A user with the “Fuzzy Search” responsibility assigned, can access the “L17 Fuzzy Search Tab” within the L17 Portal. 
Following the same process as the current L17 Search tab; a user must record the reason they are conducting the search “Search is Related to Client”, their approval to undertake the search by selecting a checkbox that aligns to reasons under the Family Violence Information Sharing Scheme (FVISS), Child Information Sharing Scheme (CISS) or as authorised under an Orange Door as well as a persons’ First and Last names. 
The L17 Portal Fuzzy Search will bring back search results that sound the same or similar to the search criteria entered. For example, for search criteria “Rob Smyth” the results will include “Bob Smith”, “Rob Smithe” or “Robb Smyth”. 
In addition, the new search allows for a search using an ‘or’ operation. Search results will return results with a first name sounding like the criteria entered or a last name sounding like the criteria entered.  This function broadens search capabilities and is expected to assist greatly when searching for linked persons of concern where users are not as familiar with the unknown person. 
Although the search results show a wider range of results, limited information is available to a user to assist in identifying the correct person. A user will select one of these results to see further information about a person and related incident details. 
When a person’s details are known the L17 Search Tab can be used for future searches where required. 
The L17 Fuzzy Search tab shows the same disclaimer as the current L17 Search tab. 
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[bookmark: _Toc176878380]New user group to access L17 Portal
Community Correctional Services
It is proposed that around 704 Community Correctional Services (CCS) staff be provided with access the L17 Portal to enable these practitioners to access information regarding people who have received a community-based disposition (Community Corrections Order, Parole Order or Post Sentence Order) as part of their court ordered sentencing to reduce a person’s risk of reoffending.   
CCS is prescribed under the Multi-Agency Risk Assessment and Management (MARAM) Framework and the Family Violence Information Sharing Scheme (FVISS), and as such, have a legislative responsibility to appropriately assess and manage family violence risk of both victim survivors and adults using family violence (AUFV). In addition, CCS is also required to manage associated risks to the broader community.
CCS will greatly benefit from having access to the portal as it will: 
Allow CCS staff to assess and manage family violence related risk in real time more appropriately. 
Reduce the need follow up with Victoria Police and The Orange Door regarding family violence incident narratives via the FVISS thus reducing pressure on systems and services. 
Reduce the number of FVISS requests to Victoria Police to request L17 history and incident narrative. 
Allow for more consistent processes across CCS locations to not only assess and manage family violence risk but also obtain specific information regarding family violence incidents. 
A recent coronial inquest identified the need for CCS staff to have access to the incident narrative information in the L17 Portal to provide quick response times and early intervention to clients to reduce the risk of reoffending.

The business case for CCS to gain access the L17 Portal is attached as Appendix 5. 

[bookmark: _Toc176878381]Roles in the assessment
This assessment has been prepared by the Service Delivery Solutions team, Service Delivery Support Branch, COPL, with advice from Legal Services, Information Technology Solutions, DFFH and the departments Information security.
Information Security Team
[bookmark: _Toc25227098]A revised security assessment was completed in July 2021 due to changes with the L17 application. There was no change in the Information Security Classification, which remained at a rating of PROTECTED as initially completed in 2017. This rating was based on the highest level of classification among the individual data sets, with a business impact severity level of HIGH. Noting that there has been no change to the portal or the highest level of classification among the individual data sets, the rating remains PROTECTED, and a new Information Security Classification was not completed.


[bookmark: _Toc176878382]Information elements
Informational elements changed when Victoria Police updated their Family Violence Assessment form to the VPSAF-VR Risk Assessment form. 
Appendix 1 provides a copy of the Victoria Police VPSAFvR form used to inform L17 Family Violence Referrals. 
[bookmark: _Toc25227099][bookmark: _Toc176878383]Personal information
No change since the Phase Three PIA assessment.  
[bookmark: _Toc25227100][bookmark: _Toc176878384]Health information
[bookmark: _Toc25227101]No change since the Phase Three PIA assessment.
[bookmark: _Toc176878385]Sensitive information
No change since the Phase Three PIA assessment.
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[bookmark: _Toc176878389]Access Groups
	User Group
	Access Method
	Purpose
	Authorisation

	Child Protection Intake
	Single Sign On
	To assess risk to children, register an Intake report and determine if further intervention is needed. View referrals made to Child Protection and undertake Statewide Historical Search.
	Legislative requirement to respond to reports to Child Protection. 
Prescribed under: the :
· (MARAM) Framework, 
· (FVISS);
·  and Child Information Sharing Scheme (CISS).

	All other Child Protection Practitioners
	Single Sign On
	Undertake Statewide Historical Search.
	L17 Portal Project Control Group, Royal Commission into Family Violence Recommendation. 
Prescribed under the: 
· Multi-Agency Risk Assessment and Management (MARAM) Framework, 
· Family Violence Information Sharing Scheme (FVISS) and;
·  Child Information Sharing Scheme (CISS).

	Family Safety Victoria 
	Single Sign On
	Orange Door Managers Only. View all Orange Door users for an area and report on referrals made to the Orange Door. Prescribed under the MARAM Framework, the (FVISS) and (CISS).
	

	Orange Doors
	eBusiness Portal
	View referrals made to Orange Doors and undertake Statewide Historical Search.
	Prescribed under the;
· Multi-Agency Risk Assessment and Management (MARAM) Framework;
·  and the Family Violence Information Sharing Scheme (FVISS).

	Victoria Police
	eBusiness Portal
	View outcomes of referrals 
	L17 Portal Project Control Group, Coroners recommendation to Victoria Police and Youth Justice, business case attached refer to appendix  7 & 8

	Youth Justice
	eBusiness portal

	Conducts historical searches in the L17 portal for events involving young people under Youth Justice supervision to inform risk assessments and screens as appropriate
	L17 Portal Project Control Group approved based on the Coroners recommendation to Victoria Police and department that Youth Justice get access to the L17portal in November 2021 
Youth Justice users access the L17 portal in the same way as other agencies.  It is planned for these users to move to eBusiness sign in by October 2024.

	Proposed: Community Correctional Services (CCS) 
	eBusiness Portal
	Conduct historical searches in the L17 portal for events involving adults and young people who are being assessed for a community-based disposition to inform risk assessments and manage family violence risk.
	The Family Violence Protection Act 2008 (The Act), more specifically Family Violence Information Sharing Scheme (FVISS) provisions under The Act provides the required legislative framework to support information sharing with DJCS through the portal (noting that Corrections and Justice services within Department of Justice Community Safety, are a prescribed Information Sharing Entity under FVISS, Further sharing of information from the portal with relevant service providers will occur as is allowed under the FVISS and other legislative requirements pertaining to privacy and confidentiality. 
It is proposed that the access by CCS users will follow the process of other external agencies. Access will include the standard L17 Search Tab and results, as well as the incident narrative. 
Subject to DFFH/DH information security assessment, it is proposed that the access to the L17 portal by CCS users will be via eBusiness.
The L17 portal for external agencies is via ebusiness, noting DFFH/DH are progressively moving system applications off ebusiness to another Departmental User Onboarding Program (DUOP2), which is a more secure multi factor authenticated system targeted to occur in 2024/25.

	Safe Steps
	eBusiness Portal
	Respond to urgent AFM Referrals. Conducts historical searches in the L17 portal for events involving young people under Youth Justice supervision to inform risk assessments and screens as appropriate.
	Prescribed under the MARAM Framework and the FVISS.


	Men’s Referral Service
	eBusiness Portal
	Conducts historical searches in the L17 portal for events involving young people under Youth Justice supervision to inform risk assessments and screens as appropriate.
	Respond to Male respondent referrals on non-business days. Prescribed under the MARAM Framework and the FVISS.

	Services Australia
	eBusiness Portal
	Undertake Statewide Search to support the timely assessment of Family Violence Crisis Payments.
	Not yet provisioned and is subject to a separate PIA.

	Portal Administrators - Technical – Program Delivery Unit, Enterprise Technology Branch (ETB), eHealth Division
	Single Sign On
	Provide essential support to the operation of the L17 Family Violence Portal. 
	

	Portal Administrators - User Access - Workspace Support, Technology Services Unit
	Single Sign On
	Provide onboarding and access support to L17 Portal users. 
	User Administration Access only. No access to incident information.   This role has been implemented in June 2024.

	Portal Administrators - Business Support – Service Delivery Support, Service Agreement and Quality Systems
	Single Sign On
	Provide business support to operate the L17 Family Violence Portal.
	Undertake business administration of the portal involving adding additional referrals as requested by Victoria Police, undertake audits and fulfilling requests to the department by the coroner.




[bookmark: _Toc25227104][bookmark: _Toc176878390]Privacy principles
	Questions – what is the risk?
	Further information
	Yes / No
	Detailed response 

	Collection: Is all the information collected necessary for the project? 
	IPP 1 and HPP 1
Privacy team
	Yes	All information collected to make formal referrals to service providers is necessary for risk assessments to be undertaken to inform the provision of services to people involved in family violence. 
Information collected as part of an informal referral has no immediate use and may never have a further use. Informal referrals have potential future use if a person is involved in further family violence incidents. 
History of informal referrals collected as a part of this project will further provide information for the service provider’s risk assessment. 
If a person is involved in a family violence incident and there is only an informal referral, with no further family violence incidents, then this is the only scenario where information collected would have no further use. In this case this information would not be shown to any user.

	Notice: Have all reasonable steps been taken to inform the individual that their information is being collected and why, by whom, how they can access, to whom it will be disclosed?
	IPP 1 and HPP 1
Fact sheet on developing a collection notice <https://DHHSvicgovau.sharepoint.com/sites/health/SitePages/Privacy.aspx#privacy-related-resources-on-the-intranet>
Privacy team
	Yes	Victoria Police have advised that they will inform individuals about how their information will be used as part of the referral process. 
Information is collected directly from Victoria Police systems. The L17 Portal is a means of transferring incident/referral information to service providers. There is no means of the L17 Portal or administration team to contact persons involved. 
The Victoria Police Code of Practice for the Investigation of Family Violence (available online) advises of the referral process including when and with who information can be shared. 
Victoria Police Code of Practice for investigation of Family Violence: https://www.police.vic.gov.au/code-practice-investigation-family-violence

	Direct collection: Is all information being collected directly from the individual? 
	IPP 1 and HPP 1
Privacy team
	No	All information in the portal is collected from parties working directly with individuals.
Information collected by these parties including Victoria Police may not always come directly from the individual for practical and safety reasons. Information may be collected from a person reporting the family violence incident or children involved or witnessing the incident.  

	Identifiers: Will this project assign a unique identifier or use a unique identifier of another organisation?
	IPP 7 and HPP 7
Privacy team
	Yes	The Victoria Police Master Name Index (MNI) number has been adopted to link individuals to their previous related incidents. Adopting this identifier is critical to maintain synchronicity between the police systems and the portal, critical for maintaining police as the single source of truth.  
It is important to Victoria Police that the MNI is not shared widely. As a result, the portal creates a unique client ID based on the MNI so that portal users can be sure that a client with the same name and details are or are not the same person according to Victoria Police.

	Anonymity: Can individuals remain anonymous for the purpose of the project? 
	IPP 8 and HPP 8
Privacy team
	No	The portal collects personal information for the purpose of contacting an individual to provide service. It is not practical for individuals to remain anonymous for the purpose of a referral to provide service. 
It is not practical for individuals to remain anonymous for the purpose of a referral to provide service, and for the purpose of assessment and determination for Commonwealth crisis payment. 

	Sensitive information: Will this project collect sensitive information?
	IPP 10
Privacy team
	Yes	As part of the referral and to assist services to engage with the client in an appropriate way, Victoria Police collect sensitive information from the individual directly or the reporting person.

	Data security: Are reasonable steps being taken to protect the information collected from misuse, loss, and unauthorised access, modification or disclosure?
	IPP 4 and HPP 4
Projects MUST engage the Cyber Security team to arrange assessment/s
	Yes 
	The L17 Family Violence Portal is hosted on a secure cloud platform backed up by a regularly refreshed disaster recovery environment. The L17 Portal was built by the Enterprise Technology Branch (ETB) - eHealth Division and meets the department's security requirements. Multi-Factor Authentication (MFA) and Geo-Factor is implemented for access to the L17 Portal for internal departmental users.

User access to the L17 Portal is managed via secure portals. Access to the portal by a user is determined by whether they are a DFFH employee with access to the Workspace Portal or if they are an external service provider or statutory body. These users will access the portal via eBusiness. Access via both pathways is managed by DFFH portal administrators. Team Managers of external services with access to the portal can also remove their users' access. Access via Workspace is also removed when a person is removed from a department's system. Access via eBusiness can also be removed should an eBusiness account be removed.

The L17 Portal is audited in line with the L17 Portal Audit Plan. Warnings are shown to users throughout the portal that their use is logged and audited. Prior to using the portal, all users must accept the Privacy Agreement and Terms of Use of the L17 Portal. An audit log is available in the portal to monitor user access.

CSU recommends that the process should be similar to how the Youth Justice staff (who are also part of DJCS) were onboarded to L17 FVP. They currently use Workspace/Citrix to connect to L17 FVP, and authentication is via single sign-on. It should be cut over to ISVA with User Authentication applied with Multi-Factor Authentication.

	Use and disclosure: Will the information only be used or disclosed for the primary purpose identified?
	IPP 2 and HPP 2
Privacy team
	Yes
	In addition to the referral purpose, information about previous incidents since August 2004 can be accessed to inform risk assessments. 
The information is used for the purpose of information sharing to inform risk assessment, client safety and service or payment provision.
The data about the referrals e.g., number of referrals may also be used for service reporting purposes.

	Information sharing: Will the information be shared with other agencies for service delivery, data matching or analytics?
	IPP 2 and HPP 2

Privacy team
	Yes 
	The purpose of collecting the information is to share with other organisations for service delivery only.


	Transborder data flows: Will the project transfer the information to an organisation or person outside of Victoria?

	IPP 9 and HPP 9
Projects MUST engage the Cyber Security team to arrange assessment/s
	Yes
	Access to the L17 portal is logged, capturing user credentials, timestamp, and accessed resources for security and auditing purposes.
The L17 referral is generally within Victoria, however on rare occasions a referral may be triggered by Victoria police for an incident that occurred interstate, and one or more party resides in Victoria.
The L17 data resides in Azure data centres in Australia.
Primary data centre resides in Melbourne – Victoria and secondary data centre is in Sydney – NSW in case of any failures at primary data centre.
Access to the L17 portal must be successfully logged, capturing user credentials, timestamp, and accessed resources for security and auditing purposes.

	1. Data quality: Are reasonable steps being taken to ensure that the information collected, used or disclosed will be accurate, complete and up to date?
	IPP 3 and HPP 3
Privacy team
Information and Data Management 
	Yes
	Referral information is collected directly from Victoria Police which also obtain the information from individuals involved. Victoria Police systems can send updated information to the portal for certain periods of time depending on the information sent. This means that referral information is up to date as is relates to the referral purpose. 
The L17 portal Client ID numbers can continue to be updated indefinitely should police identify duplicate clients within the system.

	2. Access and correction: Are there any restrictions that would prevent individuals from accessing or correcting their information?
	Freedom of Information team
Privacy policy
	Yes 
	Information recorded within the portal is accurate according to police record. Most of the information cannot be updated by portal administrators or users, only through the Victoria Police updates process. 
Individuals cannot access the L17 Portal directly, any changes to an individual’s contact details must be made by a service user or via the Police updates process. 
Freedom of Information requests can be made to the FOI team within DFFH.   

	3. Destruction: Will reasonable steps be taken to destroy or de-identify the information if it is no longer needed? (note this does not apply to a health service provider)
	IPP 4
Public Records Act 1973
Records management team
	Yes 
	When the L17 Portal is no longer required, the system information will be destroyed when no longer required. 
While the portal is live and being used, all information – unless removed for a specific reason – will remain in the portal and accessible for the purpose of the Statewide Historical search used to inform users risk assessment and other approved reasons. 

	4. Re-identification: Will the project involve de-identified information that may be re-identified through the linking of data or other information?
	Privacy team
	No 
	The L17 Portal contains information so that a person can be identified for the purpose of receiving a service. 


	5. Information held by third parties: Will the project involve information being transferred to or collected by other parties (for example, cloud service providers or collection of information via third party platforms)? 
	Information Security team
Records management team
	Yes
	Information is sent to and collected by third parties from the portal for the purpose of providing a service. These service providers will retain documents and information in line with the agreed upon terms with department services agreements. 




[bookmark: _Toc176878391][bookmark: _Toc25227105][bookmark: _Ref29805133]Privacy risk mitigation 
Consequence and likelihood matrix[footnoteRef:2] [2:  Reference, the department’s Risk management policy and framework  ] 

	Likelihood
	Negligible
	Minor
	Moderate
	Major
	Extreme

	Almost Certain
(Once per week)
(90%)
	Medium
	High
	High
	Critical
	Critical

	Likely
(Once per month)
(70%)
	Medium
	Medium
	High
	High
	Critical

	Possible
(Once a year)
(50%)
	Low
	Medium
	Medium
	High
	High

	Unlikely
(Once in 3 years)
(30%)
	Low
	Low
	Medium
	Medium
	High

	Rare
(Once in over 3 years)
(10%)
	Low
	Low
	Low
	Medium
	Medium
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	Description of the risk
	Consequence rating
	Likelihood
	Risk rating 
	Accept risk 
	Risk management strategy
	Residual consequence rating
	Residual likelihood rating
	Residual risk rating
	Risk owner
[Name, title and position]

	
	Disclosure –
Risk of personal information being disclosed by DFFH portal beyond what is authorised by law (i.e. the tests for which user type can see what, under ss.144N-144NC of the FVP Act).
This impacts on portal features 5 (visibility of RES details), 7 (linking Related Referrals), 8 (backload historic formal referrals), 9 (add all informal referrals), 10 (search functionality), 11 (refine access controls, i.e. Suppression function), and 12 (support Hubs).

	Moderate
	Likely
	High
	Yes
	Users to confirm their authority to access information. 
Message on the screen advising use of the portal is logged and audited. 
Training 
Guides available on information sharing
Auditing

	Moderate
	Possible
	Medium
	Alicia Houlihan, Director, Service Delivery Support Branch

	
	Unnecessary collection of information - 
Risk that information collected as part of an informal referral will have no future use of that person is not involved in a future family violence incident
	Minor
	Almost Certain
	High
	Yes
	Although, not known at the time of collection, collection of information may be unnecessary if the person/s recorded in an incident are not referred to a service in the first instance (called an informal referral) and/or never involved in a future family violence incident or only receive informal referrals in future incidents.  

	Negligible
	Almost Certain
	Medium
	Alicia Houlihan, Director, Service Delivery Support Branch

	
	Indirect collection – 
Information sent to the portal has been collected by Victoria Police and sometimes by Family Violence services. These services will collect information from various parties involved in the incident and information may be collected about individuals not present when police arrive. 
	Moderate
	Likely
	High
	Yes
	Information stored within the portal is in line with information sent by Victoria Police. 
Some involved person/client information can be amended by service users and notes and additional information can be recorded in the portal if the client advises of a different record.  
	Minor
	Likely
	Medium
	Victoria Police

	
	Collection of sensitive information – Sensitive information is collected by Victoria Police to inform their investigation, risk assessment and referral. This information is sent to the portal and then shared with other services. 
	Moderate
	Almost Certain
	High
	Yes
	Collection of sensitive information is unavoidable as it is required by services to inform risk assessment. 
This information will only be displayed to services that provide a service to that particular client.  
	Negligible
	Almost Certain
	Medium
	 Victoria Police

	
	Use and disclosure of
Information remains within the portal that can be accessed after the primary purpose has been concluded. 
	Moderate
	Almost Certain
	High
	Yes
	Information will continue to be stored in the portal after the referral has been closed as it will be relied upon for reporting and if the client is involved in future family violence incidents to inform risk assessment. 
The data stored is protected data and only accessible by authorised users approved to search and view historical information.
	Negligible
	Almost Certain
	Medium
	Alicia Houlihan, Director, Service Delivery Support Branch

	
	Information collected and stored by third parties
	Moderate
	Almost Certain
	High
	Yes
	Information is sent and stored in third party client managements systems
	Minor
	Almost Certain
	High
	 Service Providers 
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FAMILY VIOLENCE REPORT  1 /5 VP Form L17  


       
REPORT BY 
MEMBER NAME 


      MEMBER 
Reg. No. 


      MEMBER 
STATION 


       


        
REPORT 
DATE 


      REPORT 
 TIME 


      AFM FAMILY NAME        


                                         COMMITTED AT 
OR BETWEEN 


      hrs   on       and       hrs   on        


                                         Sub-Inc. 
Location 


       


                                         
Flat No.       Street No.        Street Name & Type        


                                         TOWN/ 
SUBURB 


      COMMITTED  
AT RZ 


       


    
    


RESPONDENT 1st Name        


     
FAMILY 
NAME 


      2nd Name        


          
DOB       Age    Sex  Male  Female Ethnic 


Appearance 
       


                        ABORIGINAL AND/OR TORRES STRAIT 
ISLANDER (T.S.I.) ORIGIN: 


 Aboriginal  T.S.I  Both  Neither  Not Stated/Unknown  


       
Flat No.       Street No.       Street Name & Type        


       
TOWN/  
SUBURB 


      State     Postcode      Email:              


         
Phone(s): H        W        M        Country  


of Birth   
       


          
Information For Referral Agency 


        
Preferred Contact Time Preferred Contact 


Method   Attitude to Referral  ATSI (only) Referral Preference  


 At any time       


OR 
 


B/W 


    Home  


    Work  


    Mobile 


    Email 


     Supportive 


    Not Supportive 


    Indifferent 


    Not Yet Spoken To 


     Aboriginal/TSI 


    Mainstream 


    Not Stated/Unknown 


 


 


 
      hrs    


&     
      hrs 


        
    
Does the Respondent normally reside with the AFM?  Yes  No  


    
Accessibility Needs  [eg. Disability/Language/Transport/Vision/Hearing]  


       
 Vision  Hearing  Communication  Mobility  Other (specify)   


       
 Understanding  Remembering  Mental Health   


       
Supports Required:   


       
 Interpreter Required Language:   


    
                          
ADDRESS IF OTHER 
ACCOMMODATION SOUGHT 
AS A RESULT OF INCIDENT  
(ONLY IF OTHER THAN 
ADDRESS ABOVE) 


Flat No.       Street No.       Street Name 
& Type 


       


             TOWN/ 
SUBURB 


      State       Postcode        
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FAMILY VIOLENCE REPORT  2 /5 VP Form L17  


    


AFFECTED FAMILY MEMBER (AFM)  1st Name        


     FAMILY 
NAME 


      2nd Name        


          
DOB       Age    Sex  Male  Female Ethnic 


Appearance 
       


                ABORIGINAL AND/OR TORRES 
STRAIT ISLANDER (T.S.I.) ORIGIN  Aboriginal  T.S.I  Both  Neither  Not Stated/Unknown  


       
Flat No.       Street No.       Street Name & Type        


                   TOWN/  
SUBURB 


      State     Postcode      Email:              


         
Phone(s): H        W        M        Country  


of Birth   
       


          
Children’s Details  


Children who normally or regularly reside or have regular contact with either party and have been  
present at/ witness to/ exposed to/ or otherwise affected by family violence 


 


 
Family Name Given Name D.O.B. 


Present at 
this 


incident 
Sex Aboriginal or TSI Descent Normally resides with  


    M F A TSI Both Neither Not Stated/ 
Unknown AFM RESP Other  


Child 1                 /    /                    


Child 2                 /    /                    


Child 3                 /    /                   


Child 4                 /    /                   


Child 5                 /    /                    


Child 6                 /    /                    


If other children or persons present at incident re cord details on Form L8 (Other Names)  


Information For Referral Agency 


        Preferred Contact Time  Preferred Contact Method   Attitude to Referral   ATSI (only) Referral Preference   
 At any time       


OR 
 


B/W 


    Home  


    Work  


    Mobile 


    Email 


     Supportive 


    Not Supportive 


    Indifferent 


    Not Yet Spoken To  


     Aboriginal/TSI 


    Mainstream 


    Not Stated/Unknown 


 


 


 
      hrs    


&     
      hrs 


        


Accessibility Needs  [eg. Disability/Language/Transport/Vision/Hearing]  


       
 Vision  Hearing  Communication  Mobility  Other (specify)   


       
 Understanding  Remembering  Mental Health   


       
Supports Required:   


       
 Interpreter Required Language:   


    
                          
ADDRESS IF OTHER 
ACCOMMODATION SOUGHT AS 
A RESULT OF INCIDENT  
(ONLY IF OTHER THAN ADDRESS 
ABOVE) 


Flat No.       Street No.       Street Name 
& Type 


       


             TOWN/ 
SUBURB 


      State       Postcode        
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FAMILY VIOLENCE REPORT  3/ 5 VP Form L17  


       
VP Reg Number 


Completing: 
      LEDR No.:       Approving 


 Sgt: 
       


       
AFM:       Respondent:        


    
VP-SAFvR and Additional Risk Factors  


Score if 


YES 


INFORMATION ABOUT FAMILY VIOLENCE   
Scored from interview with AFM, Respondent, or relevant others (e.g. children, other family) 


1. Does the Respondent act in ways that are jealous or controlling of the AFM?   


Do they control who they can see/talk to, where they can go, access to money, access to their 


phone, or other things? OR are they constantly monitoring or checking on the AFM’s behaviour 


(incl. online behaviour)? 


Yes     No 
Info. not 


available 
1 


2. Has the Respondent ever threatened to seriously harm or kill the AFM? Yes     No Info. not available 


3. Has the Respondent ever been physically violent towards the AFM or anyone else?   


☐ AFM   ☐People who are not the AFM   (tick all that apply) 
Yes     No Info. not available 


4. Has the Respondent ever used physical violence towards the AFM while the AFM was pregnant? Yes     No 
N/A 


Info. not available 


5. Has the Respondent ever strangled or suffocated the AFM, or attempted to do this?  Yes     No Info. not available 


6. Has the Respondent ever sexually assaulted the AFM?  


If sexual assault disclosed contact SOCIT 
Yes     No Info. not available 


7. Has the Respondent ever threatened or assaulted the AFM with a weapon or firearm?  


☐ Firearm   ☐Other weapon   (tick all that apply) 
Yes     No Info. not available 


8. Does the AFM or Respondent have access to firearms?  Yes     No Info. not available 


9. Has the Respondent ever harmed or threatened to harm another family member? Yes     No Info. not available 


10. Has the Respondent ever harmed or threatened to harm a family pet?  Yes     No Info. not available 


 


11. 


Only to be asked if AFM no longer has/wants a relationship with the Respondent: 


Has the Respondent been following/approaching or repeatedly contacting/harassing the AFM?  
If Yes, consider whether stalking is present and requires a response 


Yes     No 
N/A 


Info. not available 


12. How long has the abusive behaviour been occurring?  


Ask AFM about when any abusive behaviour identified in response to Q 1 – 11 first occurred. 


Record  time between first occurrence and current incident as  


DURATION IN MONTHS: ___________________________                     


Score as less than a month if no pattern of abuse is evident or reported  


- 1 month     


+ 1 month 


(score 1)     


Info. not 


available 
1 


13. Has the Respondent’s abusive behaviour recently become worse? 


 (E.g. Started recently or recently become more violent or more frequent) 
Yes     No Info. not available 


14. How fearful is the AFM that the Respondent may seriously harm or kill them? 
Info. not 


available 
Not fearful Fearful 


Very 


fearful 


INFORMATION ABOUT INVOLVED CHILDREN 


Scored from observation and/or interview with AFM, Respondent or relevant others (e.g. children, other family)  


15. Were there children (under 18) present during the current incident?   


If children were indirectly exposed (e.g. they were in the house at the time and would have heard 


the incident), score Yes.  If AFM or Respondent is a child score Yes 


Yes     No 
Info. not 


available 
1 


16. Are there any children who normally live with the Respondent or AFM?  If no, go to question 22.   


If the AFM or Respondent is a child, answer Q 17-21 with reference to any other children who live 


with the AFM or Respondent 


Yes     No Info. not available 


17. Are there any children from a previous relationship living with the AFM? Yes     No Info. not available 


18. Have any of the children ever intervened in the violence between the AFM and the Respondent? Yes     No Info. not available 


19. Has the Respondent ever harmed OR threatened to harm the children who live with the AFM or 


Respondent? 
Yes     No Info. not available 


20. Is there any conflict between the AFM and the Respondent over child custody or access? Yes     No Info. not available 


21. Are there any Family Law Court / Child Protection orders in place, or ongoing proceedings 


around custody involving the AFM and the Respondent? 
Yes     No Info. not available 
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FAMILY VIOLENCE REPORT  4/ 5 VP Form L17  


VP-SAFvR and Additional Risk Factors  
Score if 


YES 


INFORMATION ABOUT THE RELATIONSHIP AND RESPONDENT BACKGROUND 
Scored from interview with AFM, Respondent or relevant others (e.g. children, other family) 


22.  Are the AFM or the Respondent having financial problems?  Yes     No 
Info. not 


available 
1 


23. Is the Respondent unemployed (or truant from school)?  Yes     No Info. not available 


24.  Have the AFM and the Respondent recently separated or is separation imminent?   


If AFM and Respondent are not a couple, is AFM considering cutting or has cut all ties with the 


Respondent, ending their relationship entirely? If so, score Yes 


Yes     No 
Info. not 


available 
1 


25.  Is the AFM/Respondent pregnant or have they given birth in the past six months?   Yes     No 
Info. not 


available 
2 


26. Does the Respondent have any mental health issues, including anxiety or depression?   Yes     No Info. not available 


27. Does the Respondent have a problem with substance abuse such as alcohol or other drugs 


including prescribed medication?  
Yes     No Info. not available 


28. Has the Respondent ever threatened or attempted suicide?  


If Yes, when was the MOST RECENT THREAT/ATTEMPT : ______________________  (mm/yy) 
Yes     No Info. not available 


INFORMATION ABOUT DRUG AND ALCOHOL USE 


Scored from observation and/or interview with AFM, Respondent or relevant others (e.g. children, other family)  


29.  Possible or definite alcohol or illicit drug use by the Respondent around the time of the current 


incident?               ☐ Alcohol    ☐ Illicit drugs   (tick all that apply)  
Yes    No 


Info. not 


available 
1 


30.  Possible or definite alcohol or illicit drug use by AFM around the time of the current incident? 


       ☐ Alcohol   ☐ Illicit drugs   (tick all that apply) 
Yes    No 


Info. not 


available 
1 


INFORMATION ABOUT AFM BACKGROUND  


Scored ONLY from interview with AFM 


31.  Do you have any mental health issues, including anxiety or depression? 


E.g. Have they sought help because they were concerned about their mental health, or are they 


currently receiving any treatment for mental health concerns? 


Yes     No 
Info. not 


available 
1 


32. Do you feel isolated from family or friends? Yes     No Info. not available 


33. Do you have any disabilities that police need to be aware of?  Yes     No Info. not available 


34. Is your Australian residency dependent on the Respondent?  


N/A if AFM is an Australian citizen 
Yes     No 


N/A 


Info. not available 


INFORMATION FROM LEAP  


35.  Are there any prior family violence incidents involving the same two parties?  


(Respondent ⇒ AFM  or  AFM ⇒ Respondent) 
Yes     No 


Info. not 


available 
2 


36.  Does the current Respondent have any prior family violence incidents as the Respondent or the 


AFM (with the current AFM or any other person)? 
Yes     No 


Info. not 


available 
1 


37.  Has the Respondent ever been charged with contravention of an Intervention Order?  Yes     No 
Info. not 


available 
1 


38. Has the Respondent ever been charged with breaching a Court Order? Yes     No 
Info. not 


available 
1 


39.  Has the Respondent previously been charged with a violent offence?  


Eg. Homicide, Rape, Sex (Non-Rape) offences involving physical contact with the victim, Robbery, 


Abduction/Kidnap, Arson, Aggravated Burglary, Assault 


Yes     No 
Info. not 


available 
1 


Total score (add up numerical item scores)      


ACTING ON THE TOTAL SCORE 


As the VP-SAFvR score increases, the likelihood of further family violence also increases. Appropriate civil and criminal options should always be implemented, 


but higher scores indicate you should be implementing additional strategies to ensure the AFM’s immediate and future safety. 


 


If both frontline and FVIU sections score 4, the case is MEDIUM risk and you will retain responsibility for managing the risk of future family violence.  See the 


Practice Guide for Medium Risk Case Management for what steps to take in these cases. 


 FAMILY VIOLENCE INVESTIGATION UNIT REVIEW 


Any case scoring 4+ will be automatically reviewed by the FVIU to identify cases with potentially elevated risk of further family violence. Based on the 


information you have gathered, are there any specific reasons that you think this case requires FVIU review even if the score is 3 or less?  If so, explain why below 


and tick the ‘Override to FVIU’ box to ensure they review the case. 


 Override to FVIU 


    


 


  Tick 
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CURRENT INCIDENT – OTHER FACTORS 


 


AFM / RESPONDENT RELATIONSHIP (Incl Inlaw) 


FIREARMS / 
WEAPONS 


Indicate where each party will reside 
after this incident and obtain contact 


details if different to above  LGBTI (also include relationship type below) 


INTIMATE NON-INTIMATE NON-FAMILY 
RELATIONSHIPS  


AFM RESPONDENT 


      
 Married 
 De facto 
 Dating 
 Separated /  


     Broken-up 
 Divorced 


 


 AFM is parent of/has parental 
     relationship to Respondent 


 Respondent is parent of/has 
     parental relationship to AFM 


 Siblings 
 Other family relationship 
 Aboriginal or Torres Strait 


      Islander kinship relationship 


  Respondent is carer for  
      AFM 


  AFM is carer for  
       Respondent 


  AFM and Respondent are 
       co-residents  
        
 


  Respondent has 
      firearms licence 


  Firearm(s) present 
      at address 


  Weapons (not  
       firearms)  


  Other hazards 
       used 


 Home 
 Crisis Accomm 
 Friends 
 Family 
 Unknown 
 Other 


 


 Home 
 Crisis Accomm 
 Friends 
 Family 
 Unknown 
 Other 


    


CASE PROGRESS NARRATIVE 


[Include all investigations undertaken and all other details of the incident not elsewhere described on attached forms] 
DO NOT USE NAMES ON NARRATIVE  – Refer to parties as AFM(s)/Respondent ONLY 
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FAMILY VIOLENCE REPORT   VP Form L17  


 
 
ADMINISTRATION PAGE ONLY 
 
The additional information below will be collected in LEDR MK2 and provide d to the L17 Portal  
 


RISK MANAGEMENT STRATEGY  
CRIMINAL ACTION  CIVIL ACTION REFERRAL ACTION  OTHER ACTION 


 
 Charges Pending Breach FVIO / FVSN 
 Charges Pending (Breach and Others) 
 Charges (other only) 
 Respondent Bailed with Conditions 
 Respondent Remanded in Custody 


 
 


 
 Exclusion Conditions Used 
 FVSN Issued 
 Police Appl & Warrant 
 Police Appl & Summons 
 Police Appl FVIO 
 AFM applying for FVIO 
 FVIO Variation Required 


 


 
 Recommended High Risk Client 
 Safe Steps (Assistance 24/7) 
 Formal Referral AFM 
 Formal Referral Respondent 
 Informal Referral AFM 
 Informal Referral Respondent 
 Child Protection (DHHS) 
 Child FIRST 


 


 
 Holding Powers (Direction) 
 Holding Powers (Detention) 
 Firearms Seized 
 Weapons Seized 
 Revoke F/A Licence Pending 


 
 
 
 


    


 
COURT INFORMATION (Civil and/or Criminal)  


   
First Court Date:         


   
Court:         


   
    


Current Incident Classification Table – Tick Multiple Boxes  
CRIMINAL ABUSE NON CRIMINAL ABUSE  


 
 1.  Physical (Indictable) 
 2.  Physical (Summary) 
 3.  Sexual 
 4.  Threats 


 


 
 5.  Pet Abuse 
 6.  Other 
 7.  Damage (Indictable) 
 8.  Damage (Summary) 
 9.  Theft 


 


 
 10.  Stalking – less than 2 weeks 
 11.  Stalking – B/W 2 and 4 weeks 
 12.  Stalking – more than 4 weeks 
 13.  Breach only 
 14.  Breach & Other  


 
 15.  Emotional 
 16.  Verbal 
 17.  Social 
 18.  Economic 


 
 19.  Spiritual 
 20.  Non Violent  


            Non Abusive 
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Privacy Impact Assessment on the L17 Family Violence Information Portal – Phase 2



Part 1 – General Description



		Name of Program: 

		L17 Family Violence Information Portal 



		Date:

		20 November 2017



		Name of Organisation:

		Department of Health & Human Services (DHHS)



		PIA Drafter:

		Salinger Privacy on behalf of Tony Newman 



		Email: 

		tony.newman@dhhs.vic.gov.au

		Phone:

		9096 1258



		Program Manager:

		Tony Newman 

		

		



		Email:

		tony.newman@dhhs.vic.gov.au 

		Phone:

		9096 1258



		Are you a law enforcement agency as defined in Section 3 of the PDP Act?       No	



		







This Privacy Impact Assessment (PIA) relates to compliance with the Information Privacy Principles (IPPs) in the Privacy and Data Protection Act 2014 (PDP Act), and the Health Privacy Principles (HPPs) in the Health Records Act 2001 (HR Act).





1.1		Description of the Program and Parties 



1.1.1	Overview 



The L17 Family Violence Information Portal project began in 2015.  After extensive sector consultation, Phase 1 of the portal was developed by the Department of Health and Human Services (DHHS) in order to replace a fax-based paper referral system with an electronic referral system.  The referrals involved are made by Victoria Police (VicPol) to a range of Family Violence service providers, using a form known as ‘L17’.  The portal went live on 6 December 2016, and all L17 referrals are now transmitted through the portal.



It was always intended that additional functionality would be added to the portal in a second development phase.  This PIA reviews the plans for Phase 2.



1.1.2	Background and Phase 1 – an electronic referral system



Improvements to the L17 process, the capacity to share information to improve client outcomes and safety, together with a need for integrated multi-disciplinary approaches provide the broad strategic context for the L17 Family Violence Information Portal project which forms part of a whole of Victorian government strategy to address family violence.  It supports some of the recommendations of the Royal Commission into Family Violence.  The Royal Commission identified better information-sharing as critical to keep victims safe, and make perpetrators accountable for their actions.



In 2015-16, Victoria Police attended in excess of 78,000[footnoteRef:1] family violence incidents and referred more than: [1:  Table 2, Referrals made by Victoria Police by Police Region and gender of the affected family member,  Victoria Police Data Tables 2015-16, https://www.crimestatistics.vic.gov.au/family-violence-data-portal/family-violence-data-dashboard/victoria-police] 


· 66,000 people who have experienced family violence to support services for assistance 

· 58,000 perpetrators of family violence for assistance in addressing their violent behaviour

· 2,000 children to Child FIRST

· 12,000 reports to child protection.[footnoteRef:2] [2:  Table 19, Referrals made by Victoria Police by Police Region and gender of the affected family member,  Victoria Police Data Tables 2015-16, https://www.crimestatistics.vic.gov.au/family-violence-data-portal/family-violence-data-dashboard/victoria-police] 




When Victoria Police attend a callout, if it is determined to be a family violence incident Victoria Police use the Victorian Police Risk Assessment and Risk Management Report ‘L17’, as a mechanism to make referrals to community-based Family Violence service providers and/or reports to Child Protection about a family violence incident that they have attended.  The L17 report is also copied into the police system LEAP, where it is used by police for their own operational purposes.



Police assess the risk of the situation and depending on the risk factors will provide information to the victim (known as an ‘informal referral’) and/or provide a formal referral to a Family Violence service provider for the victim to receive support.  A referral is also created for the perpetrator to be referred to a relevant support provider.  Where children are involved, police will make a report to Child Protection in the DHHS and/or a Child FIRST community support provider.  All formal referrals by police use the L17 referral process.  



By replacing the old fax-based system, the new L17 portal has saved frontline workers time and effort on collating received referrals, thus freeing up time for following up family violence incidents with the family members.  The L17 portal has also enhanced the security and accuracy of L17s in transmission from Victoria Police to Family Violence service providers.  



Since 6 December 2016, all formal referrals have been transmitted through the DHHS L17 portal.  From 6 December 2016 to 24 August 2017 for example, more than 120,000 formal referrals were made through the portal, arising from 48,000 incidents attended by police.  (One incident can generate multiple referrals, such as one for each party involved.)



Information entered into Victoria Police’s existing IT system LEDR electronically transfers to the L17 Family Violence Information Portal in real time.  L17 details transferred to the Family Violence Portal are stored in the portal which is a Siebel system maintained by DHHS.  The portal incorporates business routing rules to determine to which Family Violence service provider/s the referral should be allocated.  The system sends an email message to the recipient organisation/s that there is a new referral which requires their action.  That email does not contain any personal information.  The recipient Family Violence service provider/s then log in to the portal to retrieve the details.



The exceptions to this rule are Child Protection within DHHS (further details below), and the Victims Support Agency operated by the Department of Justice & Regulation, which receives referrals for male AFMs.  The Victims Support Agency does not currently log into the L17 portal to retrieve its referrals, but instead continues to receive a PDF version of the L17 report.  The PDF report is sent to the Department of Justice & Regulation via encrypted email from the portal.  The Victims Support Agency refer men assessed as being AFMs to victims support services funded by the Department of Justice & Regulation.



The personal information collected and reported by police includes details of the incident, affected family members, children, perpetrators and their history of violence and a risk assessment and management strategy. The details include name, date of birth, address and so on.  Not all information is sent to all service providers.  Further details are provided below at parts 2.1-2.2 of this PIA.





1.1.3	Functionality already added since Dec 2016



The DHHS portal development team have already improved on the functionality of the L17 portal since it went live in December 2016, by building an interface between the portal and CRIS, the intake system used by Child Protection.  The interface means that each new L17 referral from Victoria Police to Child Protection is ‘pushed’ from the portal directly into CRIS, instead of users having to log in to the portal and ‘pull’ the data out.  A Child Protection worker must first determine whether each new referral relates to an existing client, or if they must create a new ‘case’, but either way the data then pre-populates from the L17 form into data fields in CRIS.  This functionality has enabled Child Protection to save around 10 minutes’ data processing time for every new intake, and 5 minutes for existing cases.



However as the interface does not yet allow for data to be pushed back into the portal from CRIS, recording outcomes for each referral must still be done by way of a Child Protection worker logging in to the L17 portal to record an outcome there.



A role has also been created for Victoria Police Family Violence Advisors and Family Violence Team Supervisors/Sergeants to log in to the L17 portal to view which service/s received a referral, and the outcome of the referral, to assist them in their decision making should they need to attend another family violence incident related to those individuals in the future.



1.1.4	Plans for Phase 2 – additional functionality



Phase 2 of the project aims to further refine and develop the L17 Family Violence Information Portal.  Planning for Phase 2 is being progressed by DHHS in collaboration with major stakeholders including Victoria Police, Department of Justice and Regulation, the new authority Family Safety Victoria, and Family Violence service providers.



There are a number of different aspects to what is proposed for Phase 2, but the commonality is that each proposal aims to improve the way family violence incidents are reported and managed, in order to improve safety for victims of family violence, and improve accountability for the perpetrators of family violence.



The proposed additional features are:

1. Improved integration between the portal and the intake/case management systems used by Family Violence service providers and the Victims Support Agency

2. Improved integration / communication between the portal and the LEDR/LEAP systems used by Victoria Police

3. Improved reporting on the outcomes of referrals

4. Increased visibility of updates made by Family Violence service providers (e.g. a change in the client’s contact details; outcome codes)

5. Increased visibility of Respondent details for AFM service providers, to better assess risk levels posed to the AFM, and increase perpetrator accountability 

6. Development of a unique client identifier (a foundation step towards the other functionalities listed below)

7. The ability to link ‘related’ referrals, and make those links visible where appropriate

8. Backload all historic L17 referrals (i.e. all L17 formal referrals made since 1999, when L17 referrals began, to 6 December 2016 when the portal went live)

9. Backload all informal referrals (i.e. all informal referrals from 1999 to date)

10. Further refine the ability to search within the portal

11. Further refine user access controls, to allow for special cases needing additional privacy protection

12. Support the development of new Support & Safety Hubs



Each of these proposals is outlined in more detail below, at part 2.1.4 of this PIA report.





1.1.5	Potential further functionality not yet in scope



Although the following features have been discussed within DHHS as possibilities for further development of the portal, various interdependencies have meant that these plans are not yet sufficiently progressed to warrant consideration as part of this PIA.  In the event that any of these features is to be developed further, a separate PIA will be conducted or commissioned.  The following possibilities are therefore out of scope for this PIA:

Additional reporting functionality for DHHS (including the DHHS regions and Hubs), Victoria Police, Family Violence service provider organisations, and the new authority Family Safety Victoria, so as to enable:

· Measuring outcomes of reports and referrals, to improve service delivery and target sector interventions where necessary

· Reporting on L17s by location, service type and outcome, to support planning and funding

· Evaluating the effectiveness of the L17 process as a basis for continuous improvement

· Providing the ability to tailor government services to clients based on documented demand

Any changes needed to the portal design arising from a separate project to re-design the Common Risk Assessment Framework (CRAF) component of the L17 form, to instead be a set of dynamic, multi-agency / multi-author risk assessment tools known as the Multi Agency Risk Assessment Model (MARAM) framework.

Any changes needed to the portal design arising from the development of multi-disciplinary approaches to address family violence such as RAMPS, and/or the Central Information Point (CIP) (see discussion of RAMPS at 1.2.2 below)

Any changes needed to the portal design arising from a separate project to amend the Children Youth and Families Act 2005 

The potential for the L17 portal to enable additional types of family violence referrals, such as new cases for service providers which might begin as a walk-in, or a referral from a health service, rather than an incident attended by police





1.2 		Scope of this PIA, related matters, stakeholders and the legal environment



1.2.1	This PIA



To prepare this PIA report, consultative and information-gathering meetings were held with representatives from the following areas:

Implementation Support, DHHS

Privacy unit, DHHS

Child Protection, DHHS

Victoria Police

Family Safety Victoria



1.2.2	Related PIAs



This is the second PIA conducted in relation to the L17 Family Violence Information Portal.  The first PIA, which has been published, covered Phase 1 of the project, analysing the privacy risks relating to the change from use of fax to the use of the DHHS L17 Family Violence Information portal, to transmit information from Victoria Police to Family Violence service providers.[footnoteRef:3]  The privacy implications relating to the use of the information from the L17 portal during the RAMPS process (see further discussion below at 1.2.2) was already assessed in separate privacy compliance analysis.[footnoteRef:4] [3:  The first PIA was finalised in October 2016.  It is published at www.dhs.vic.gov.au/__data/assets/word_doc/0008/980198/Privacy-Impact-Assesment-Dec-2016.docx which is linked from the DHHS website page http://www.dhs.vic.gov.au/funded-agency-channel/about-service-agreements/program-requirements,-guidelines-and-policies2/l17-family-violence-portal .]  [4:  See details in the application made to the then Commissioner for Privacy and Data Protection, at https://www.cpdp.vic.gov.au/ramps-iua-application-number-one ] 




This PIA does not cover the collection, storage, use or disclosure of information once it has been received by a Family Violence service provider for their investigation and action.  However it should be noted that the collection, storage, use and disclosure of the information provided via the portal to Family Violence service providers must be in line with their contractual agreements and legislated privacy obligations, as contracted service providers to DHHS.



1.2.3	Related projects



There are a number of related projects underway across the Victorian government, arising out of the recommendations of the Royal Commission into Family Violence (March 2016), and the Government’s response to the Royal Commission, including a commitment to implement all recommendations, and the release of its ten-year plan, Ending Family Violence: Victoria’s Plan for Change (November 2016).



One project already implemented and being supported by the L17 portal is the Risk Assessment and Management Panels (RAMPS) project.  The RAMPS project seeks to deliver co-ordinated case management to the women at highest risk of further family violence, by involving multiple service providers in collaborative multi-agency meetings.  A RAMPS referral might begin with an L17 report, but not necessarily.  RAMPS Coordinators are located within existing Family Violence service providers for AFMs, and service defined geographic areas.  The RAMPS Coordinator convenes a panel including local representatives from various services including police, health, housing and child protection.



To support this function, the portal has a ‘RAMPS Coordinator’ user role.  As at August 2017, there were 18 such users of the portal.  RAMPS Coordinators can access all L17 reports sent to Family Violence service providers across the State (i.e. not only the referrals to their own service).  This level of access was authorised in relation to RAMPS Coordinators because of the terms of an Information Usage Agreement approved by the Commissioner for Privacy and Data Protection for the RAMPS project, which permits a departure from the IPPs in certain circumstances. 



An additional project being developed by the new Family Safety Victoria authority is the launch of Support and Safety Hubs (Hubs) across the State, starting with five launch areas in 2017-18.  The Support and Safety Hubs: Statewide Concept document (July 2017) describes the concept of Hubs as “an emerging new service system where

all services and systems play their role in keeping people safe and well”. The Hubs will offer “universal services” and “a new doorway to the service system”, with three key functions: “wrap-around support, safety and recovery”, “easy, simple and timely access to the right services”, and “navigating people through the system to achieve outcomes” (pp.4, 11).  This is discussed further below at 2.1.4 in relation to the impact on the L17 portal.



1.2.4	Family Violence service providers 



Once the L17 report is received within the portal it is automatically distributed to service providers, according to message routing rules which were specified by Victoria Police.



Those business rules for directing referrals reflect: 

type of party: victim aka Affected Family Member (AFM), perpetrator aka respondent (RES), or child/children (CHI)

gender of the party

age of the party

indigenous status of the party (in some geographic areas there are some culturally-appropriate services for Aboriginal and Torres Strait Islander people)

geographic region of the reporting police station

whether the reporting police officer has ticked a box saying this is an after-hours emergency case, and

which the police officer chooses out of Child Protection or Child FIRST.



There are around 70 Family Violence service providers across Victoria that may receive an L17 referral.  They are categorised into four groups:

Child Protection (DHHS)

Child FIRST services

Women’s services

Men’s services



Some service providers provide more than one category of services.



The Family Violence service providers will attempt to make contact with the referred party, in order to offer them services.  The actual services offered to a client will depend on the risk profile, and an assessment of the client’s needs.  



The services offered can include but are not limited to: 

Safety planning

Legal support

Health services including mental health services and maternal health services

Sexual assault support services

Drug & alcohol services 

Crisis accommodation services

Housing services

Disability services

Assistance dealing with schools, Centrelink etc

Men’s case management

Men’s behaviour change program



The Family Violence service may provide some of these services directly, or it may refer their clients to other specialist service providers in their local area for further action or support.  Where the Family Violence service is referring the client on to another provider (operating outside of the portal), the L17 report from police is not included in the referral information.  Those other providers do not have access to the L17 portal.



1.2.5	Legal authority to implement the program and share personal information 



Existing legislation



The L17 process is not explicitly referenced in legislation, however there are a number of Acts that facilitate the sharing of personal and health information when there has been a demonstrated risk to personal safety.



Phase 1 of the L17 Family Violence Information Portal did not change the pre-existing legal authority under which L17 reports are referred from Victoria Police to selected Family Violence service providers, nor the type or volume of personal information being referred.  The key difference was that DHHS began operating a portal to facilitate those referrals.



The L17 referral process involves the collection, use and disclosure of personal information for the purpose of keeping individuals and families safe. The key parties in the L17 process have various legislative powers and privacy obligations in order to facilitate the process of privacy-compliant information sharing.  As outlined in a 2009 Fact Sheet Information sharing in the context of family violence produced by the Office of Women’s Policy in the Department of Planning and Community Development in consultation with the then Office of the Victorian Privacy Commissioner, the primary purpose for which Victoria Police collect the personal information is “support, protection, prevention of violence and/or accountability for violence”.[footnoteRef:5]  Victoria Police can therefore disclose such personal information as is relevant and necessary for the recipient Family Violence service provider, for a purpose that can be considered ‘directly related’ to the primary purpose of its collection. [5:  Available at https://www.google.com.au/url?sa=t&rct=j&q=&esrc=s&source=web&cd=1&cad=rja&uact=8&ved=0ahUKEwjn6Zjq0vLPAhUL_mMKHTOiAiMQFggbMAA&url=http%3A%2F%2Fwww.dhs.vic.gov.au%2F__data%2Fassets%2Fword_doc%2F0010%2F718876%2F6_info_sharing_in_context_family_violence_infosheet_0612.doc&usg=AFQjCNFJm3DuGw7MqmMq_mWCHhAuenED1g&bvm=bv.136593572,d.cGc , accessed 24 October 2016.] 




The legal basis upon which L17 reports are currently disclosed by Victoria Police to selected Family Violence service providers can therefore include (depending on the circumstances of each case) one or more of:

· IPP 2.1(a) / HPP 2.2(a) – for a directly related secondary purpose within the reasonable expectations of the individual

· IPP 2.1(b) / HPP 2.2(b) – with the consent of the individual

· IPP 2.1(d) / HPP 2.2(h) – as necessary to lessen or prevent a serious and imminent threat to an individual’s life, health, safety or welfare, or

· IPP 2.1(f) / HPP 2.2(c) – as required or authorised by or under law.



DHHS’s role includes delivering Child Protection services, and funding / managing the outsourced provision of other human services to its clients.  The Family Violence service providers which receive L17 referrals are all contracted service providers of DHHS.  DHHS therefore has an oversight role in the provision of family violence services to its clients.  DHHS’s collection, use and disclosure of personal information as the operator of the L17 Family Violence Information Portal is authorised accordingly, as follows: 

· Collection of personal information is authorised under IPP 1.1 (collection of personal information is necessary for one or more of its functions or activities) 

· Collection of health information is authorised under HPP 1.1(d) (the health information was disclosed to DHHS by Victoria Police as a directly related secondary purpose within the reasonable expectations of the individual, and/or as required or authorised by or under law) 

· Use and disclosure of personal information is authorised under IPP 2.1(a) – for a directly related secondary purpose within the reasonable expectations of the individual

· Use and disclosure of health information is authorised under HPP 2.2(a) – for a directly related secondary purpose within the reasonable expectations of the individual



The key pieces of legislation relating to information sharing include:

· The Children Youth and Families Act 2005. This Act contains a number of provisions that support, regulate or prohibit the sharing of information. The specific provisions (including but not limited to ss.36-41) within the Act, along with privacy legislation allow the sharing of information relating to family violence incidents where children are involved.

· The Family Violence Prevention Act 2008. This Act relates to the system of Family Violence Intervention Orders (FVIO).  When a FVIO is being applied for by police, a formal referral of the L17 report becomes mandatory.



There are also subordinate documents which outline what personal information can be shared between the relevant parties, in what circumstances.  These include:

· Family Violence Referral Protocol between the Department of Health and Human Services and Victoria Police 2016:  This document provides guidance on how Victoria Police, DHHS and the Family Violence service providers it funds can work together to strengthen the collective response to family violence. 

· Overarching Relationship Principles Memorandum of Understanding Between Victoria Police and Department of Health and Human Services 2016: This document aims to describe and guide the conduct and management of the relationship between the parties in order to work together with respect to areas of common interest.  

· Procedural Guidelines for Referral and Consultation Child Protection and Child FIRST/Integrated Family Services: This document establishes operational processes and procedures between the services on referrals, reporting and information sharing. 

· Funding agreements and service agreements between DHHS and Family Violence service providers: These documents set out the broad conditions under which Family Violence service providers are contracted service providers to DHHS, including requirements to comply with the IPPs and HPPs.

· L17 Operational Manual: This document provides specific details to Family Violence service provider organisations about the L17 referral process, including the roles and responsibilities of staff accessing the portal.  

· Privacy Agreement and L17 Terms and Conditions of use: This document, signed by each user of the portal, requires the person to acknowledge that they understand and agree to abide by the relevant (named) pieces of legislation, as well as a set of Terms and Conditions relating to their roles and responsibilities when accessing the portal, including conditions relating to the access, use and disclosure of data from the portal.  The Terms and Conditions also warn users about the monitoring and auditing to which their use is subject by DHHS.

· L17 Family Violence Portal User Guide: This document is a practical guide for users of the portal about how various functions work, but includes some reminders to users about their roles and responsibilities when accessing the portal or otherwise handling data received via the portal.





New legislation



Arising from the recommendations of the Royal Commission, a Bill was passed by the Victorian Parliament in June 2017: the Family Violence Protection Amendment (Information Sharing) Act 2017 (the Family Violence Amendment Act), which once commenced will have the effect of revising the Family Violence Protection Act 2008 (FVP Act).  While not yet proclaimed, the amendments are expected to commence in late 2017 or early 2018.  Much of the proposed new functionality for Phase 2 of the portal is being developed in anticipation of the commencement of the amendments to the FVP Act, which will allow greater information-sharing between the various entities involved in assessing, responding to and managing cases of family violence.



The objective of the amendments is explicit: “to establish an information sharing scheme designed to enable specified entities to share family violence information in a timely and effective manner such that it prevents or reduces family violence” (s.1 of the Family Violence Amendment Act).



The new provisions includes a set of principles, at s.144J, which are intended to be used as guidance whenever an organisation is considering the collection, use or disclosure of personal information, health information and the like, under these new rules.  The principles include that organisations should:

· “give precedence to the right to be safe from family violence over the right to privacy”; and 

· “only collect, use or disclose a person's confidential information to the extent that the collection, use or disclosure of the information is necessary to:

· assess or manage risk to the safety of a person from family violence, and 

· to hold perpetrators of family violence accountable for their actions”.



A new Part 5A in the FVP Act will set out the arrangements for information-sharing between various Information Sharing Entities (ISEs) and Risk Assessment Entities (RAEs).  RAEs are a sub-set of ISEs.  The new Part 5A sets up a regime of broad-based information-sharing from ISEs to RAEs for risk assessment purposes (“family violence assessment purpose”), and a narrower scope of information-sharing between any ISEs for risk management purposes (“family violence protection purpose”).



The categories of organisations which will be ISEs and RAEs will be prescribed by regulation.  Draft Regulations currently out for public consultation show that RAEs will include Victoria Police, Child Protection, and all existing service providers using the L17 Portal.



Also currently in draft format for public consultation are Ministerial Guidelines, which provide examples to illustrate to RAEs and other ISEs how the new Part 5A should work in practice.  We note that both the legislation and the guidelines are primarily aimed at case-by-case decision-making for scenarios of information-sharing in response to managing a client’s particular needs (e.g. determining ‘what can we tell another agency about this client?’), rather than the type of automated data flows of referrals facilitated by, and envisaged for, the L17 portal.



The Family Violence Amendment Act will also make cognate amendments to the PDP Act.  In particular, an amendment to IPP 2.1(d)(i) will make the use and disclosure of personal information more straight-forward, as one of the tests for use and disclosure without consent will no longer require that a threat be imminent.  The revised test under IPP 2.1(d)(i) will shortly be that an organisation may use or disclose personal information “if the organisation reasonably believes that the use or disclosure is necessary to lessen or prevent … a serious threat to an individual's life, health, safety or welfare”.



Sensitive information can be collected under IPP 10.1 without the individual’s consent in certain circumstances.  Although a cognate amendment to IPP 10.1 itself does not directly assist in relation to the portal, there is also a specific amendment to the PDP Act in relation to family violence.  A new section 15A will be inserted into the PDP Act, which will allow the collection of sensitive information by an ‘information sharing entity’:

· About ‘a person of concern, or a person who is proposed to pose a risk’, for the purposes of the new Part 5A of the Family Violence Act (i.e. the new information-sharing arrangements), or

· About ‘a primary person or a linked person’ for a family violence assessment purpose if the primary person is a child, or

· About ‘a primary person or a linked person’ for a family violence protection purpose if the primary person is a child.





1.3 		Identifying Information Elements 



1.3.1 Personal Information 



Section 3 of the PDP Act defines personal information as follows:



“information or an opinion (including information or an opinion forming part of a database), that is recorded in any form and whether true or not, about an individual whose identity is apparent, or can reasonably be ascertained, from the information or opinion, but does not include information of a kind to which the Health Records Act 2001 applies”



The personal information that is collected and provided from Victoria Police to DHHS, and from DHHS to the Family Violence service providers, includes health information, sensitive information, and other types of personal information.  The information can include information of extreme sensitivity for the parties involved.  Due to the nature of family violence, some details such as home addresses also carry particular safety risks for the parties at risk of family violence.   Not all information is sent to, or visible to, all service providers.  For further details see parts 2.1-2.2 below.



1.3.2 Sensitive Information



The PDP Act contains specific provisions relating to the collection of sensitive information (IPP 10). While there are many types of information that attract a heightened duty of care, for example banking details, the IPPs that specifically apply to sensitive personal information in the PDP Act only apply to certain defined types. 



The types of sensitive information the L17 Family Violence Information Portal might collect, use or disclose include:

· Racial or ethnic origin

· Sexual preferences or practices, and

· Criminal records.



1.3.3 Unique Identifiers



The PDP Act has specific requirements for the collection, use and disclosure of unique identifiers (IPP 7). The PDP Act defines a unique identifier as:



“an identifier (usually a number) assigned by an organisation to an individual to uniquely identify that individual for the purposes of the operations of the organisation but does not include an identifier that consists only of the individual’s name, but does not include an identifier within the meaning of the Health Records Act 2001”



In about 70% of cases police already have a record in their operational policing system, LEAP, relating to one or more of the family members involved in a family violence incident.  LEAP assigns a unique identifier known as the Master Name Index (MNI) to each person.



When an attending police officer is entering the details of the L17 report into LEDR, they will typically first look up LEAP.  If an MNI is found in LEAP, they will copy it across to LEDR.  However the MNI has never appeared on the L17 referral document sent to Family Violence service providers.



Since the portal went live in December 2016, the MNI (for those ~70% of cases in which an MNI has been included by the police in LEDR) has been included in the XML message sent from LEDR to the portal.  It has been stored in the portal’s backend, and not used to date.  It has not been included in the copy of the L17 report sent as a referral to Family Violence service providers, and has not been rendered visible to any users other than the DHHS system administrators.



The reason the portal began collecting MNIs from the date it went live – even though they have not yet been used in any way - was because of the anticipated functionality to be developed during Phase 2.  The Phase 2 proposals include the development of a unique Portal client identifier, which can in turn be used to enable the linking of related L17 referrals made for any affected party.



Further description and analysis of this aspect of the Phase 2 proposals is found below, at 2.1.4 of this report.



1.3.4 Health Information 



While the PDP Act does not apply to health information, the privacy protections that should be considered in relation to health information are comparable to those necessary for personal information under the PDP Act.  This PIA therefore assesses compliance with the HPPs, as well as the IPPs.



The HR Act defines health information as:

a) information or an opinion about- 

(i) 	the physical, mental or psychological health (at any time) of an individual; or

(ii) 	a disability (at any time) of an individual; or

(iii)	an individual’s expressed wishes about the future provision of health services to him or her; or

(iv)	a health service provided, or to be provided to an individual – that is also personal information; or

b) other personal information collected to provide, or in providing, a health service; or

c) other personal information about an individual collected in connection with the donation, or intended  donation, by the individual of his or her body parts, organs or body substances; or

d) other personal information that is genetic information about an individual in a form which is or could be predictive of the health (at any time) of the individual or of any of his or her descendants – but does not include health information, or a class of health information or health information contained in a class of documents, that is prescribed as exempt health information for the purposes of this Act generally or for the purposes of specified provisions of this Act.



Health information is collected, used and disclosed as part of the L17 process, as health information is currently part of the L17 form.  When developing the current L17 form, it was considered that the relevant health status of individuals involved in a domestic violence situation should be included in the L17 referral in order to ensure the best outcome for all parties involved.



Health information and or opinion that may be included in the L17 Portal includes:

· the physical, mental or psychological health status of the affected family member, respondent, and/or child/ren involved in an L17 referral, and

· the services the affected family member, respondent, and/or child/ren receives or will receive in relation to their health. 



1.3.5 Re-identifiable Information 



The L17 Family Violence Information Portal does not use de-identified or non-identifiable information for its primary operational purposes.  Each party involved is recorded by their names and other identifying details.  The current intention of DHHS is to eventually build more reporting functionalities within the portal, so as to allow for the generation of standard reports.  These plans are not yet sufficiently advanced to include the proposed reporting functionality within this PIA on Phase 2.  Therefore the intention is that a future PIA will examine the means by which such reports will seek to present de-identified or non-identifiable information, as well as the potential use of operational data for data analytics, such as for funding, management and planning purposes.


Part 2 – Privacy Analysis 



2.1 	The Information Flows   



2.1.1 	Description of the current information flows   



The structure of the data held in, and presented to users through, the L17 portal mirrors the way in which L17 reports were structured as faxed messages.  Where previously different categories of information were presented on different pages of the faxed report, in the portal they are presented as data fields under different tabs.  The rules about who could see which page of an L17 report have been replicated in the portal as rules about who can see which tab.



In its old fax form, the L17 report contained up to seven pages of information.  The seven pages covered seven categories of data:

· Incident details, including L17 Reference #, reporting police officer’s details, and incident details

· Details about the victim, AKA affected family member (AFM)

· Child/ren’s details (CHI)

· Details about the respondent (RES)

· The Common Risk Assessment Framework (CRAF)

· A history of violence, assessment of future risk, and risk management strategy

· Case Progress Narrative



Regardless of whether a formal referral is to be made, all seven categories of data are submitted from the police LEDR system to the police LEAP system, for use in operational policing.  In this way, even ‘informal referrals’ are captured in LEDR and LEAP, even though no data is sent to the portal or on to service providers.



When a formal referral is made by police, all seven categories of data are viewable by service providers for the child/ren.   The data relating to the child/ren’s details, and the data relating to the AFM, are not viewable by the service provider for the RES.  The data relating to the RES is not viewable by the service provider for the AFM.  These information-sharing arrangements, which applied both before and after the portal went live in December 2016, are illustrated in the Information Flow Diagram below at 2.1.2.  The visual presentation of L17 data, separated into tabbed views, is illustrated in the screenshots below at 2.1.3.



Standard users of the portal at a service provider can only see the referrals that are in their service’s list, although within that list they can search against any column of data (e.g. date of birth, AFM name, RES name etc).  Their search results will only return results drawn from that service’s list (i.e. referrals previously made to that service), not the whole dataset.



However three additional pieces of data are now being collected, used or disclosed as a result of moving from the use of faxes to a portal model.  These ‘new’ elements, introduced in Phase 1, are highlighted in the Information Flow Diagram below at 2.1.2, with pink shading.  The first is a referral number.  While the initiating L17 report from the police only has one L17 Reference number, that one report can trigger up to three referrals.  The portal now generates its own reference numbers for each referral, and this number is provided to the recipient service provider for that referral.  



The second difference introduced in Phase 1 was that a service provider which received a referral can now see which other service providers were sent referrals arising from the same incident.  DHHS incorporated this feature as a result of feedback from the sector, in order to introduce efficiencies, especially where co-ordinated services are required to assist a family.  This feature also offers an important backup when children’s safety may be at risk.  We understand that sometimes the police officers attending an incident may not know that there are children in that family, who would have been referred to Child Protection and/or Child FIRST if the police had known about them.  AFM or RES workers who work directly with the adult parties can now see from the portal whether or not a potential child referral has been missed, and follow up quickly if warranted.



The third difference in the data introduced in Phase 1 was that since the portal went live, MNIs are being collected from LEDR, where known.  To date that information has not been used or disclosed, but it has been collected in anticipation of its use as part of the Phase 2 developments, outlined in more detail at 2.1.4 below.



There was also a significant difference in the way the data flows, with the introduction of the RAMPS program in 2016.  RAMPS is a project independent of, but supported by, the development of the L17 portal.  As noted above at 1.2.2, the portal has a ‘RAMPS Coordinator’ user role.  RAMPS Coordinators can access all L17 reports sent to Family Violence service providers statewide, and can see all data on each L17 referral, as well as the outcomes recorded by service providers.  These 18 users can also search against certain fields, including the L17 reference number, the AFM name, the RES name, or an AFM or RES address.  They cannot however search against other fields such as a child’s name.
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2.1.3 	Screenshots illustrating ‘tab’ structure of data in portal



Note that the data represented in these screenshots is dummy data, created for testing and demonstration purposes only.



2.1.3(a) – Summary information header view
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2.1.3(b) – Incident Details view
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2.1.3(c) – AFM view (NB: Respondent tab contains the same data fields)
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2.1.4 Description and analysis of Phase 2 functionality proposals



The proposed additional features are:

1. Improved integration between the portal and the intake/case management systems used by Family Violence service providers and the Victims Support Agency

2. Improved integration / communication between the portal and the LEDR/LEAP systems used by Victoria Police

3. Improved reporting on the outcomes of referrals

4. Increased visibility of updates made by Family Violence service providers (e.g. a change in the client’s contact details; outcome codes)

5. Increased visibility of Respondent details for AFM service providers, to better assess risk levels posed to the AFM, and increase perpetrator accountability 

6. Development of a unique client identifier (a foundation step towards the other functionalities listed below)

7. The ability to link ‘related’ referrals, and make those links visible where appropriate

8. Backload all historic L17 referrals (i.e. all L17 formal referrals made since 1999, when L17 referrals began, to 6 December 2016 when the portal went live)

9. Backload all informal referrals (i.e. all informal referrals from 1999 to date)

10. Further refine the ability to search within the portal

11. Further refine user access controls, to allow for special cases needing additional privacy protection

12. Support the development of new Support & Safety Hubs





1 – Improved integration with service provider systems



Description of proposal



Currently, for most service providers, information from the L17 is made visible in the portal, and from there the user can copy and paste the details of each new referral into their Case Management System, or download the information in PDF format for saving into their own records.



For Phase 2, it is envisaged that the portal will move from a ‘pull’ model to a ‘push’ model, in which referrals could instead be directly ‘pushed’ into each service provider’s own case management system, so as to auto-populate relevant data fields.  As noted above at 1.1.3, this functionality has already been built for Child Protection, and in so doing has saved around 10 minutes’ data processing time for every new intake, and 5 minutes for existing cases.



However there is not a uniform case management system used by Family Violence service providers.  Some providers have their own intake or case management system; Victims Support Agency use Resolve, some use a common program known as the Integrated Reports and Information System (IRIS), while others use the Specialist Homelessness Services Information Platform (SHIP), which was originally designed in relation to homelessness sector clients.  The L17 portal team is therefore planning to build one application programming interface (API), and make it available to all service providers to build their own plug-ins as required.  (We also note that when Hubs commence (see further discussion below in relation to proposal # 12), the Family Violence Customer Relationship Management (CRM) system proposed for Hub workers will also pull data from the portal.)



The proposal is that this API should also facilitate the ‘pushing’ of not only the new L17 referral itself, but also related data, from the portal straight into service providers’ intake systems.  See further discussion below in relation to proposal # 7, with respect to what constitutes a ‘related’ L17, and who should see what data about Related L17s.



This aspect of the Phase 2 proposals also includes allowing information to flow back to the portal, from a service provider.  As noted above at 1.1.3, as yet the various service providers’ intake systems do not allow for data to be pushed back into the portal, so recording the outcomes for each referral must still be done by way of a service provider user logging in to the L17 portal to manually record an outcome there.  The proposal is that a service provider should be able to record an outcome in their own intake or case management system, which would then automatically flow back into the portal and update the relevant referral’s details as held in the portal.



Finally, the L17 portal team is also examining ways to create some kind of integration from the portal into the system used by RAMPS Coordinators, known as RISS.  Such an interface would enable a standard service provider worker to refer a case to their local RAMPS Coordinator via the L17 portal, and the Coordinator could either accept it as their own referral for actioning, or reject it such that the referral would remain with the original service provider.





Analysis of proposal



This aspect of proposed functionality for Phase 2 is primarily about automating an existing manual data flow, which raises no new privacy issues in relation to collection, use or disclosure.  There could be potential benefits in terms of improved data quality, to the extend that ‘pushing’ data into intake systems could further reduce the chance of data entry errors.



With respect to users recording outcomes in the portal, and DHHS then exposing that data to other users, we suggest that this additional data flow is for a directly related secondary purpose within reasonable expectations.



Our analysis about legislative authority for use and disclosure of personal information and health information in relation to this aspect of proposed functionality for Phase 2 is set out in the table below.



		Information flow

		Legislative authority for use / disclosure



		Referral data from portal to service providers – automating an existing manual data flow

		No effective change, as now



		Service provider recording outcomes in the portal: 

(i) disclosure by service provider

		IPP 2.1(a) / HPP 2.2(a) – directly related secondary purpose within reasonable expectations



		Service provider recording outcomes in the portal: 

(ii) from DHHS, made visible to (disclosure to) other service providers, subject to role-based access controls

		IPP 2.1(a) / HPP 2.2(a) – directly related secondary purpose within reasonable expectations









2 – Improved integration with Victoria Police systems



Description of proposal



There are a number of areas which have been identified where improvements could be made to the integration between Victoria Police systems and the L17 portal.



The first potential area for improvement is in relation to updates made to L17s by police officers, after they have been submitted to the portal.  Any such updates may be processed by either the submitting police officer in LEDR (until approved by a supervisor, at which point the L17 is submitted to LEAP), or by the Central Data Entry Bureau (CDEB) in LEAP; the proposal is that those changes should be automatically fed from LEDR and/or LEAP through the portal and rendered visible to all authorised viewers of that data field.  



Typical scenarios include:

· When police attend an incident, the alleged perpetrator has fled the scene.  The victim refuses to say who the perpetrator was.  The police therefore enter the details in the L17 as ‘RES unknown’.  However a day later the victim or a witness provides police with further details, such that the name of the RES can now be added to the referral details.

· Similar to the above scenario, the alleged perpetrator has fled the scene.  Even though the identity of the RES is known, police cannot tick the box to indicate that the RES has been spoken to.  However a short while later the RES is found and spoken to, and so the box is now ticked.  Until that box has been ticked, RES services cannot deal with the referral.  However at the moment the update is not made known to the service provider.

· When police attend an incident, they do not realise that there are children elsewhere in the house.  However a day later the AFM provides further details to the police and mentions her children.  Having now realised that there are children involved, the police can now tick a box to generate a children’s referral too.  However at the moment the additional referral requires manual intervention to advise the service provider.

· A day after lodging the L17 referral, the AFM notifies the police she has moved to a different address and is using a different phone number for her safety.  The police update the new contact details in either the LEAP or LEDR system (depending on whether the L17 has already been submitted to LEAP), but at the moment the new contact details are not forwarded to the service provider, which then has difficulty making contact with the AFM.



The second area relates to the MNI unique identifier.  As noted above at 1.3.3, MNIs are allocated to each person by the LEAP system, not LEDR.  When an attending police officer is entering the details of a new L17 report into LEDR, they will typically first look up LEAP.  If an MNI is found in LEAP (for any party, i.e. the RES, AFM and any children), as it is in around 70% of cases, they will copy it across to LEDR.  Whatever is in LEDR is what is then sent to the L17 portal, and to LEAP.  Once in LEAP, a new MNI is generated for any parties not already known.



This means that for around 30% of cases, where an individual was not already known to police, the portal is not receiving the MNI, even though it is being generated in LEAP.  Having a complete and accurate set of MNIs for all individuals has not been required in the portal to date, but will shortly be required so as to enable other Phase 2 functionalities, as outlined in relation to proposals # 6 - # 12 below.  To enable this, it is proposed to integrate the L17 portal with LEAP, such that LEAP – using the L17 reference number – can push the newly created MNIs direct to the L17 portal.  We understand that this integration will require an upgrade to VicPol systems, which is not expected to be complete until around mid-2018.



The third area for improved integration between the portal and Victoria Police systems is enabling Victoria Police users to see the outcomes recorded by service providers against each referral (whether those outcomes are recorded manually in the portal as now, or in an automated way as described above at proposal # 1).  Ideally, an interface could be built to enable reported outcomes, and other details updated in the portal by service providers (see proposal # 4 below), to be pushed back directly into LEAP.  However as an interim solution, DHHS is planning to add 35 specialist family violence officers from Victoria Police as new users of the portal, to access the portal to look up details manually.



Analysis of proposal



This aspect of proposed functionality for Phase 2 should allow for significant improvements in Data Quality, in the sense of ensuring that the data held in, and made visible where appropriate from, the portal is accurate, complete and up to date (IPP 3 / HPP 3).  This functionality will improve the accuracy of decision-making by family violence service providers, in terms of the information available to them for their risk assessment and risk management purposes.



In terms of the data flows, we suggest there is effectively no change to the scope of information being disclosed and collected, only the volume and accuracy.  Our analysis about legislative authority for use and disclosure of personal information and health information in relation to this aspect of proposed functionality for Phase 2 is set out in the table below.



		Information flow

		Legislative authority for use / disclosure



		Update data to flow from police via portal to service providers:

· New/updated MNIs to be pushed from LEAP to portal (but to remain invisible to service providers)

· When changes made to L17 by police, e.g. ‘RES now spoken to’ – push out to portal

		No effective change, as now (i.e. existing VicPol power to disclose to DHHS as portal operator)










3 – Improved reporting on outcomes



Description of proposal



The current options for services to record outcome codes is a drop-down box as follows:

· Client declined to engage with service

· Client engaged with service – case management / program

· Client engaged with service – advice provided, no further action

· Existing case open

· Repeat referral

· Information pack sent

· Unable to contact

· Referral incomplete/missing information

· Police not spoken to respondent

· Not eligible for service

· Referred to other service provider in portal

· Referred to Child Protection Intake, or

· Referred to Victims Support Agency



This proposal is to now describe the above as the ‘primary outcome’, and to add a new option for primary outcome:

· Client engaged with service – assessment pending



The proposal also involves allowing for a ‘secondary outcome’ to be specified against five of the above primary outcomes, to allow more nuanced data to be collected as follows:

· Information pack sent

· Text message

· Information pack

· Unable to contact:

· Maximum attempts reached/Did not return calls

· Text message sent

· Information pack sent

· Phone number incorrect

· Phone number disconnected, or

· Client un-contactable (e.g. in hospital, in remand).

· Referral incomplete/missing information:

· No contact details, or

· No parent contact details.

· Not eligible for service

· Not Family Violence

· Does not meet service eligibility criteria, or

· Client resides interstate

· Referred to other service provider in portal:

· Out of area, or

· Redirected to Child Protection.





Analysis of proposal



This aspect of proposed functionality for Phase 2 should allow for improvements in Data Quality, in the sense of ensuring that the data held in, and made visible where appropriate from, the portal is accurate, complete and up to date (IPP 3 / HPP 3).  This functionality will improve the accuracy of decision-making by family violence service providers, in terms of the information available to them for their risk assessment and risk management purposes.



In terms of the data flows, we suggest there is effectively no change to the scope of information being disclosed and collected, only a slight change in the level of detail.  Our analysis about legislative authority for use and disclosure of personal information and health information in relation to this aspect of proposed functionality for Phase 2 is set out in the table below.



		Information flow

		Legislative authority for use / disclosure



		Reporting code change is about improved data quality; no new data flow per se.

		No effective change, as now









4 - Visibility of updates



Description of proposal



Once a referral is received by a Family Violence service provider, the service worker can log in to the L17 portal, and they can change the following fields, and then generate a new PDF if required:

· Actions: contact attempts, notes, record an outcome

· Change contact details, ATSI status, whether an interpreter is needed, ‘AKAs’, and preferred contact time

· Add new children



To date, only edits to contact details, ATSI status, whether an interpreter is needed, ‘AKAs’, and preferred contact time and additional children have been made visible to portal users from other service providers (subject to the rules about which service providers have received a referral arising from the service incident and have the right to see that client’s information).



Actions and outcomes by Family Violence service providers have not been made visible to other portal users (other than RAMPS Coordinators), and no reporting on outcomes has ever flowed ‘back’ to Victoria Police via the portal.  (DHHS has however been providing a weekly report with all outcomes to the Family Violence Command within Victoria Police.)



This aspect of the Phase 2 functionality proposal is therefore to increase the visibility of both outcome codes (see also proposal # 3 above), and other changes as recorded by service providers in the portal, to both Victoria Police and other service providers handling a related referral.  Better integration between systems (see proposals # 1 and # 2) could best deliver an automated set of data flows in relation to these updated data fields, but even a system reliant on manual lookups by users to see what data has been changed would offer greater efficiencies for service providers (and police officers), each trying to contact or provide services to a party.



The DHHS team has been considering whether to require a user to enter a comment every time they update an editable field in the AFM, Children or Respondent tab. 



Analysis of proposal



This aspect of proposed functionality for Phase 2 should allow for significant improvements in Data Quality, in the sense of ensuring that the data held in, and made visible where appropriate from, the portal is accurate, complete and up to date (IPP 3 / HPP 3).  This functionality will improve the accuracy of decision-making by family violence service providers, and the police, in terms of the information available to them for their risk assessment and risk management purposes.  For example, knowing that an AFM has moved into a friend’s home and has a new mobile phone number can be critical to ensuring her on-going safety from violence.



[bookmark: _Hlk494362737]However we note the need for the portal to be designed carefully, so as to manage versioning of data displayed in the portal, to make it easier for the worker to see what been changed, when and by whom.  Careful design can help to avoid scenarios such as one user over-writing ‘new’ contact details with the ‘old’ details they have in their own records.  We also suggest developing guidance for users about what to do if they want to make a note for other users to see, in relation to a non-editable field.  We further suggest that, rather then require every user to enter a ‘comment’ to explain why they changed an editable field (which could be frustrating for the user, and if free-text could introduce a potential privacy risk via inadvertent over-exposure of data), a better mechanism would be some form of visual indicator (such as a colour change) to quickly indicate to the user that ‘this data field has been changed since the L17 was first submitted’, and then with the ability for the user to easily see (e.g. by mouse hover, pop-up box or an index down the bottom of the screen) when that data field was edited, and by whom (in terms of the user’s organisation, not necessarily the individual user).



With respect to users recording changes to data fields in the portal, and DHHS then exposing that data to other users, we suggest that this additional data flow is for a directly related secondary purpose within reasonable expectations.  Our analysis about legislative authority for use and disclosure of personal information and health information in relation to this aspect of proposed functionality for Phase 2 is set out in the table below.



		Information flow

		Legislative authority for use / disclosure



		Enabling other service providers to see data recorded by service providers (subject to access control rules) - e.g. contact attempts, changed contact details for AFM, outcome/s of referral : disclosure from one service provider to another service provider

		IPP 2.1(a) / HPP 2.2(a) – directly related secondary purpose within reasonable expectations



		Enabling VicPol to see data recorded by service providers (either data to be pushed back into LEAP, or VicPol officers to have log-in access to portal to retrieve manually) - e.g. contact attempts, changed contact details for AFM, outcome/s of referral : disclosure from service provider to police

		IPP 2.1(a) / HPP 2.2(a) – directly related secondary purpose within reasonable expectations










5 – Increased visibility of Respondent details



Description of proposal



To date, the design of the L17 portal has followed the same rules as existed when referrals were faxed, in terms of which service provider can see what parts of the L17 form.  AFM services cannot see details held under the RES tab in the L17 portal, but children’s (CHI) services can.



This proposal is to now enable AFM services to see details held under the RES tab.  (No change is proposed in relation to what CHI or RES services can see.)  This proposal is in line with the guiding principle of the various family violence reforms, which is to keep perpetrators ‘in view’ and ensure they are accountable for their actions.



The details held under the RES tab include the alleged perpetrator’s full name, date of birth, ethnicity, contact details, current address, attitude to referral, and special needs.



Analysis of proposal



Increasing the accountability of perpetrators of family violence, or ‘keeping them in view’, is explicitly one of the purposes of the new amendments to the FVP Act.  Section 144N of the FVP Act (once it commences) makes clear that information may be shared about perpetrators and alleged perpetrators of family violence without their consent, by way of a disclosure to a RAE, for a family violence assessment purpose (i.e. establishing or assessing the risk of a person committing family violence, or a person being subjected to family violence).



However the information-sharing authorised under Part 5A does not include a category known as ‘excluded information’.  This category is defined at s.144C to be information, the collection, use or disclosure of which could be reasonably expected to:

· endanger a person's life or result in physical injury; or 

· prejudice the investigation of a breach or possible breach of the law or prejudice the enforcement or proper administration of the law in a particular instance; or 

· prejudice a coronial inquest or inquiry; or 

· prejudice the fair trial of a person or the impartial adjudication of a particular case; or 

· disclose the contents of a document, or a communication, that is of such a nature that the contents of the document, or the communication, would be privileged from production in legal proceedings on the ground of legal professional privilege or client legal privilege; or

· disclose, or enable a person to ascertain, the identity of a confidential source of information in relation to the enforcement or administration of the law; or 

· contravene a court order or a provision made by or under this Act or any other Act that— 

· prohibits or restricts, or authorises a court or tribunal to prohibit or restrict, the publication or other disclosure of information for or in connection with any proceeding; or 

· requires or authorises a court or tribunal to close any proceeding to the public; or 

· be contrary to the public interest.

`

[bookmark: _Hlk494364461]The design of the portal already manages some of these risks.  For example, an AFM’s home address can be suppressed by view of other users; and proposal # 11 (see below) relates to further refining user access controls to suppress entire records from view of certain users.  However neither DHHS, nor users of the portal at family violence service providers, are likely to be in a position to judge whether or not a particular L17 referral might prejudice a fair trial or a coronial inquiry, or whether a party is under witness protection.



It will be important for DHHS to work with key stakeholders – primarily VicPol but potentially also Courts – to develop a mechanism by which ‘excluded information’ is either not sent by LEAP/LEDR to the L17 Portal in the first place, or can be suppressed from view once in the portal, for example by manual intervention by a DHHS System Administrator.  See further discussion of the mechanics below, in relation to proposal # 11.



Our analysis about legislative authority for use and disclosure of personal information and health information in relation to this aspect of proposed functionality for Phase 2 is set out in the table below.



		Information flow

		Legislative authority for use / disclosure



		Disclosure from VicPol to AFM service provider

		s.144 KA/KC, plus s.144N of FVP Act: no consent of RES needed for an ISE to disclose to a RAE for a family violence assessment purpose (establishing or assessing the risk of a person committing family violence, or a person being subjected to family violence), so long as not ‘excluded information’









6 - MNI to other portal identifier



Description of proposal



In the portal, the Siebel system has since December 2016 been collecting the MNI - in relation to the ~70% of individuals for whom an MNI is available - from the police LEDR system, and storing it in the portal’s backend.  As noted above at proposal # 2, it is hoped that the portal will shortly be able to begin collecting the MNI in relation to 100% of individuals subject to an L17 referral.



The purpose of collecting the MNI is to enable a Phase 2 proposal, namely the linking of related L17s.  Rather than risk exposing the MNI in any way, and to ensure compliance with IPP 7 (see discussion below), the proposal is to only use the MNI to create a separate, randomly-generated system unique identifier, to be known as something like a Portal Client Identifier.  The portal client identifiers would be made visible to portal users (so that users can identify which clients they are referring to in the event they need query or report something to DHHS as the portal operator), and used in the backend to link related L17s (see proposal # 7 below).



This aspect of the proposal includes matching a single portal client identifier to all cases where “individual is unknown”.  We understand that there may be multiple MNIs which have been used in the past for this scenario; DHHS has received advice from Victoria Police on which MNIs have been used to date for this purpose.



Victoria Police has advised that the process currently followed when the police discover that Bob Jones, Robert Jones and Robert Brown are all the same person and should have one MNI instead of three is that the Data Quality Unit runs reports to identify potentially conflicting or duplicate MNIs.  Cases are then individually scrutinised by a Data Quality officer to determine which of the MNIs to keep as the ‘prime’; the other/s become an ‘alias’ of the prime record.



Analysis of proposal



IPP 7 regulates the use of Unique Identifiers.  It provides:

    7.1     An organisation must not assign unique identifiers to individuals unless the assignment of unique identifiers is necessary to enable the organisation to carry out any of its functions efficiently. 

    7.2     An organisation must not adopt as its own unique identifier of an individual a unique identifier of the individual that has been assigned by another organisation unless— 

        (a)     it is necessary to enable the organisation to carry out any of its functions efficiently; or 

        (b)     it has obtained the consent of the individual to the use of the unique identifier; or 

        (c)     it is an outsourcing organisation adopting the unique identifier created by a contracted service provider in the performance of its obligations to the organisation under a State contract. 

    7.3     An organisation must not use or disclose a unique identifier assigned to an individual by another organisation unless— 

        (a)     the use or disclosure is necessary for the organisation to fulfil its obligations to the other organisation; or 

        (b)     one or more of IPP 2.1(d) to (g) applies to the use or disclosure; or 

        (c)     it has obtained the consent of the individual to the use or disclosure. 

    7.4     An organisation must not require an individual to provide a unique identifier in order to obtain a service unless the provision of the unique identifier is required or authorised by law or the provision is in connection with the purpose (or a directly related purpose) for which the unique identifier was assigned. 



In our view, DHHS is not ‘adopting’ the MNI as its own unique identifier of an individual (IPP 7.2)[footnoteRef:6], but is planning to use the MNI (IPP 7.3) to help it disambiguate individuals, so that it may create a unique identifier of its own, to assign to individuals (IPP 7.1). [6:  However if our analysis about IPP 7.2 is incorrect, in that DHHS is seen as ‘adopting’ the MNI, then in our view compliance with IPP 7.2 can be met within the terms of IPP 7.2(a), for the same reasons as IPP 7.1.] 




The importance of being able to connect past incidents of family violence to the most recent incident, in order to more accurately rate the risk to the AFM and any children, provides a compelling reason why the collection and use of the MNI, and the creation of a unique client portal identifier, is necessary to achieve the broader aims of the L17 Portal.  The use of the MNI to disambiguate parties affected by family violence will enable the L17 Portal to assign its own unique portal client identifiers with a high degree of assurance, and thus link related incidents to each party. 



In terms of IPP 7.1, we suggest that this process is “necessary to enable the organisation to carry out any of its functions efficiently”.  In terms of IPP 7.3(a), we suggest that the use of the MNI is necessary for DHHS, as operator of the L17 Portal, to fulfil its obligation to Victoria Police to facilitate the referral of (and service provision to) people affected by family violence, by ensuring the correct identification of parties to family violence, including linked or ‘related’ parties as contemplated by the new Part 5A of the FVP Act.  Use of the MNI can be seen as a necessary foundation stone to ensuring the effective and efficient linking and searching within the portal.



An important privacy issue to consider here is Data Quality.  Ensuring accuracy in the identification of alleged perpetrators involved in incidents of family violence is already a critical task for Victoria Police, so that they can investigate and prosecute breaches of the criminal law, and maintain the accuracy of criminal records.  However it could be argued that the standard of accuracy required for the identification of AFMs and children is not as acute, in terms of immediate operational policing needs.  There may therefore be a role for the family violence service providers, who, with a more intimate knowledge of their clients, may be able to recognise that the client known as Sally Smith in the portal used to be known as Sally Jones, and her history as Sally Jones should therefore also be visible once related records are linked up (see proposal # 7 below).



However rather than allow for family violence service providers to start linking records manually, we suggest that it is far preferable to maintain Victoria Police as a single ‘source of truth’ for identity creation and identity management, using its own standards for merging and de-duping records.  We therefore suggest that some process be established, by which portal users can easily generate a report to the Data Quality Unit in Victoria Police their belief that, for example, Sally Smith from L17 ref # 12345 used to be known as Sally Jones.



Similarly, there also needs to be a process established by which any changes made to MNIs by the Data Quality Unit in Victoria Police flow automatically through to the portal, and the related client portal identifier/s.  The scenarios will include:

· if the investigating police officer records the RES in their original L17 report as ‘perp unknown’, which triggers use of a generic MNI, but then later the police officer determines it was Joe Bloggs – the MNI as well as the name etc of the RES needs to be passed on to the portal, and

· when Victoria Police merge or de-dupe records to link MNIs as prime and alias/es.



Our analysis about legislative authority for use and disclosure of personal information and health information in relation to this aspect of proposed functionality for Phase 2 is set out in the table below.



		Information flow

		Legislative authority for use / disclosure



		Use of one unique identifier to create another.

No new disclosure of MNI itself, so no new data flow, only a new use.

		No new collection or disclosure, as now.  Identifiers principle considered separately above in relation to ‘use’.









7 – Linking related referrals



Description of proposal



Once a portal client identifier can be generated with a sufficient degree of assurance, DHHS will be able to link related referrals together, and display results as appropriate.



Displaying related L17 referrals will give Family Violence service providers the ability to see relevant information on client history and risk, resulting in better coordination and collaboration in responding to L17 referrals.  The aim is to enable better and more informed decision-making in response to family violence incidents, thus improving safety and outcomes for clients.  For example, while an AFM may be presenting as saying that her partner has never been violent to her before this incident, a proper assessment of risk for that AFM should consider whether the RES has been violent to other women in the past, and the history of engagement with services the RES has had in the past.



Although Family Violence service providers have requested the ability to themselves manually ‘link’ L17s which they think of as related, there would be significant risks in relation to data quality if such an approach were taken, not least because service providers don’t generally have a view over all the data in the portal to gain a complete picture.  Further, in terms of being able to identify the same person appearing more than once in a dataset, especially if that person is known by different aliases, Victoria Police is much better placed to offer an appropriate degree of assurance.  Our consultation with Victoria Police confirmed that their Data Quality Unit has processes in place to test cases of individuals suspected of using aliases, and processes to maintain the accuracy of identity records, through merging and de-duplication of MNIs and their associated identities.  The use of MNIs and ultimately portal client identifiers to facilitate the linking of cases back to an individual can also be an automated process, and thus more efficient than users searching and linking matters themselves.



In terms of displaying Related L17s, the preliminary design thinking is that there would be a list or index of related L17s at the bottom of each party’s tab; and that the list should include all other L17s which included this individual (as per their portal client identifier), in any role (i.e. regardless of whether they were AFM, RES or a child).



So for example if the AFM Jane Jones has never been involved in any L17 referrals before a new one in 2018, but the RES Bob Smith has previously been the subject of a formal referral as a RES and two referrals as an AFM (informal) and as a child (formal) before that, the ‘Related’ list under the AFM tab will be empty (because the AFM Jane has no related matters), but the ‘Related’ list under the RES tab would show Bob’s three previous listings.



At this stage the proposal is that the data would be displayed in a listing format under Bob’s tab, similar to this:





RESP NAME: Bob Smith



		Date

		L17 ref #

		Referral #

		Formal or Informal

		Role

		Police classif’n (1-20)

		Future risk

		Reco’d high-risk?

		Relation-ship

		Children involved?

		Service provider

		Referral service type

		Primary outcome 

		Secondary outcome 



		22/03/17

		563985

		1-124455

		Formal

		RES

		1

		Likely

		Yes

		Ex-partner

		No

		Men’s Referral Service

		RES

		Client declined to engage with service

		



		24/09/16

		4629946 

		

		Informal

		AFM

		16

		Unlikely

		No

		Ex-partner

		No

		

		AFM

		

		



		15/02/07

		1946238

		1-612344

		Formal

		Child

		16

		Unlikely

		No

		Parent/child

		Yes

		

		Child FIRST

		

		









The proposal is that the referral number in the listing would be hyperlinked through to that related L17 document, but that the hyperlink will only be enabled for the user to link through and expose the earlier L17 referral for standard service users if that service was the recipient of that earlier referral – i.e. this individual is already, or has in the past been, a client of the service where this user is working.  The same rules about data visibility would also apply, e.g. a RES service provider could only see the RES tabs for any referral.



Noting that as informal referrals are proposed to also be included as ‘related’ (see further below at proposal # 9 in relation to informal referrals), they would be included in this type of list, but most service users would not be able to click on an informal listing to see any further details.



However it is also proposed that certain types of users, including RAMPS Coordinators, who should have a more wholistic view of all the relevant data, would have the hyperlinks enabled for every related L17, including informal referrals.  It is also proposed that Child Protection users should have this broader accessibility enabled (i.e. the ability to look at the detail of ‘related’ referrals even though the previous referrals were not made to Child Protection), because pattern and history of all the parties informs their risk assessment and safety planning for children.



This aspect of the proposal includes some functionality to ‘flag’ the fact that there is a Related L17s list for that individual.  It is not yet determined whether the flag would appear in the initial listing of a new referral in a service’s inbox (so that the cases involving repeat referrals would stand out from the crowd at first glance), and/or against the name of the relevant party once the user looks at that referral in more detail.



As a stand-alone proposal, this functionality would work to link up related formal referrals received in the portal since December 2016.  However there are also the separate proposals to backload into the portal all formal referrals dating from 1999-December 2016 (see proposal # 8 below), as well as all informal referrals from 1999 to date (see proposal # 9 below).



Analysis of proposal



Linking together related referrals, and making information visible to users, poses a dramatic shift in the functionality of the L17 Portal.  The nature of the portal will change from being primarily a point-in-time communication channel from police to service providers, to being a repository of knowledge about the history of family violence incidents (at least, those which involve police attendance) for any given party.  (This ‘history’ will exist immediately if records dating back to 1999 are added in to the portal, or otherwise will build up slowly over time using records from December 2016 onwards.)  



As noted previously, increasing the accountability of perpetrators of family violence, or ‘keeping them in view’, is explicitly one of the purposes of the new amendments to the FVP Act.  Further, greater information-sharing for the purpose of establishing or assessing the risk of a person being subjected to family violence is another key objective of the new laws.  Linking together related referrals could also break down the silos of geography and service provision-type, which have to date prevented the development of a complete picture of the risk posed to, or by, an individual. 



Clearly, there is value in knowing whether or not referrals have been made in the past.  Firstly, service workers assessing the current risk to an individual with a new formal L17 referral can see whether or not there has been a pattern of incidents prior to this latest referral, and if so whether it appears to be escalating.  Secondly, the attending police officers could potentially use the portal in real time to see whether there has been an escalating pattern of behaviour, and/or a pattern of not engaging with services, such as to warrant more formal / stronger action now.



How data from these ‘related’ referrals could be made visible, in what format and to whom, is the critical question here.  While the new Part 5A promotes greater information-sharing, there are also some constraints built in, depending on who the information is about.  



For example, s.144N of the FVP Act (once it commences) makes clear that information may be shared about a RES without their consent, by way of a disclosure to a RAE for a family violence assessment purpose (i.e. establishing or assessing the risk of a person committing family violence, or a person being subjected to family violence).  The scope of information which can be shared is limited only be relevance to the risk assessment at hand, not by what type of information it is, how old it is, which organisation holds it, or how this current respondent was categorised in the past.  In our view, s.144N means that for a current RES, the ‘related’ index could show all past L17 referrals involving that individual, regardless of whether he or she was a RES, and AFM or a child at the time of those previous referrals; and regardless of which service provider the referral was sent to.



However the disclosure of information about an AFM, for the same purpose, under s.144NA first requires either the AFM’s consent, or the organisation requesting or disclosing the information to reasonably believe that the disclosure/collection of the information is necessary to lessen or prevent a serious threat to an individual’s life, health, safety or welfare.



In our view, the legislation enables the breaking down of the organisational and geographical silos in which information has historically been held.  Instead, information-sharing will depend on its relevance to a family violence assessment purpose, and whether the new consent-based rules can be met for each case.



In an attempt re comply with the legislation’s spirit as well as its precise consent-based rules, and thus balance safety with restraint, we have recommended in Part 3 a detailed set of design rules for this aspect of the proposed functionality.  Those rules should apply regardless of whether the backloading of historic records proposed below (proposals # 8 and # 9) go ahead.



Our analysis about legislative authority for use and disclosure of personal information and health information in relation to this aspect of proposed functionality for Phase 2 is set out in the table below.



		Information flow

		Legislative authority for use / disclosure



		A new disclosure of existing/old information from DHHS (already held by DHHS since Dec 2016) to service provider

		s.144 KA/KC, plus s.144N/NA/NB of FVP Act: subject to consent rules, ISE can disclose to a RAE for a family violence assessment purpose (establishing or assessing the risk of a person committing family violence, or a person being subjected to family violence), so long as info not ‘excluded info’.

Note the subtleties of the consent rules will impact on the precise portal design; see the detailed recommendations at Part 3 to ensure compliance.



		Disclosure of new information (originally from VicPol, and potentially supplemented by service provider) to RAMPS Coordinator

		As above, because RAMPS Coordinator sits within a RAE, so rules as per AFM service provider.



		Disclosure of new information (originally from VicPol, and potentially supplemented by service provider) to Hubs worker

		As above, because Hubs worker sits within a RAE, so rules as per AFM service provider.










8 - Backload of historic L17 referrals



Description of proposal



Recommendation 27 of the Family Violence Royal Commission provides the impetus for this proposal, which is to upload all L17 formal referrals ever made, to the L17 portal.


Recommendation 27 states in full: 


“The Department of Health and Human Services revise and strengthen its risk management practice guidelines and procedures for circumstances when a report to Child Protection has indicated the presence of family violence [within 12 months]. Practice and procedural guidelines should be updated to require the child protection practitioner to:


* without delay, obtain from Victoria Police and any specialist family violence service all police referrals (L17 forms) and the results of any risk assessments that have been performed in relation to the child who is the subject of the report and their parents or other relevant family members


* ensure that the full text of any risk assessment is recorded in the Child Protection Service’s Crisis Referral Information System notes


* without delay, provide to Victoria Police the results of any risk assessment completed by the department that indicates a risk of family violence to a child or young person, so as to support Victoria Police in bringing an application for a family violence intervention order in the Magistrates’ Court of Victoria. The department should ask that police provide feedback on whether an application to the court has been made”. 



This reference to “all police referrals (L17 forms)” has been interpreted by the Improving child protection and systems to better respond to family violence steering committee to mean all possible L17 reports, dating back to 1999, when the L17 referral scheme began.  The reference to “[within 12 months]” appears to be the Commission’s recommended timeframe for actioning this particular recommendation, rather than a rolling timeframe during which data is to be collected or exposed.



Volume II of the Royal Commission’s report outlines some of the context for this and related recommendations, including the need for practitioners to better understand the long-term and inter-generational impacts of cumulative exposure of children to family violence, so as to both respond to immediate harm, as well as break the cycle of violence from victimisation to perpetration.




The Commission makes clear that:



“Underpinning these recommendations is the Commission’s view that children and young people experiencing family violence should be recognised as victims in their own right—and that their safety and wellbeing are paramount”. 



The Commission also examined information-sharing, and in particular noted that:



“Child Protection should also work with Victoria Police and family violence service providers to ensure that it is better informed about the risks posed by perpetrators when making decisions about whether protective intervention is required or a referral to other services is more appropriate”. 



and



“We recommend that, so far as possible, DHHS ensure that Child Protection investigations involving allegations of family violence, take account of the risks posed by the behaviour of the perpetrator. ... Recommendations made below, coupled with the use of the revised CRAF to assess the child and the protective parent’s risk of harm and the sharing of information relevant to risk between all agencies, will assist DHHS to focus on the behaviour of the perpetrator where possible”. 



We understand that the Victoria Police LEAP system has a record of every formal and informal L17 report filed since 1999.  Each report has a unique L17 reference number.  Because MNIs are assigned in LEAP, the LEAP record should include an MNI assigned to every party subject to an L17 report.  



These ‘historic’ records (i.e. all L17 reports issued from 1999 to 6 December 2016 when the portal went live) won’t show exactly which service the original fax was routed to, but it will show whether the submitting police officer ticked AFM, RES, Child Protection or ChildFIRST as the type of service referred to. 



Historic referrals, once loaded into the portal, would not appear in any service’s inbox as a new case.  However they would be surfaced as ‘related’ referrals (see proposal # 7 above), and/or rendered visible for users with widened search functionality (see proposal # 10 below).  



The immediate driver for this proposal is Recommendation 27 from the Royal Commission, that Child Protection workers should have a more wholistic picture, so as to be able to see escalating patterns of behaviour and better assess the level of risk posed to children.  However other recommendations about information-sharing in general, which have resulted in the new Part 5A in the FVP Act, as well as the guiding principles which have informed those legislative reforms, such as ensuring the safety of the victims of family violence and ensuring perpetrators remain ‘in view’ and accountable, has led DHHS to take the position that potentially other users of the portal such as Hub workers should be able to see something of these historic records as well, for the purpose of improved risk assessment.  DHHS is working in collaboration with Victoria Police and Family Safety Victoria in relation to this opportunity.



Analysis of proposal



As noted above in relation to proposal # 7, there is value in knowing whether or not referrals have been made in the past.  Information collated regarding family violence incidences, perpetrators and victims helps to identify patterns over time. This is essential to determining strategies to address emerging trends in family violence, address serial incidences of family violence of a particular individual and protecting the ongoing safety of women and children.



Firstly, service workers assessing the current risk to an individual with a new formal L17 referral can see whether or not there has been a pattern of incidents prior to this latest referral, and if so whether it appears to be escalating.  Secondly, the attending police officers could potentially use the portal in real time to see whether there has been an escalating pattern of behaviour, and/or a pattern of not engaging with services, such as to warrant more formal / stronger action now.



While the discussion above in relation to proposal # 7 focused on how data from ‘related’ referrals could be made visible, in what format and to whom, the more critical question here is whether or not historic records, not already in the L17 Portal, should now be added in to the portal.



Adding historic records into the portal is not necessary in terms of the portal’s primary function, which is to communicate a new referral from the police to the service provider.  Instead, the purpose of backloading historic records would be purely to build an immediate history which service providers could draw upon to better inform their risk assessment.



With various stakeholders, including Victoria Police, Child Protection and the Privacy team within DHHS, we discussed whether the age of a record was an indicator of its on-going relevance or utility for risk assessment.  The conclusion in each of these discussions was that you couldn’t put a time limit on the relevance of the record.  For example, if the RES in a current referral has only one previous referral from 15 years ago in relation to a different AFM, should the age of that record lead to it being automatically discounted as irrelevant?  The answer was ‘no’, because without knowing more context about that earlier incident, you might find that that RES has spent much of the intervening 15 years in gaol for manslaughter against that earlier AFM.



In discussing these issues, Child Protection workers in particular noted to us that “everything goes to pattern and history, which informs risk assessment and safety planning”.  We also noted the relatively long time periods featured in data disposal records relating to family violence records.  (For example in relation to Child Protection records, if a child was ever accepted as a client and proceeded to case management, then all records are retained for either 75 years (if no court orders were made), or permanently as State archives.[footnoteRef:7]  The rules relating to Victoria Police include a retention period of ‘50 years after last action’ for records documenting the police response to family violence incidents, including family violence incident reports.[footnoteRef:8]) [7:  PROS 08/12 VAR 3, Retention and Disposal Authority for Records of Child Protection & Family Services Functions, issued 3 August 2017, available from https://www.prov.vic.gov.au/recordkeeping-government/document-library/pros-0812-child-protection-and-family-services-functions.]  [8:  PROS 10/14 Retention & Disposal Authority for Records of Victoria Police, issued 22 December 2010, available from https://www.prov.vic.gov.au/recordkeeping-government/document-library/pros-1014-victoria-police.] 




Our discussions with stakeholders thus suggested support for the proposition that all the historic records, dating back to 1999, should be loaded into the portal, as the Royal Commission’s recommendation has been interpreted, subject to the portal then implementing the new legislative rules to determine who should see what, and in which circumstances, of those historic records.



However in our view the new legislation doesn’t directly authorise the backload of historic records from Victoria Police into the L17 Portal.  While the portal can accommodate the legislative tests for disclosing to service providers the data that is already held in the portal, those same tests can’t be applied to the collection of historic data by DHHS in the first place.



In other words: backloading historic data represents a disclosure by Victoria Police to DHHS (and a collection by DHHS) of data which is not necessary for DHHS to have, in terms of DHHS’s primary purpose of delivering new referrals from Victoria Police to the right service provider.  Nor would such disclosure/collection meet the tests required for information-sharing under the new Part 5A, because in relation to information about AFMs and third parties, Part 5A provides that either their consent is required, or a ‘serious threat’ test must be met (s.144NA/NB); and in relation to information about children, the test is whether the disclosure is for a family violence assessment purpose which relates to a primary purpose who is a child (s.144NC).



However neither Victoria Police, nor DHHS, is in a position to either seek consent in relation to 18 years’ worth of historic records, nor to anticipate whether or not any given record will ever be needed or used in circumstances where the ‘serious threat’ test or ‘assessing a child at risk’ test applies.  Backloading historic records is effectively disclosing information to DHHS in case it might be needed by a service provider, under one of those tests, one day.  In fact many historic records will never be relevant, because those parties may never be involved in another referral again.  The fact that the portal can be designed in such a way that those types of records will not be exposed to users does not resolve the question of whether the records can be lawfully disclosed by Victoria Police (and collected by DHHS) in the first place.



This problem arises because the legislation assumes that information is only going to be shared under Part 5A as a point-in-time disclosure, which occurs manually and directly from one human to another.  The legislation does not contemplate either the role of DHHS as the operator of a portal in the middle (in fact, DHHS as portal operator is not even included as an ISE or RAE in the draft regulations), or the concept of automated routing rules or role-based access controls.



The question then becomes whether there is other legislative authority for the backloading of historic records from Victoria Police, into the DHHS portal, separate to Part 5A.



As outlined in a 2009 Fact Sheet Information sharing in the context of family violence produced by the Office of Women’s Policy in the Department of Planning and Community Development in consultation with the then Office of the Victorian Privacy Commissioner, the primary purpose for which Victoria Police collect personal information in relation to L17 referrals is “support, protection, prevention of violence and/or accountability for violence”.[footnoteRef:9]  Victoria Police can therefore disclose such personal information as is relevant and necessary for the recipient Family Violence service provider, for a purpose that can be considered ‘directly related’ to the primary purpose of its collection. [9:  Available at https://www.google.com.au/url?sa=t&rct=j&q=&esrc=s&source=web&cd=1&cad=rja&uact=8&ved=0ahUKEwjn6Zjq0vLPAhUL_mMKHTOiAiMQFggbMAA&url=http%3A%2F%2Fwww.dhs.vic.gov.au%2F__data%2Fassets%2Fword_doc%2F0010%2F718876%2F6_info_sharing_in_context_family_violence_infosheet_0612.doc&usg=AFQjCNFJm3DuGw7MqmMq_mWCHhAuenED1g&bvm=bv.136593572,d.cGc , accessed 24 October 2016.] 




In our view, an argument could be made that IPP 2.1 / HPP 2.2(a), which each allow for disclosures of personal information / health information for a ‘directly related secondary purpose within reasonable expectations’, encompass this aspect of the proposal, if the primary purpose (to which the secondary purpose relates) is taken to be that of Victoria Police, rather than DHHS.  In other words, the primary purpose for L17 referrals should be read broadly as “support, protection, prevention of violence and/or accountability for violence”, thus encompassing historic records that may assist with that purpose.



However we caution that this analysis should be the subject of legal advice, and/or further consultation with the Office of the Victorian Information Commissioner (OVIC), as the regulator responsible for the PDP Act.  We have recommended such an approach in Part 3 of this report.



[bookmark: _Hlk494458813]We note that the ‘within reasonable expectations’ aspect of the test in IPP 2.1 / HPP 2.2(a) is difficult to meet in the context of historic records, and therefore we have also recommended a public communications campaign to alert the broader Victorian public to the significant policy and legislative changes being made to information-sharing about, and perpetrator accountability for, family violence.



Our discussions with stakeholders also highlighted the potential richness of data in the portal, if historic records dating back to 1999 are loaded in.  Expectations are that third parties might seek to access the data, for research and policy-making purposes.  Likely third parties might include academic researchers, or the new Centre for Data Insights within the Department of Premier and Cabinet.  



The policy within DHHS is that all requests for release of data must go before the relevant Data Custodian who is usually the head of the relevant programme area.  In the context of the L17 portal, the draft guidelines being negotiated currently between DHHS and VicPol stipulate that any requests for data must be authorised by both the Director, Service Implementation and Support Branch, Operations, DHHS and the Assistant Commissioner, Family Violence Command, Victoria Police, and that only de-identified data will be released.



[bookmark: _Hlk494380613]We suggest that the draft guidelines should also outline the procedure to follow in the event that a request for unit record data is received, where the data cannot be de-identified.  Further consultation with the Centre for Evaluation and Research within DHHS, and development of clear guidelines for the portal operators to manage third party requests, is advised prior to this aspect of the proposal going ahead.



Our analysis about legislative authority for use and disclosure of personal information and health information in relation to this aspect of proposed functionality for Phase 2 is set out in the table below.



		Information flow

		Legislative authority for use / disclosure



		Disclosure from VicPol to DHHS for storage in the portal

		IPP 2.1 / HPP 2.2(a): Directly related secondary purpose within reasonable expectations, related to VicPol’s primary purpose for L17 referrals which is “support, protection, prevention of violence and/or accountability for violence”



		DHHS to make old data visible (disclosure) to current service provider

Same data flows as proposal # 7, but larger volume of disclosures and older data.

		As per proposal # 7, with recommendations at Part 3 to ensure compliance.



		Third party requests for data, e.g. from researchers

		As per IPP 2 / HPP 2 – e.g. apply the research exemption at IPP 2.1(c) / HPP 2.2(g), or the ‘other law’ exemption at IPP 2.1(f) / HPP 2.2(c)






9 – Backload of all informal referrals



Description of proposal



Because of the nature of informal referrals, i.e. that the attending police officer would have verbally suggested a service or perhaps provided a brochure, card or contact details for a service, there is no record kept of precisely which service was recommended to the individual, let alone whether they ever took up the suggestion.  



The proposal is to now add all informal referrals into the portal.  This would involve switching on sending informal referrals from LEDR going forward, as well as collecting a record of all informal referrals from LEAP, from 1999 to date.



Informal referrals, even once loaded into the portal, would never appear in any service’s inbox as a new case.  However they would be surfaced as ‘related’ referrals (see proposal # 7 above), and/or rendered visible for users with widened search functionality (see proposal # 10 below).  The driver for this proposal is the same as proposal # 8 above - that service providers should have a more wholistic picture, so as to be able to see escalating patterns of behaviour.



Analysis of proposal



In our view, the backloading of historic records about informal referrals raises the same issues as for formal referrals.  Our analysis about legislative authority for use and disclosure of personal information and health information in relation to this aspect of proposed functionality for Phase 2 is set out in the table below.



		Information flow

		Legislative authority for use / disclosure



		New disclosure from police to DHHS for storage in the portal, because informal referrals never sent to service providers before.

		As per proposal # 8, same limitations and recommendations.



		DHHS to make old data visible (disclosure) to current service provider.

		As per proposal # 7, same recommendations.









10 – Search functionality



Description of proposal



The search functionality within the portal at present is fairly limited, as follows:

· A standard service worker can only see the referrals that are in their service’s list (including closed matters).  Within that limited list they can search against any field which is presented within a column view in that list, such as L17 reference number, AFM name, RES name, AFM address, RES address, or date of birth etc.  However results are limited to a view of only formal referrals already made to that same service.

· RAMPS Coordinators and a small number of family violence officers within Victoria Police can see all referrals made to date, across all of Victoria. Within that state-wide list, they can search on a few fields, including L17 reference number, AFM name, RES name, AFM address, or RES address.  

· There is no way for any user to conduct a global name search across referrals.  Searches can only be done against AFM names, and RES names, as two separate searches.

· Because children’s names do not appear as a column of data within the list of referrals, a search cannot be conducted against a child’s name.  (The only exception to this is if a child is the AFM or RES.)

· Searches do not use fuzzy logic.  For example, a search on ‘Robert’ will not show someone described instead as ‘Bob’.



Since the portal went live in December 2016, the DHHS portal development team has received feedback from service users about their desire for better search functionality, so as to find other L17 matters relating to the same clients – particularly in relation to children.  With the proposed backload of historic L17s (see proposal # 8 above), the value in enabling greater search functionality would be heightened.



However once the portal is conducting automated linking of ‘related’ L17s and displaying those links in a systematic way (see proposal # 7 above), many of the drivers behind the desire for greater search functionality will already be met.  For example, the system will have already identified if not only an AFM or RES has a related L17, but if any of the children do too; and so long as Victoria Police knows that Bob Jones and Robert Jones are in fact the same person, the portal will display those links as well.



The one scenario in which greater search functionality might be justified for some users is for those service providers dealing with clients who are not the subject of a current formal L17 referral – i.e. where police have not been involved, or only made an informal referral.  Examples include: 

· a Child Protection worker who receives a child protection notification from a school

· a Child Protection worker who has a formal L17 referral, but wants to conduct a search on a party other than the named AFM or RES to help assess current risk posed to the child (for example, search against mum’s new boyfriend)

· a RAMPS Coordinator whose starting point is a referral from a hospital; or 

· a Hubs worker who is assessing a client who has walked in following an informal referral, or on her own initiative.



The action of searching is already logged.  DHHS has developed an audit plan, which includes random checks, such as:

· Generate a report to show a specific day of activity of a random participating service, including client searches. Confirm that the users shown on the log were working that day, on those particular cases (via a visit to the service or email confirmation to the CEO of the service).

· Check a sample of team managers and RAMP Coordinators’ exported data reports. Check that these reports are being stored securely or have been destroyed via a visit to the service or email confirmation.  Check what kind of reports the users are generating e.g. if they are using identifiable information



Analysis of proposal



Giving users wider search powers within a database would help them find more information about their client, or the other parties involved in a family violence incident, which could help the service worker better assess the risk posed to, or by, their client.  However from a privacy risk point of view, giving users wide search powers within a database also poses a significant risk of inappropriate use; for example, a user might start searching on the names of their families, friends or acquaintances, or people in the public eye.  



The better option is to deliver on the benefit, without introducing the risk: do as proposal # 7 seeks to achieve, which is to maintain a system by which a standard service provider user will see only new referrals for their own service, but have the database also show a set of other referrals ‘related’ to that client, using the police as a source of truth to identify which incidents are indeed related.



However as noted above, there are a few reasons why some broader search functionality is justifiable, for a small number of users who face unusual scenarios.



We suggest that the best way to manage the privacy risks while delivering the benefits of such a feature is to design a broader search functionality as follows:

· the search functionality to allow for a broader range of relevant data fields

· the display of results should be narrow for standard service users, by only showing formal referrals made to that specific service

· the display of results can be wider (i.e. display all results) for Child Protection users, RAMPS Coordinators, and for whatever role is created for Hubs with similar access rights as a RAMPS Coordinator (i.e. Hubs Coordinator or equivalent)

· the new search function should require the user to:

· type in the name of their client, in relation to whom they are about to conduct a search

· tick a box (or similar) to confirm their assertion that the reason they are about to conduct a search is in order to assess the risk of family violence posed to that named client, according to the relevant legislative test

· see an on-screen warning that their use of the search function is logged and can be audited

· produce a log or report against each search, recording the user, the name of the client they typed in, and each search term they searched against during that session, and

· ensure the log/report can be extracted and reviewed as part of the DHHS Audit Plan.



Our analysis about legislative authority for use and disclosure of personal information and health information in relation to this aspect of proposed functionality for Phase 2 is set out in the table below.



		Information flow

		Legislative authority for use / disclosure



		Disclosure from DHHS to service provider dealing with someone who is the subject of a current L17 referral

		Not a new disclosure; effectively only searching within existing referrals already held by that service provider. 



		Disclosure from DHHS to service provider dealing with someone who is NOT the subject of a current L17 referral; e.g.: 

(i) RAMPS Coordinator client referred from hospital, not L17

(ii) Hubs worker with a walk-in client, not L17

		As per proposal # 7. 



		(iii) Child Protection client referred from school, not L17

(iv) Child Protection searching on background of other parties relevant to current risk

		s.144 KA/KC, plus s.144NC of FVP Act: ISE can disclose info about a child or a related person to an RAE (and the RAE can collect/use it) for a family violence assessment purpose, or a family violence protection purpose, relating to a primary person who is a child, so long as info not ‘excluded info’.









11 - Further refine user access controls



Description of proposal



There will be changes to user access controls as a result of a number of these proposals, including proposal # 10 in relation to search functionality, and proposal # 12 in relation to Hubs users.  However distinct from those changes, is this proposal to create an ability to restrict users from viewing certain referral records, for special cases needing additional privacy protection.  This might be necessary in three types of scenarios:

· A Team Manager at an AFM service recognises the name of the RES (Patrick) in a new referral, as the brother of someone employed at the service dealing with AFMs (Phillipa).  The Team Manager wants to prevent Phillipa from seeing the new AFM referral, because of the potential conflict of interest.

· A Team Manager at an AFM service recognises the name of the AFM in a new referral, as a person in the public eye (e.g. a politician, celebrity, or sports star).  The Team Manager wants to prevent almost all staff from seeing the new AFM referral, because of the potential temptation of staff to be curious and look at records of famous people.

· One or more parties involved in a referral are in a legally protected position, such as on witness protection, subject to court-based suppression orders, or the records are otherwise “excluded information” under Part 5A of the FVP Act.



Restricting access to certain records could be performed at the Team Manager user level, or by DHHS administrators (either manually or under business rules set within the portal).  The details of this proposal are yet to be settled.



Analysis of proposal



In order to allow for these special cases needing additional privacy protection, we suggest that two mechanisms are required as part of the portal design:

· Blacklist: The ability for a Team Manager to suppress one record (or group of records relating to a particular individual), from the view of one nominated user (e.g. because of a conflict of interest in this case only, such as a family connection between that nominated user and the AFM or RES), and

· Whitelist: The ability for a particular type of worker (to be determined, but likely a particular role at VicPol, and a DHHS administrator) to suppress one record (or group of records relating to a particular individual), from the view of all users except those exceptional few users on a ‘whitelist’ (e.g. to deal with special cases such as celebrities, people on witness protection or other records that are ‘excluded information’, only a ‘power user’ at SafeSteps can see those records).



The portal design will also need to:

· Ensure that the ability to suppress a record (or group of records) from view should be based on the portal client identifier (or MNI if the suppressing is being done by VicPol), rather than the L17 reference number, so that (i) all ‘related’ referrals in relation to that individual will also be suppressed from view, and (ii) although the user whose view has been suppressed won’t, for example, be able to see the details of this AFM client, when dealing with the same RES in another referral, they should not be misled about this RES’s history when looking at the ‘Related Referrals’ index

· Ensure that for blacklisted records, the Team Manager will see the full record, and it will be counted in statistical reports 

· Ensure that for whitelisted records, the ‘power user’ will see the full record, and it will be counted in statistical reports 

· Ensure any business rules about suppressed records will flow through to the Hubs CRM



The business processes between DHHS and Victoria Police will need to:

· Ensure that there is a process by which some special role at Victoria Police (e.g. within the Family Violence Command) can trigger a whitelisting, because VicPol holds a reasonable belief that either:

· the L17 referral is “excluded information” as per Part 5A of the FVP Act, or 

· one of the parties to the referral is in another type of legally protected position, such as on witness protection, or

· one of the parties to the referral is a public figure of such notoriety that the high likelihood of recognition by standard workers poses them a particularly heightened risk of their privacy being breached

· Ensure that there is a process by which a DHHS administrator can trigger a whitelisting, upon formal advice from either the VicPol Family Violence Command or a court, that the L17 referral is “excluded information” as per Part 5A

· Ensure that there is a process by which a DHHS administrator can trigger a temporary whitelisting, upon a concern being raised by any party (e.g. a Team Manager, the AFM, the DHHS administrator themselves who notices that a Case Progress Narrative mentions that a person is on witness protection), while formal advice is sought from either the VicPol Family Violence Command or a court, to confirm whether or not the L17 referral is “excluded information” as per Part 5A, or should continue to be suppressed from most users’ view on other grounds.

We also suggest that Team Managers be trained in how and when to use the ‘blacklisting’ feature, that the few ‘power users’ at Safe Steps be trained in how to revert to a more manual process when dealing with “excluded information” (as per the Ministerial Guidelines), and that all users be trained in what to do if they see a referral which they believe should be suppressed from most users’ view.  Our analysis about legislative authority for use and disclosure of personal information and health information in relation to this aspect of proposed functionality for Phase 2 is set out in the table below.



		Information flow

		Legislative authority for use / disclosure



		N/A - data flows restricted, not expanded.

		N/A 






12 – Support the establishment of Hubs



Description of proposal



Although the document outlining the concept behind the Hubs refers to dynamic information-sharing, common client information tools, and Hubs having ‘all critical information’ about the perpetrator to inform risk assessment, how this will work in practice is not yet clear.  For example, the difference in what visibility over L17 referrals should be offered to a Hubs worker, when compared with either a standard service worker role or a RAMPS Coordinator role, is yet to be defined.



In our view, once the other aspects of Phase 2 are operational, such as the linking of related L17s and the backloading of both formal and informal referrals since 1999, much of the data necessary to support a new ‘Hubs worker’ role should already be in the portal.  The data available will support much deeper analysis of patterns of behavior by perpetrators and the risk to affected family members, as visibility over the data will stretch across geographic boundaries, as well as back in time.



However the new Family Safety Victoria authority will need to clarify for the L17 portal development team if any changes are needed to the portal’s business and routing rules, ready for Hubs to go live.  While the concept document infers that L17 referrals should go first to a Hub worker for initial screening before being forwarded to appropriate services, whether or not this means a Hubs worker should be the sole recipient of all referrals for their geographic area is yet to be clarified.  We understand that the five areas due to launch Hubs in 2017-18 cover around half of all the L17 referrals made, so the volume is likely to be around 100,000 referrals p.a. for those five Hubs alone.  There is therefore a risk that unless there is sufficient resourcing for that role, inserting a new Hubs worker role into the existing automated referral process could cause a bottleneck, thus delaying critical referrals.  



It may therefore be preferable to create a Hubs worker user role which is similar to the RAMPS Coordinator user role, in that they have an overview of all new referrals within their geographic area, but with all referrals themselves still being routed directly to service providers for immediate assessment and action.  Whether or not a Hubs worker should also have a view across all three client tabs (i.e. visibility over the RES, AFM and CHI tabs of data), and/or heightened search functionality compared with a standard service user, is also yet to be determined.



Also yet to be clarified is the role of Hubs worker in referring clients on to second tier service providers, and whether the L17 portal is to play any role in generating reports and/or automating messages to facilitate such second tier referrals, including recording the AFM’s consent (or not) to those second tier referrals.  We note that because not all Hubs clients will begin with an L17 report (e.g. a client may be a walk-in), the portal may not play a part at all for some clients.  These functions are more likely to be managed from within the Hubs CRM, and the portal will simply integrate with that Hubs CRM.



For the purpose of this PIA, based on feedback from Family Safety Victoria to date, we have made the following assumptions for portal development:

· Routing rules in the portal can support any combination of referrals to Support and Safety Hubs, Family Violence services, Child FIRST, Child Protection and Victims Support Agency

· Hub users will receive any referrals made to their Hub area

· Hub users will have statewide search and view capability

· Hub users will be able to view all data in an L17 form (i.e. no restrictions based on AFM, RES or CHI)

· Hub users are able to make referrals to any other services operating within the portal, and are able to dictate what information is visible to the receiving service (i.e. whether the recipient should see the AFM, RES or CHI view of the L17 form)

· In the first instance, there will not be any new ‘second tier’ services, such as housing, operating within the portal, and

· The portal will need to integrate with the Hubs CRM, including sending an alert to the CRM when updates are made in or received in the L17 portal.  





Analysis of proposal



Without detailed design plans for the integration of the L17 Portal with a Hubs CRM, there is a limit to what this PIA can achieve.  DHHS will assess whether a fresh PIA is required in relation to integration with a Hubs CRM, once more details are known.



We note that the capabilities expected for Hub users include ‘statewide search and view capability’.  With the implementation of proposals # 7 - # 9, in fact all standard service provider users will be able to see all earlier referrals relating to their client (or relating the other parties involved in their current referral), regardless of where in the State those referrals were made.  However how much data about those earlier referrals if viewable by the user will depend on the complex business rules to be developed in order to reflect the information-sharing rules set out in the new Part 5A of the FVP Act.



We have cautioned against implementing broader search functionality for all but a very few users, in our analysis of proposal # 10.  



We also note the expectation that ‘Hub users will be able to view all data in an L17 form (i.e. no restrictions based on AFM, RES or CHI)’.  Noting that, at least to begin with, most Hub workers are likely to be drawn from existing service providers, and may indeed change their role only in name, we caution here against implementing any change to the existing rules about which service provider users can see which ‘tabs’ of data.  Further, the information-sharing rules in Part 5A of the FVP Act explicitly differentiate between the RES, AFM and CHI categories of data.  Also, we note that s.144J of the revised FVP Act still require that personal information should only be collected, used or disclosed “to the extent … necessary to assess or manage risk … and to hold perpetrators of family violence accountable for their actions”.



We suggest that a potential solution would be to: 

· allow a select few Hub workers, such as the manager of a Hub region, to have a similar user role and user privileges in the portal as per a RAMPS Coordinator, and

· treat all other Hub workers as a standard service provider user.



Our recommendations with respect to proposal # 7 and # 10 already reflect this position.



Our analysis about legislative authority for use and disclosure of personal information and health information in relation to this aspect of proposed functionality for Phase 2 is set out in the table below.





		Information flow

		Legislative authority for use / disclosure



		Details yet to be advised, but assume a role for a Hubs worker to potentially see all information from the portal.

		As per proposal # 7, because Hubs worker sits within a RAE.
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2.2 Information Privacy Principles



The following analysis relates to DHHS’s handling of personal information, in its role as operator of the L17 Family Violence Information Portal.



Collection of Personal Information (including sensitive information and unique identifiers) (Refer to IPPs 1, 7, 8 & 10)



		Collection 

		Y

		N

		IPP



		1

		Is all the information collected NECESSARY for the program? 

		Y

		

		1.1



		2

		Is it lawful or practicable for the individual to remain anonymous for the purpose of the program? 

		

		N

		8.1



		Risk Identifier: If the answer to question 1 is NO, please address Collection as a risk in Part 3 – Privacy Risk Mitigation. 
If the answer to question 2 is YES and the program will collect personal information, please address Anonymity as a risk in Part 3 – Privacy Risk Mitigation.  







		Notice



		3(a)

		Have you taken reasonable steps to ensure that the individual whose information is collected is made aware of the information below?

The identity of the organisation and how to contact it
The fact that the individual can access their information 
The purpose for the collection
To whom the organisation will disclose the information
Any law requiring the information to be collected
Consequences, if any, to the individual if the information is not provided



		

		N

		1.3



		3(b)

		If the answer to question 3(a) is NO, is the collection done by a law enforcement agency for a law enforcement function or activity?



In its role as operator of the L17 Family Violence Information Portal, DHHS will not collect any personal information directly from individuals.  IPP 1.3 therefore does not apply.  IPP 1.5 instead applies; see further below.



Personal information is collected by Victoria Police for its law enforcement and community policing functions from the affected parties about themselves and each other, and combined with pre-existing data about those parties already held in Victoria Police’s LEAP system.



Although Victoria Police has the benefit of an exemption at s.15 of the PDP Act, police officers are required to notify affected parties when a formal referral is being made about them.  Part 6.2 of the Victoria Police Code of Practice for the Investigation of Family Violence, Third Edition 2014, states, in relation to formal referrals of L17 reports:



“Although consent is not required, police must inform all parties that the referral is being made to the nominated referral agency . The L17 should not be forwarded to the nominated agency until the party has been informed of the referral.”



Further, the recipient Family Violence service provider will then, upon first successful contact with the individual, explain that a referral was made by Victoria Police.



		Y

		

		1.5



		Risk Identifier: If the answers to questions 3(a) and (b) are both NO please address Notice as a risk in Part 3 – Privacy Risk Mitigation. 







		Direct/Indirect Collection



		4(a)

		Is the information being collected DIRECTLY from the individual? 

If NO, proceed to question 4(c). 

		

		N

		1.4



		4(b)

		Will any information also be collected INDRECTLY about the individual?

If NO, proceed to question 5. 

		n/a

		

		



		4(c)

		If the answer to question 4(a) is NO or the answer to question 4(b) is YES, please check the exception to the notice requirement that applies.



		

		Reasonable steps have been taken to ensure the individual whom the information is about has been made aware of the information in question 3; OR



The interpretation of ‘reasonable steps’ is relevant here, in relation to proposal #’s 8 and 9, which will involve the backloading of both formal and informal referrals, dating back to 1999, into the portal.  In our view, it is highly impractical to attempt to individually contact all affected AFMs and children from referrals made from 1999 to 2016, to let them know that a copy of old referrals held by VicPol will now also be held by DHHS, but will be highly unlikely to be rendered visible to any user unless that AFM or child is again a party to a new L17 referral or otherwise accesses a family violence service.



[bookmark: _Hlk494458832]Instead, we suggest a broad public education campaign about the changes to the way family violence is handled will constitute ‘reasonable steps’ in the context of IPP 1.5.



		Y

		

		1.5



		

		It would pose a serious threat to the life or health of any individual if the matters in question 3 were communicated to the individual 

		Y

		

		



		

		The collection is by a law enforcement agency for a law enforcement function or activity (for further information see Section 15 of the PDP Act).



Due to commence soon is an amendment to the PDP Act, which will insert a new s.15A.  This will exempt ISEs from IPP 1.4 and 1.5 in relation to notification to alleged / perpetrators of violence.

		Y

		

		



		Risk Identifier: If the answers to questions 4(a) and (b) are all NO, please address Indirect Collection as a risk in Part 3 – Privacy Risk Mitigation. 







		Unique Identifier



		5(a)

		Will this program assign or collect a unique identifier.

If NO, proceed to question 6.

		Y

		

		



		5(b)

		Is it NECESSARY to assign a unique identifier to enable your organisation to carry out its program? 



See explanation at 1.3.3 above.



		Y

		

		7.1	



		5(c)

		Will a unique identifier of another organisation be used ONLY if one of the following conditions is met?

		

		

		7.2



		

		It is necessary for your organisation to carry out its functions; OR  



See explanation at 1.3.3 above.



		Y

		

		



		

		The individual has consented to the use; OR 

		

		N

		



		

		It is an outsourcing organisation adopting the unique identifier of a CSP performing obligations under a state contract

		

		N

		



		5(d)

		An individual will not be required to provide a unique identifier unless authorised by law or in connection with the purpose for which the unique identifier was originally assigned.  

If YES, please explain:

		

		N

		7.4



		Risk Identifier: If the answers to questions 5(b)-(d) are all NO, please address Unique Identifiers as a risk in Part 3 – Privacy Risk Mitigation. 







		Sensitive Information 



		6(a)

		Will this program collect sensitive information?

If NO, proceed to question 8.



The sensitive information is collected by Victoria Police for its law enforcement and community policing functions.  Under s.15 of the PDP Act, IPP 10.1 does not apply.



Also due to commence soon is an amendment to the PDP Act, which will insert a new s.15A.  This will provide that IP 10.1 does not apply to ISEs in relation to personal information about respondents, or in relation to personal information about anyone in relation to a child victim of family violence.



		Y

		

		



		6(b)

		Sensitive information identified in Table 1 will not be collected unless one of the following apply:

		

		

		10.1



		

		The individual has consented

		n/a

		

		10.1(a)



		

		The collection is required under law 

		n/a

		

		10.1(b)



		

		The collection is necessary to prevent or lessen a serious and imminent threat to the life or health of any individual, where the individual that the information is about is physically or legally incapable of consenting or physically cannot communicate the consent 

		n/a

		

		10.1(c)



		

		The collection is necessary for the defence of a legal or equitable claim 

		n/a

		

		10.1(d)



		Risk Identification: If the answer to question 6(b) is NO please address Sensitive Information as a risk in Part 3 – Privacy Risk Mitigation.



		7(a)

		Will the sensitive information be used for a research purpose?

If NO, proceed to question 8.



There is potential for data from the L17 Family Violence Information Portal to be used for secondary purposes including data analytics for program evaluation.  This could conceivably include sensitive information if a topic for exploration was for example analysis of whether there are unmet service needs of people of Aboriginal or Torres Strait Islander background.



See analysis above at 2.1.4 in relation to proposal # 8.



		Y?

		

		



		7(b)

		If sensitive information is used for research purposes all of the following conditions must be met:

		

		

		



		

		The collection is necessary for research, compilation or analysis of statistics for a government funded welfare or educational service or if relating to racial or ethnic origin, the information is collected for providing government funded welfare or educational services; AND 

There is no reasonably practicable alternative to collecting the sensitive information for that purpose; AND 

It is impracticable for the individual to consent.



See analysis above at 2.1.4 in relation to proposal # 8.



		Y

		

		10.2(a)(i)

10.2(a)(ii)

10.2(b)

10.2(c)





		Risk Identification: If the answer to question 7(b) is NO, please address Sensitive Information as a risk in Part 3 – Privacy Risk Mitigation.







Use and Disclosure of Personal Information (Refer to IPPs 2 & 7)

		Use and Disclosure 

		Y

		N

		IPP



		8

		Information will ONLY be used or disclosed for the primary purpose identified in Part 1.

If YES, proceed to question 10.



See discussion at 1.1.6 above for the primary purpose of collection.



		

		N

		2.1





		9(a)

		In addition to using and disclosing information for the primary purpose it was collected, personal information will be used or disclosed for a secondary purpose. 

If YES, please check which of the following secondary purposes below apply (9(b)-9(j)): 

		Y

		

		



		9(b)

		a) The secondary purpose is related to the primary purpose, or for sensitive information, directly related to the primary purpose; AND

b) the individual would reasonably expect the organisation to use or disclose the information for the secondary purpose 

If YES, please describe the secondary purpose: 



See analysis of each use and disclosure arising from proposals 1-12 above at 2.1.4.



		Y

		

		2.1(a)





		9(c)

		The individual has consented (express or implied) to the use or disclosure



The option for operating on the basis of consent can be designed in to the portal (see recommendations at Part 3), but Part 5A also sets out the circumstances in which consent is not required.



		Y

		

		2.1(b)



		9(d)

		As necessary for research, or the compilation or analysis of statistics IN THE PUBLIC INTEREST 



See analysis above at 2.1.4 in relation to proposal # 8.



		Y

		

		2.1(c)



		9(e)

		Where necessary to lessen or prevent a serious threat to an individual’s life, health, safety or welfare; or a serious threat to public health, public safety or public welfare 



See analysis of each use and disclosure arising from proposals 1-12 above at 2.1.4.



		Y

		

		2.1(d)



		9(f)



		Where necessary of suspicion or unlawful activity as part of its investigation or reporting its concerns to relevant persons or authorities

		

		N

		2.1(e)





		9(g)



		As required or authorised by law 

If YES, please cite the relevant law:



See analysis of each use and disclosure arising from proposals 1-12 above at 2.1.4.



		Y

		

		2.1(f)





		9(h)



		By or on behalf of a law enforcement agency for one of the following purposes:

(* a written note must be made of any use or disclosure made under this section)

		

		

		2.1(g)/

2.2



		

		(i)	the prevention, detection, investigation, prosecution or punishment of criminal offences or breaches of a law imposing a penalty or sanction

		

		N

		



		

		(ii)	the enforcement of laws relating to the confiscation of the proceeds of crime

		

		N

		



		

		(iii)	the protection of the public revenue

		

		N

		



		

		(iv)	the prevention, detection, investigation or remedying of seriously improper conduct

		

		N

		



		

		(v)	the preparation or conduct of proceedings or implementation of the orders of any court or tribunal 

		

		N

		



		9(i)



		As requested, in writing by the Australian Security Intelligence Organisation (ASIO) or the Australian Secret Intelligence Service (ASIS) 

		

		N

		2.1(h)





		9(j)

		The use or disclosure is by a law enforcement agency for a law enforcement function or activity (for further information see Section 15 of the PDP Act)

		

		N

		



		Risk identification: If the answer to question 9(a) is YES and 9(b)-(j) are all NO please address Secondary Purpose as a risk in Part 3 – Privacy Risk Mitigation.







		Use and Disclosure of a Unique Identifier (assigned by another organisation) 

		Y

		N

		IPP



		10(a)



		This program will use or disclose a unique identifier assigned to an individual by another organisation.  If NO, proceed to question 11.



See analysis of each use and disclosure arising from proposals 1-12 above at 2.1.4.



		Y

		

		7.2





		10(b)



		The unique identifier assigned to an individual by another organisation will not be used or disclosed unless one of the following apply: 

		

		

		7.3





		10(c)

		It is necessary for the organisation to fulfil its obligation to the other organisation

		Y

		

		7.3(a)



		10(d)

		The individual has consented

		

		N

		7.3(c)



		10(e)

		One or more of the following apply:  (see IPP 2.1(d)-(g) for full conditions)

		

		

		7.3(b)



		10(f)

		A serious threat to individual or public health, safety or welfare 

		Y

		

		



		10(g)

		Reporting a suspected unlawful activity to the relevant person or authority as part of an investigation 

		

		N

		



		10(h)

		It is required or authorised by law 

If YES, please cite the relevant law:



Sections 144KA/KC plus S.144N/NA/NB/NA of the revised FVP Act.



		Y

		

		



		10(i)



		The organisation reasonably believes the use or disclosure is reasonably necessary by or on behalf of a law enforcement agency (see IPP 2.1(g) for full description) 



See analysis of each use and disclosure arising from proposals 1-12 above at 2.1.4.



		Y

		

		



		Risk Identifier: If the answer to question 10(a) is YES and 10(c)-(i) are all NO please address Secondary Purpose as a risk in Part 3 – Privacy Risk Mitigation.







Transborder Data Flows (Refer to IPP 9)

		Transborder Data Flows 

		Y

		N

		IPP



		11(a)

		The program will transfer personal information to an organisation or person outside of Victoria (other than the organisation or the individual). 

If NO, proceed to question 12. If YES, please describe:

		

		N

		



		11(b)

		Personal information will only be transferred to someone outside of Victoria (other than the organisation or the individual) if one of the following (11(c)-11(h)) apply: 

		

		

		



		11(c)

		The organisation reasonably believes that the recipient is subject to laws or a contract enforcing information handling principles substantially similar to the IPPs 

		

		

		



		11(d)

		The individual consents to the transfer

		

		

		



		11(e)

		The transfer is necessary for the performance of a contract between the individual and the organisation 

		

		

		



		11(f)

		The transfer is necessary as part of a contract in the interest of the individual between the organisation and a third party 

		

		

		



		11(g)

		All of the following apply:

The transfer is for the benefit of the individual; AND
It is impractical to obtain consent; AND
If it were practicable the individual would likely consent.

		

		

		



		11(h)

		The organisation has taken reasonable steps so that the information transferred will be held, used and disclosed consistently with the IPPs

If YES, please describe steps:

		

		

		



		Risk Identification: If the answer to question 11(a) is YES and 11(c)-(h) are all NO please address Transborder Data Flows as a risk in Part 3 – Privacy Risk Mitigation.







Data Quality (Refer to IPP 3)

		Data Quality 

		IPP 3.1



		12. Please describe steps taken to ensure that all data that is collected, used or disclosed will be accurate, complete and up to date.

For example, check to see that the information was obtained from a reputable source such as another government agency, ensure the system is regularly tested for accuracy, conduct periodic reviews of the information, a retention schedule in place that deletes information that is over a year old, staff are trained in the use of the tools and receive periodic updates, reviews of audit trails are undertaken regularly, independent oversight, incidents are reviewed for lessons learnt and systems / processes updated appropriately



DHHS is not in direct control of the personal information collected, and therefore cannot control for its accuracy.  L17s are intended to reflect police information that was available as at the time of reporting.  L17 reports are not a record of an on-going investigation.



The L17 Family Violence Information Portal has already brought significant improvements to the integrity of data, by replacing faxes (the pages of which could become lost or mis-filed) as the means of communicating L17 reports to Family Violence service providers. 



There was a residual risk identified in the PIA for Phase 1 of the portal, which relates to the contents of the ‘Case Progress Narrative’.  This is a free-form text part of the L17 form.  Thee risk is that the narrative may contains errors, or details that shouldn’t be seen by one or more parties.  The most concerning example is that, because the design of the L17 form does not include a separate data field for the address of the affected child/ren (if they live separately to the AFM), the Case Progress Narrative is where police officers will most likely record such information.  The Case Progress Narrative is viewable by all service provider users, but a new address for child/ren is data that the Respondent’s service should not see.  DHHS understands that there are no written guidelines for police officers on what should or should not be included in the  ‘Case Progress Narrative’ part of the L17 form, and that the type of data included varies greatly between different police stations.  This risk will be magnified in Phase 2 as related referrals start being linked together.  See recommendation 3.2.6 below, in relation to managing this risk.



A new data quality risk to be introduced as a result of Phase 2 is in relation to the accuracy and completeness of the index of ‘related’ referrals.  DHHS can best manage this risk by relying on Victoria Police to be the ‘source of truth’ on accurately identifying individuals, including where individuals use aliases.  See recommendations 3.2.1.2 and 3.2.3.1 below, in relation to managing this risk.



		



		Risk Identification: If the program does not ensure that all data collected, used or disclosed is accurate, complete and up to date, please address Data Quality as a risk in Part 3 – Privacy Risk Mitigation.







Security of Personal Information (Refer to IPP 4)

IPP 4 requires an organisation to take reasonable steps to protect the personal information it holds from misuse, loss and from unauthorised access, modification and disclosure. The Victorian Protective Data Security Framework (VPDSF) provides implementation guidance on data security for the Victorian public sector. 



		Data Security  

		Y

		N

		IPP



		13(a)

		The program has taken reasonable steps to protect the personal information it holds from misuse and loss and from unauthorised access, modification or disclosure. 

Please describe steps. For example, the program should have data protection governance arrangements in place covering all the security domains including: Security policies and procedures, security risk management, information access, security training and awareness, security incident management, business continuity management, third party management (CSPs/government services), information security, information sharing, personnel security, ICT security, physical security.



The L17 Family Violence Information Portal project has undergone an information security classification process, which determined that the data to be held in and transmitted through the portal meets the test for PROTECTED data.



Data security features include:

· the data is encrypted in transit from LEDR to the portal

· a new referral can only be seen by the Family Violence service provider to which it has been assigned (or by a RAMPS Coordinator), according to business rules

· ‘related’ (i.e. previous) referrals will only be visible if one or more parties to the current referral was involved

· data is segregated by ‘tabs’, with business rules determining which users can see which tabs of data

· role-based access controls apply to users at Family Violence service providers, with a distinction between a ‘Worker’, ‘Team Manager’, and ‘RAMPS Coordinator’

· users see on-screen warnings about inappropriate use, both on the login page and at the bottom of each ‘tab’ view of data

· PDF versions of the L17 reports generated from the portal include a header & footer with the classification “PROTECTED” and the DLM “Sensitive : Personal”

· change management process includes face-to-face training for users

· user provisioning is conditional on the user being approved for access, completing training (either the DHHS face-to-face training on initial rollout, or online privacy training for new users), and signing a hard copy Confidentiality & Privacy Undertaking, and

· audit logs of use of the portal by users.



Although a separate assessment is being conducted with respect to information security, a number of recommendations at Part 3 of this PIA also aim to ensure compliance with IPP 4.1.



		Y

		

		4.1 
& 
VPDSF



		Risk Identification: If the program does not address the security risks identified in 13(a) please address Data Security 
as a risk in Part 3 – Privacy Risk Mitigation. 







		Records Management

		Y

		N

		IPP



		13(b)

		The program will take reasonable steps to destroy or de-identify personal information if it is no longer needed for any purpose. 

If YES, please list the steps or the relevant records Retention and Destruction Authority (RDA) under the Public Records Act 1973.



A data retention time period (and data destruction method) is being determined for the L17 Family Violence Information Portal, as part of a broader government project to create an RDA for family violence client records.



		Y

		

		4.2



		Risk Identification: If the answer to question 13(b) is NO, please address Records Management as a risk in Part 3 – Privacy Risk Mitigation.







Openness (Refer to IPP 5)

		Openness

		Y

		N

		 IPP



		14(a)

		The organisation has a document available for public review that sets out the policies for the management of personal information.

Please identify document(s) and provide link where available:



The DHHS Privacy Policy is at https://www.dhhs.vic.gov.au/department-health-and-human-services-privacy-policy.  



		Y

		

		5.1	



		14(b)

		The organisation has steps in place to allow an individual to know what personal information it holds about them and for what purposes it collects, uses and discloses it.



The DHHS Website Privacy Statement notes that:

“You can request access to or correction of personal and health information held by the department.”

Contact details for the DHHS Privacy Unit are available at http://dhhs.vic.gov.au/privacy/ 



		Y

		

		5.2



		Risk Identification: If the answer to question 14(a) or (b) is NO, please address Openness as a risk in Part 3 – Privacy Risk Mitigation.







Access and Correction (Refer to IPP 6)	

The Access and Correction principle (IPP 6) entitles individuals to view and obtain copies of their personal information and to correct personal information held about them. IPP 6 is designed to supplement existing access and correction rights under the Freedom of Information Act 1982 (FOI Act). 



Information held by a Victorian public sector organisation is subject to the FOI Act and therefore we do not need to assess against IPP 6.  However note that the new Part 5A of the FVP Act also specifically allows for refusal of access to personal information held about a RES.  The new Ministerial Guidelines provide more guidance to ISEs about how to handle access requests from family violence clients.






Part 3 – Privacy Risk Mitigation 



3.1	Findings



Through our analysis in parts 2.1.4 and 2.2 of this report, we have identified a number of key compliance risks, which require immediate attention.



These risks each arise because the new information-sharing legislation assumes that information is only going to be shared under Part 5A as a point-in-time disclosure, which occurs manually and directly from one human to another, such as police officer to service worker.  The legislation does not contemplate either the role of DHHS as the operator of a portal in the middle, or the concept of automated routing rules or role-based access controls.



The key compliance risks are:

· because DHHS, as portal operator, is not prescribed in the draft regulations as an ISE or RAE, the information flows for much of the proposed functionalities may not be lawfully authorised until DHHS is so prescribed, and

· the new rules about information-sharing exclude the sharing of ‘excluded information’, but DHHS is not in a position to determine, on an automated basis for all records in the portal, which records have ‘excluded information’, and

· the new rules about information-sharing set certain tests for the disclosure of information from Victoria Police to service providers (e.g. some disclosures require either the subject’s consent, or a ‘serious threat’ test to be met), but Victoria Police is not in a position to determine, on an automated basis for all records dating back to 1999, which ones would meet those tests.  Thus the new Part 5A cannot be used to authorise the backloading of historic records into the portal in the first place, even though the tests in Part 5A can be reflected in the means by which data is then shared from the portal to service providers.  It remains to be determined whether the ‘directly related secondary purpose’ test under the existing privacy laws offer a suitable alternative legislative authority for Victoria Police to backload historic records into the portal.



Our recommendations at part 3.2 of this report seek to address these key compliance risks, as well as ensuring that the proposed features and functionalities of Phase 2 are designed and implemented in such a way as to comply with the new Part 5A of the FVP Act, as well as best privacy practice.










3.2	Recommendations





3.2.1 Portal Design



3.2.1.1 Visibility of updates



We recommend that the best way to manage data quality (ensuring records are accurate/up-to-date) while delivering the benefits of allowing service provider users to update data fields which can then be made visible to other users, including Victoria Police, is to design the feature as follows:

· include some form of visual indicator such as a colour change to quickly indicate to the user that ‘this data field has been changed since the L17 was first submitted’, and

· include some ability for the user to easily see (e.g. by mouse hover, pop-up box or an index down the bottom of the screen) when that data field was edited, and by whom (in terms of the service provider the user comes from, not necessarily the individual user).





3.2.1.2 Related Referrals function



In order to comply with the legislation’s spirit as well as its precise consent-based rules, and thus balance safety with restraint, we recommend the following design approach for the development of linked or ‘related’ referrals:

(i) use the neutral language of ‘related’ rather than ‘history’, ‘repeat’ or ‘multiple’

(ii) ensure that the portal client identifier to be used in cases where “individual is unknown” is blocked from the linking mechanism

(iii) ensure that there is dynamic linking, i.e. whenever a new or changed MNI is pushed out from LEDR or LEAP to the portal, the portal needs to automatically update the portal client identifier, do the linking and update displays of ‘related’ referrals accordingly; this will be especially critical where the MNI has been changed by the Data Quality Unit in Victoria Police, such as because the previously reported-as-unknown perpetrator has been identified, or records merged because of the discovery of the use of aliases

(iv) [bookmark: _Hlk496539992]in relation to there being added a ‘related’ flag or other quick visual indicator to help at intake, we suggest that the location of the flag should be subject to end user testing (e.g. whether it should be in the service’s Inbox, or against the name of the relevant party once the user looks at that referral in more detail); noting that around 70% of individuals are already known to police (although admittedly not necessarily in relation to family violence), one might expect a high proportion of new referrals to have a flag, in which case a flag may not assist with prioritising intake

(v) information about related referrals should be displayed as an index of referrals, under the heading of ‘Related Referrals’

(vi) the index should ensure informal referrals are clearly distinguished from formal

(vii) the index should not show referrals or data that have been suppressed from view (see recommendation 3.2.1.4)

(viii) the index should include an on-screen notice to users that the ‘Related Referrals’ index only shows records which date back to [the applicable date, i.e. Dec 2016, or 1999 once the backload of historic records is complete]

(ix) there should be a separate index of ‘Related Referrals’ appearing for each party, under their respective AFM and RES ‘tabs’ in the main L17 referral (as per the illustration in part 2.1.4 of this report); under the CHI tab there will need to be one index per child

(x) the index should include every referral in which that individual has previously featured, regardless of the role (RES, AFM or CHI) that applied to them at the time

(xi) the index should include key risk indicators/fields from the related referrals to assist with risk assessment, but should not include the name or identifying details of the other parties involved in the related referral (noting that, if the current L17 referral involves the same AFM/RES combination as referrals in the past, the index under the AFM’s tab should mirror the same items listed under the RES tab, but neither would show the other’s name)

(xii) if ‘this service provider’ was the recipient of a previous formal referral listed in the index (i.e. the client in the current referral has been a client of this service provider in the past), then a user from ‘this service provider’ should be able to click through via hyperlink to the full L17 referral record (with their views of each ‘tab’ depending on their normal access controls, e.g. RES services can’t see AFM or CHI tabs at all) for that previous referral handled by ‘this service provider’

(xiii) in all other cases, the user should only be able to click through via hyperlink to a sub-set of the previous L17 reports (namely: the Incident Details tab and the Risk Assessment tab), and only according to the following rules, which reflect the tests set out in the new Part 5A of the FVP Act:

Information about children (who are not AFMs)

· information about any CHI should be made visible to Child Protection (s.144NC(1))

· information about a CHI should only be made visible to a ChildFIRST worker if the relevant service has been specified in a State contract as having family violence information sharing functions (see sl.5(i) and 6(i) of the draft regulations), and the information is “for a family violence assessment purpose relating to a primary person who is a child” (s.144NC(1)(b)) – in other words, where ChildFIRST is assessing the risk of family violence to a client who is a child

· information about any CHI should not be made visible to a RES service

· information about a CHI should only be made visible to an AFM service if the CHI is also a party (of any type) to the current referral; this is because the ‘serious threat’ test at s.144NB will be difficult to meet when assessing the risk posed to an AFM from a previous incident involving the same RES but an unrelated child

Information about AFMs

· information about any AFM should be made visible to Child Protection (s.144NC(2))

· information about an AFM (who is not a child) should only be made visible to a ChildFIRST worker if the relevant service has been specified in a State contract as having family violence information sharing functions (see sl.5(i) and 6(i) of the draft regulations), and the information is “for a family violence assessment purpose relating to a primary person who is a child” (s.144NC(1)(b)) – in other words, where ChildFIRST is assessing the risk of family violence to a client who is a child, and the AFM is an adult who is related to the client child

· information about any AFM should not be made visible to a RES service

· information about an AFM should only be made visible to an AFM service: 

(i) if the ‘Related’ referral was about the same AFM as the current referral: before revealing, the user has ticked a box (or similar, auditable mechanism) to record either: “My client has given me their express or implied consent to review his/her related records”, or “I do not have the consent of my client to review his/her related records, but I reasonably believe that the collection of this information is necessary to lessen or prevent a serious threat to my client’s life, health, safety or welfare” (s.144NA), or 

(ii) if the ‘Related’ referral was about a different AFM to the current referral: if the RES for the current referral is the same RES in the ‘Related’ referral, AND before revealing, the user has ticked a box (or similar, auditable mechanism) to record “I reasonably believe that the collection of this information is necessary to lessen or prevent a serious threat to the life, health, safety or welfare of my client” (s.144NB(b)).

(If that box is not ticked, disallow the hyperlink, but include a note on-screen to say “If you believe that you need information about this related referral in order to assess or manage the risk to your current client, you can ask the CIP for more information, or ask the Service Provider who received the related referral to ask that AFM for their consent to disclose their information to you”.)

Information about RESs

· information about any RES should be made visible to Child Protection (s.144N)

· information about any RES should be made visible to ChildFIRST users (s.144N)

· information about a past RES should only be made visible to a RES service if it is the same RES as the current referral

· information about a RES should be made visible to an AFM service (s.144N)





3.2.1.3 Search function 



We recommend that the best way to manage the privacy risks while delivering the benefits of broader search functionality is to design the feature as follows:

· the search functionality to allow for a broader range of relevant data fields

· the display of results should be narrow for standard service users, by only showing formal referrals made to that specific service

· the display of results can be wider (i.e. display all results) for Child Protection users, RAMPS Coordinators, and for whatever role is created for Hubs with similar access rights as a RAMPS Coordinator (i.e. Hubs Coordinator or equivalent)

· the search function should require the user to:

· type in the name of their client, in relation to whom they are about to conduct a search

· if the user is a Child Protection user, tick a box (or similar) to confirm their assertion that the search they are about to conduct is about either a child who may be subjected to family violence, or a linked person whose information is relevant to that child, and the purpose of the search is for a family violence assessment or protection purpose, relating to that child (s.144NC / s.144E)

· if the user is a RAMPS Coordinator or other user, tick a box (or similar) to confirm their assertion that the search they are about to conduct is for information that is “necessary to lessen or prevent a serious threat to an individual’s life, health, safety or welfare” (s.144NA/NB)

· see an on-screen warning that their use of the search function is logged and can be audited

· produce a log or report against each search, recording the user, the name of the client they typed in, and each search term they searched against during that session, and

· ensure the log/report can be extracted and reviewed as part of the DHHS Audit Plan.





3.2.1.4 Suppression function



In order to allow for the mall number of special cases needing additional privacy protection (proposal # 11), we suggest that two mechanisms are required as part of the portal design:

· Blacklist: The ability for a Team Manager to suppress one record (or group of records relating to a particular individual), from the view of one nominated user (e.g. because of a conflict of interest in this case only, such as a family connection between that nominated user and the AFM or RES), and

· Whitelist: The ability for a particular type of worker (to be determined, but likely a particular role at VicPol, and a DHHS administrator) to suppress one record (or group of records relating to a particular individual), from the view of all users except those exceptional few users on a ‘whitelist’ (e.g. to deal with special cases such as celebrities, people on witness protection or other records that are ‘excluded information’, only a ‘power user’ at SafeSteps can see those records).



The portal design will also need to:

· Ensure that the ability to suppress a record (or group of records) from view should be based on the portal client identifier (or MNI if the suppressing is being done by VicPol), rather than the L17 reference number, so that (i) all ‘related’ referrals in relation to that individual will also be suppressed from view, and (ii) although the user whose view has been suppressed won’t, for example, be able to see the details of this AFM client, when dealing with the same RES in another referral, they should not be misled about this RES’s history when looking at the ‘Related Referrals’ index

· Ensure that for blacklisted records, the Team Manager will see the full record, and it will be counted in statistical reports 

· Ensure that for whitelisted records, the ‘power user’ will see the full record, and it will be counted in statistical reports 

· Ensure any business rules about suppressed records will flow through to the Hubs CRM






3.2.1.5 Portal purpose

· The portal’s login page should include a statement that the L17 Portal’s purpose is to provide information to users for a “family violence assessment purpose” in the context of the FVP Act; i.e. that it is designed to assist ISEs and RAEs to establish or assess the risk of a person committing family violence, or a person being subjected to family violence.





3.2.2 Legislation



We recommend that:

· DHHS urgently seek an amendment to the draft Regulations under the FVP Act, such that DHHS as the L17 portal operator is added to list of prescribed ISEs (cl.5) and RAEs (cl.6); this could be modelled on draft cl.5(e), and ideally should include a statement the L17 Portal’s purpose is to provide information to users for a “family violence assessment purpose”.

· DHHS urgently seek input from DHHS Legal and/or consultation with OVIC on the question of legislative authority under IPP 2.1/HPP 2.2(a) for the disclosure by VicPol / collection by DHHS of the pre-Dec 2016 formal referrals, and any informal referrals.  (See discussion of proposal # 8 at part 2.1.4 above.)

· DHHS seek an amendment to the wording of Appendix D to the draft Ministerial Guidelines, to clarify for readers that the legislation actually allows disclosure of personal information about an AFM where the ‘serious threat’ is to anyone (e.g. the new partner of the AFM’s previous partner), not just herself.





3.2.3 Business Process



3.2.3.1 Linking related records



We recommend that:

· Victoria Police remain the ‘source of truth’ on accurately identifying individuals, including where individuals use aliases; a business process should be developed whereby other parties can refer suspected aliases to the VicPol Data Quality Unit for investigation 

· The functionality to display ‘Related Referrals’ not be switched on (i.e. made visible to any users) until such time as (i) Part 5A of the FVP Act has commenced, AND (ii) the MNI is flowing through to the portal for all new referrals (i.e. not just the ~70% as now). 

· The collection of historic data (pre-Dec 2016 formal referrals, and all informal referrals) from VicPol not occur until the question of legislative authority (see recommendation 3.2.2 above) has been resolved.

· The functionality to display historic data (pre-Dec 2016) under the ‘Related Referrals’ index not be switched on (i.e. made visible to any users) until such time as (i) Part 5A of the FVP Act has commenced, AND (ii) the backload, testing and linking process is complete (i.e. all historic records are in the portal, not just some of them)

· That DHHS conduct an evaluation after three months to test the accuracy of the processes involved in collecting MNIs, converting MNIs to the new portal client identifier, and using the portal client identifier to link and then display related records

· That DHHS continue to develop its draft joint guidelines with VicPol in relation to use of data and information-sharing with respect to data held in the L17 Portal, and with the input of other units of DHHS as appropriate (e.g. the Centre for Evaluation and Research, Legal, FOI, Comms), so that the guidelines also refer to the process to be followed by DHHS if requests for data are received:

· under the FOI Act, 

· under court orders or subpoenas (e.g. arising from Family Court proceedings), 

· for de-identified data by the media or other parties, or

· for identified or potentially identifiable unit record data by researchers or any other party.





3.2.3.2 Suppression function



The business processes between DHHS and Victoria Police will need to:

· Ensure that there is a process by which some special role at Victoria Police (e.g. within the Family Violence Command) can trigger a whitelisting, because VicPol holds a reasonable belief that either:

· the L17 referral is “excluded information” as per Part 5A of the FVP Act, or 

· one of the parties to the referral is in another type of legally protected position, such as on witness protection, or

· one of the parties to the referral is a public figure of such notoriety that the high likelihood of recognition by standard workers poses them a particularly heightened risk of their privacy being breached

· Ensure that there is a process by which a DHHS administrator can trigger a whitelisting, upon formal advice from either the VicPol Family Violence Command or a court, that the L17 referral is “excluded information” as per Part 5A

· Ensure that there is a process by which a DHHS administrator can trigger a temporary whitelisting, upon a concern being raised by any party (e.g. a Team Manager, the AFM, the DHHS administrator themselves who notices that a Case Progress Narrative mentions that a person is on witness protection), while formal advice is sought from either the VicPol Family Violence Command or a court, to confirm whether or not the L17 referral is “excluded information” as per Part 5A, or should continue to be suppressed from most users’ view on other grounds.





3.2.4 Communications 



We recommend that there be a communications campaign to alert the broader Victorian public to the significant policy and legislative changes being made to information-sharing about, and perpetrator accountability for, family violence.  Such messaging should make clear that information can now be shared between service providers to ensure a complete picture is available of an affected party’s history.






3.2.5 User training



We recommend that:

· Team Managers be trained in how and when to use the ‘blacklisting’ suppression feature (see recommendation 3.2.1.4)

· The few ‘power users’ at Safe Steps be trained in how to revert to a more manual process when dealing with “excluded information” (as per the Ministerial Guidelines), and

· All users be trained in:

· Using the new functions and features

· The Portal’s purpose and information-sharing rules in the context of the FVP Act; i.e. that the L17 Portal is designed to assist RAEs to establish or assess the risk of a person committing family violence, or a person being subjected to family violence; and that users can only use the data for that purpose

· What to do if they want to make a note for other users at other service providers (or VicPol) to see, in relation to a non-editable field

· What to do if they see a referral which they believe should be suppressed from most users’ view, such as if it includes “excluded information”, and

· Stress the rules that apply when they step outside the portal for information-sharing, including 

· the need to follow the Ministerial Guidelines if you want to contact other listed service providers for more information,

· the requirements of the Regulations in relation to record-keeping if you decline to respond to an information request from another Service Provider

· what information about other parties you can tell your client (e.g. see s.144M and the Ministerial Guidelines regarding what an AFM can be told about the RES in her case), and 

· the requirements of the Regulations in relation to complaint-handling (see draft cl.16).





3.2.6 Liaison with other stakeholders



We recommend the following matters continue to be the subject of liaison with other stakeholders:

· Discuss with Victoria Police the opportunity to review the design of the L17 report format (when it is being amended anyway for the introduction of the MARAM), such that a new data field is created for entering the address of the child/ren, so that the Case Progress Narrative is no longer the place where such information is recorded

· Setting the appropriate data retention period for data held in the L17 Portal, in accordance with the Retention & Disposal Authority currently being developed by FSV for family violence case records.




3.3	Risk mitigation



The following table presents the recommendations from part 3.2 above, in a summary format, complete with applicable risk ratings.



		Risk

		Mitigation strategy

		Likelihood

		Impact

		Residual Risk rating (if recommendation followed)



		Data Quality –

Users may not know if latest data is showing, may accidentally overwrite new data with old.

This impacts on portal features 2 and 4.

		Recommendation 3.2.1.1 – portal design to ensure visibility of updates

		Possible

		High

(e.g. if an AFM facing high personal safety risk cannot be contacted because newer contact details were overwritten with out-of-date data.)



		Low



		Disclosure –

Risk of personal information being disclosed by DHHS portal beyond what is authorised by law (i.e. the tests for which user type can see what, under ss.144N-144NC of the FVP Act).

This impacts on portal features 5 (visibility of RES details), 7 (linking Related Referrals), 8 (backload historic formal referrals), 9 (add all informal referrals), 10 (search functionality), 11 (refine access controls, i.e. Suppression function), and 12 (support Hubs).



		Recommendation 3.2.2 bullet point 1 in relation to the portal being expressly included in the Regulations.



See also recommendation 3.2.1.5 – portal design to reflect legislative test for information-sharing



		Likely

		High

		Low



		Disclosure –

Risk of personal information being disclosed by DHHS portal beyond what is authorised by law (i.e. the tests for which user type can see what, under ss.144N-144NC of the FVP Act).

This impacts on portal feature 7 (the Related Referrals function).



		Recommendation 3.2.1.2 – portal design to manage the Related Referrals function to avoid unauthorised disclosure



See also recommendation 3.2.2 bullet point 1

		Likely

		High

		Low



		Use / Disclosure – 

Risk of misuse of search capability by a user.

This impacts on portal feature 10 (search functionality), and 11 (refine access controls, i.e. Suppression function).



		Recommendation 3.2.1.3 – portal design to manage the Search function to avoid inappropriate search



See also recommendation 3.2.2 bullet point 1



		Possible 

		High

		Medium

(The recommendation is to take a two-fold approach: limit the possibility of inappropriate search, but – recognising the residual risk - also to use audit trails to catch it if it happens.)





		Disclosure –

Risk of personal information being disclosed by DHHS portal re special categories of individuals, either beyond what is authorised by law (re ‘excluded information, defined at s.144C of the FVP Act), and/or what is beyond best practice (e.g. avoiding potential conflicts of interest involving family members).

This impacts on portal feature 11 (refine access controls, i.e. Suppression function).



		Recommendation 3.2.1.4 – portal design to manage the Suppression function to avoid inappropriate search.



See also recommendation 3.2.3.2 re business process to support the Suppression function.



		Possible 

		High

		Low



		Disclosure –

Risk of personal information being disclosed beyond what is authorised by law



		Recommendation 3.2.1.5 – portal design to reflect legislative test for information-sharing

		Possible

		Medium

		Low



		Disclosure by VicPol / Collection by DHHS –

May not be legally authorised to load any informal referrals, or pre-Dec 2016 formal referrals, into the portal.

This impacts on portal features 8 (backload historic formal referrals) and 9 (add all informal referrals).





		Recommendation 3.2.2 bullet point 2 – legislative authority to be clarified urgently 

		High

(If the ‘directly related secondary purpose’ test cannot be met, the disclosure to DHHS could not go ahead without legislative amendment.)

		High

(Inconsistent with IPP 2/HPP 2)

		Low

(once either an existing legislative authority is clarified, or new authority obtained)



		Data Quality –

Risk of identities not being linked accurately via MNI, or an individual’s risk level not being accurately assessable if history is inaccurate / incomplete / misleading.



This impacts on portal features 7 (linking Related Referrals), 8 (backload historic formal referrals), 9 (add all informal referrals), 10 (search functionality), 11 (refine access controls, i.e. Suppression function), and 12 (support Hubs).



		Recommendation 3.2.3.1 – business processes to manage the Related Referrals function.



See also recommendations 3.2.1.2(iii), (viii).

		Likely

		High

		Low for DHHS, but Medium overall

(there will always be a risk of aliases not picked up by VicPol) 



		Community expectations about the confidentiality of old records; legal change may cause some community concerns.

This impacts on 

portal features 7 (linking Related Referrals), 8 (backload historic formal referrals), 9 (add all informal referrals), 10 (search functionality), 11 (refine access controls, i.e. Suppression function), and 12 (support Hubs).



		Recommendation 3.2.4 – communication strategy to explain legal change.



See also recommendation 3.2.2 bullet point 3 in relation to the Appendix to the Ministerial Guidelines.



		Possible

		Low

		Low



		Data Quality, Use & Disclosure – 

Risk of users viewing, editing, using or disclosing data from the portal inappropriately.

This impacts on the portal overall.

 



		Recommendation 3.2.5 – user training.



See also recommendation 3.2.3.1 final bullet point re guidelines.

		Possible

		Medium

		Low



		Disclosure –

Children’s addresses disclosed to RES provider via Case Progress Narrative in L17 form.

This impacts on the portal overall.



		Recommendation 3.2.6 – stakeholder consultation, to seek changes to the form structure by VicPol.

		Likely

		High

		Medium



		Data retention –

Risk that data is held in the portal longer than is necessary.

This impacts on the portal overall.



		Recommendation 3.2.6 – stakeholder consultation, to develop consistent data retention rules across government.



		Possible

		Medium

		Low














Part 4 – Summary of Assessment and Sign Off  



4.1	Summary



The development of Phase 2 of the L17 Family Violence Information Portal involves a large number of inter-dependent proposals for new features and functionalities.  This PIA has attempted to tease out Phase 2 into 12 distinct proposals, with a description and analysis of the data flows for each.



While some of the building blocks can be built now, a few critical features can or should only be implemented once the new Part 5A of the FVP Act has commenced.  Part 5A will introduce new information-sharing arrangements, which will broaden out the ability of family violence service providers to see information as relevant to a risk assessment for (or about) their client, thus breaking down the barriers currently posed by siloing information within services or geographic areas.  The proposal to backload historic data from 1999 onwards will also significantly improve the ability of family violence service providers to assess the risked posed by (or to) their clients.



Through this PIA, we have attempted to ensure that the design of Phase 2 will reflect the principles of the new FVP Act, which include that family violence service providers and other information-sharing entities “should give precedence to the right to be safe from family violence over the right to privacy”, but also notes that personal information should only be collected, used or disclosed “to the extent … necessary to assess or manage risk … and to hold perpetrators of family violence accountable for their actions”.



Both Part 5A of the FVP Act, and the regulations made under that Part, impose certain obligations on Victoria Police and family violence service providers, including rules about when information can or can’t be shared; and keeping records of what information was disclosed when and to whom.  If the recommendations in this PIA are adopted, the portal should have the effect of ensuring those obligations are met, automatically, when information is shared via the portal.  This should significantly reduce the decision-making burden, and administrative burden, on Victoria Police and family violence service providers.



Through our analysis in parts 2.1.4 and 2.2 of this report, we have identified a number of key compliance risks, which require immediate attention.



These risks each arise because the new information-sharing legislation assumes that information is only going to be shared under Part 5A as a point-in-time disclosure, which occurs manually and directly from one human to another, such as police officer to service worker.  The legislation does not contemplate either the role of DHHS as the operator of a portal in the middle, or the concept of automated routing rules or role-based access controls.



The key compliance risks are:

· because DHHS, as portal operator, is not prescribed in the draft regulations as an ISE or RAE, the information flows for much of the proposed functionalities may not be lawfully authorised until DHHS is so prescribed, and

· the new rules about information-sharing exclude the sharing of ‘excluded information’, but DHHS is not in a position to determine, on an automated basis for all records in the portal, which records have ‘excluded information’, and

· the new rules about information-sharing set certain tests for the disclosure of information from Victoria Police to service providers (e.g. some disclosures require either the subject’s consent, or a ‘serious threat’ test to be met), but Victoria Police is not in a position to determine, on an automated basis for all records dating back to 1999, which ones would meet those tests.  Thus the new Part 5A cannot be used to authorise the backloading of historic records into the portal in the first place, even though the tests in Part 5A can be reflected in the means by which data is then shared from the portal to service providers.  It remains to be determined whether the ‘directly related secondary purpose’ test under the existing privacy laws offer a suitable alternative legislative authority for Victoria Police to backload historic records into the portal.



By adopting the strategies outlined at Part 3 of this PIA, DHHS aims to mitigate the privacy compliance risks raised by the new functionalities proposed for the Portal, as well as aiming for best practice privacy protection for the individuals affected by family violence.  The recommendations encompass:

· Portal design

· Legislation

· Business process

· Communications

· User training, and

· Liaison with other stakeholders.
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Summary of assessment 


The L17 Portal Privacy Impact Assessment (PIA) was developed in three phases. 


Phase one of the PIA was developed to capture the functionality built in the L17 Family Violence 


portal that was ultimately delivered in December 2016.  


Phase two of the PIA outlines additional functionality proposed to be built to fulfil; the 


recommendations of the Royal Commission into family violence, integration of the portal with the 


Orange Door CRM and legal services recommendations provided on 11 May 2018. 


Phase three of the PIA outlines functionality built as outlined in the phase two PIA. 
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Description of the project1 


Background 


To provide improvements to the L17 process, which involves the capacity to share information, to 


improve client outcomes and safety, together with a need for integrated multi-disciplinary 


approaches that provide the broad strategic context for the L17 Family Violence Information Portal 


project, which forms part of a whole of Victorian government strategy to address family violence.  It 


supports some of the recommendations of the Royal Commission into Family Violence.  The Royal 


Commission identified better information-sharing as critical to keep victims safe and make 


perpetrators accountable for their actions.2 


 


1 The term ‘project’ is used broadly. It is intended to cover the full range of activities and initiatives that may have 


privacy implications, such as a business function, new legislation or policies, an information sharing initiative, a 


service, an idea, new systems or applications for storing or accessing personal and/or health information. 


2 https://www.vic.gov.au/family-violence-recommendations 



mailto:Abhendra.singh@health.vic.gov.au

mailto:Abhendra.singh@health.vic.gov.au
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mailto:james.melville@dffh.vic.gov.au

mailto:james.melville@dffh.vic.gov.au
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In 2015-16, Victoria Police attended more than 78,0003 family violence incidents and referred more 


than: 


• 66,000 people who have experienced family violence to support services for assistance  


• 58,000 perpetrators of family violence for assistance in addressing their violent behaviour 


• 2,000 children to Child FIRST 


• 12,000 reports to child protection.4 


 


Reporting system 


When Victoria Police attend a callout and it is determined to be a family violence incident Victoria 


Police use the Victorian Police Risk Assessment and Risk Management Report ‘L17’, as a 


mechanism to make referrals to community-based Family Violence service providers and/or reports 


to Child Protection about a family violence incident that they have attended.  The L17 report is also 


copied into the police system LEAP, where it is used by police for their own operational purposes. 


 


Police assess the risk of the situation and depending on the risk factors will provide information to 


the victim (known as an ‘informal referral’) and/or provide a formal referral to a Family Violence 


service provider for the victim to receive support.  A referral is also created for the perpetrator to be 


referred to a relevant support provider.  Where children are involved, police will make a report to 


Child Protection within Department of Families, Fairness and Housing (DFFH)) and/or a Child 


FIRST community support provider.  All formal referrals by police use the L17 referral process.   


 


Advantages 


By replacing the old fax-based system, the new L17 portal has saved frontline workers time and 


effort on collating received referrals, thus freeing up time for following up family violence incidents 


with the family members.  The L17 portal has also enhanced the security and accuracy of L17s in 


transmission from Victoria Police to Family Violence service providers.   


 


Since 6 December 2016, all formal referrals have been transmitted through the DFFH L17 portal. 


From 6 December 2016 to 24 August 2017 for example, more than 120,000 formal referrals were 


made through the portal, arising from 48,000 incidents attended by police. (One incident can 


generate multiple referrals, such as one for each party involved.) 


 


Information entered in Victoria Police’s existing IT system LEDR, electronically transfers to the L17 


Family Violence Information Portal in real time.  L17 details transferred to the Family Violence 


Information Portal are stored in the portal which is a Siebel system maintained by DFFH.  The portal 


incorporates business routing rules to determine to which Family Violence service provider/s the 


referral should be allocated.  The system can send an email message to the recipient organisation/s 


to notify that there is a new referral which requires their action.  That email does not contain any 


 


3 Table 2, Referrals made by Victoria Police by Police Region and gender of the affected family member,  Victoria 


Police Data Tables 2015-16, https://www.crimestatistics.vic.gov.au/family-violence-data-portal/family-violence-data-


dashboard/victoria-police 


4 Table 19, Referrals made by Victoria Police by Police Region and gender of the affected family member,  Victoria 


Police Data Tables 2015-16, https://www.crimestatistics.vic.gov.au/family-violence-data-portal/family-violence-data-


dashboard/victoria-police 
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personal information.  The recipient Family Violence service provider/s then logs in to the portal to 


retrieve the specific details relating to that referral. 


 


The exceptions to this rule are Child Protection and The Orange Doors within DFFH (further details 


below), and the Victims Support Agency operated by the Department of Justice & Community 


Safety, which receives referrals for male Affected Family Members (AFMs).   


 


The personal information collected and reported by police includes details of the incident, affected 


family members, children, perpetrators and their history of violence and a risk assessment and 


management strategy. The personal information include; 


• name,  


• date of birth,  


• address 


• phone number 


• email address 


• sensitive information, eg: criminal history 


• Identifies as Aboriginal and/or Torres Strait Islander 


• Ethnic Appearance 


• Country of Birth 


• Preferred Language 


• Accessibility Needs 


• Relationship 


• Identification as LGBTIQA+ 


• health information 


 


.  Not all information is sent to all service providers. 


   


Scope of the assessment 


 


The information provided in the L17 Portal where referrals are made to Child Protection, is sent from 


the portal into the department’s child protection system, ICCMS. Child Protection practices including 


use and storage of the information provided through the L17 Portal must be in line with legislation.   


 


This PIA does not cover the collection, storage, use or disclosure of information once it has been 


received by a Family Violence service provider for their investigation and action., The collection, 


storage, use and disclosure of the information provided via the portal to Family Violence service 


providers must be in line with their contractual agreements and legislated privacy obligations 


(including their own privacy requirements), as contracted service providers to DFFH. 


 


PIA Phase Three A will address the inclusion of the a “Fuzzy Search” function on statewide and 


historic incidents within the L17 Portal.  
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Roles in the assessment 


This assessment has been prepared by the Service Delivery Solutions team, Service Delivery 


Support Branch, COPL, with advice from Legal Services, Information Technology Solutions, DFFH 


Information Security Team 


As part of the initial assessment completed in August 2015, an Information Security Classification 


was completed with a rating of PROTECTED and was based on the highest level of classification 


amongst the individual data sets, with business impact severity level of HIGH. Noting that there has 


been no change to the portal and the highest level of classification amongst the individual data sets, 


the rating remains as PROTECTED and a new Information Security Classification was not 


completed.  
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Information elements 


Informational elements changed when Victoria Police updated their Family Violence Assessment 


form to the VPSAF-VR Risk Assessment form.  


Appendix 1 provides a copy of the Victoria Police VPSAFvR form used to inform L17 Family 


Violence Referrals.  


Personal information 


No change since the Phase Three PIA assessment.   


Health information 


No change since the Phase Three PIA assessment. 


Sensitive information 


No change since the Phase Three PIA assessment. 
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Information Access 


Information within the L17 Portal is accessed in various ways, these have been addressed in 


previous versions of PIAs. This section aims to address new functionality introduced since the 


Phase Three PIA. 


L17 Fuzzy Search 


Purpose 


The implementation of the L17 Fuzzy Search allows users an additional pathway to find the 


information they need within the L17 Family Violence Portal. By allowing approved users access to 


broader search capability, this reduces the need for multiple searches, guessing alternative 


spellings of names and delays when waiting for confirmation of name spellings recorded in police 


systems.  


User Access 


The Fuzzy Search function has been designed to be a “responsibility” with the portal. This is a 


function that can be added to users individually – not assigned to a set role – allowing access to be 


allowed or restricted as needed and approved by L17 Portal Governance.  


Benefits 


Broadening search results will reduce the number of searches a user is required to undertake 


before finding their client or related person/s improving time it takes for users to find the information 


required for their investigations.  


Although the search results show a wider range of results, limited information is available to a user 


to assist in identifying the correct person before revealing further identifiable information.  


The Fuzzy Search performs its search on the same information as the L17 Search tab. Users will 


follow the same processes for using the L17 Fuzzy Search tab and L17 Search Tab. 


By crating extra capacity for broader search results, the risk of accessing unrelated persons 


information is reduced. With the Fuzzy Search, in a single view users will be able to see and 


compare results to identify the best match and be confident that all persons in the L17 Portal with 


similar names have been presented to them for their assessment.  
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Function Explained 


A user with the “Fuzzy Search” responsibility assigned, can access the “L17 Fuzzy Search Tab” 


within the L17 Portal.  


Following the same process as the current L17 Search tab; a user must record the reason they are 


conducting the search “Search is Related to Client”, their approval to undertake the search by 


selecting a checkbox that aligns to reasons under the Family Violence Information Sharing Scheme 


(FVISS), Child Information Sharing Scheme (CISS) or as authorised under an Orange Door as well 


as a persons’ First and Last names.  


The L17 Portal Fuzzy Search will bring back search results that sound the same or similar to the 


search criteria entered. For example, for search criteria “Rob Smyth” the results will include “Bob 


Smith”, “Rob Smithe” or “Robb Smyth”.  


In addition, the new search allows for a search using an ‘or’ operation. Search results will return 


results with a first name sounding like the criteria entered or a last name sounding like the criteria 


entered.  This function broadens search capabilities and is expected to assist greatly when 


searching for linked persons of concern where users are not as familiar with the unknown person.  


Although the search results show a wider range of results, limited information is available to a user 


to assist in identifying the correct person. A user will select one of these results to see further 


information about a person and related incident details.  


When a person’s details are known the L17 Search Tab can be used for future searches where 


required.  


The L17 Fuzzy Search tab shows the same disclaimer as the current L17 Search tab.  


 


 







 


 


OFFICIAL OFFICIAL 


Privacy analysis  


Information flow  
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Incident Details: 


 


 


AFM Details: 
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Children Details: 







14  Privacy impact assessment: L17 Family Violence Portal 


 


OFFICIAL 


 


 


Respondent Details: 
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VPSAFvR 
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Privacy principles 


 


Questions – 
what is the 
risk? 


Further information Yes 
/ No 


Detailed response  


Collection: Is 
all the 
information 
collected 
necessary for 
the project?  


IPP 1 and HPP 1 


Privacy team 


Yes All information collected to make 
formal referrals to service providers 
is necessary for risk assessments to 
be undertaken to inform the 
provision of services to people 
involved in family violence.  


Information collected as part of an 
informal referral has no immediate 
use and may never have a further 
use. Informal referrals have potential 
future use if a person is involved in 
further family violence incidents. 
History of informal referrals collected 
as a part of this project will further 
provide information for the service 
provider’s risk assessment.  


If a person is involved in a family 
violence incident and there is only an 
informal referral, with no further 
family violence incidents, then this is 
the only scenario where information 
collected would have no further use. 
In this case this information would 
not be shown to any user. 
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Questions – 
what is the 
risk? 


Further information Yes 
/ No 


Detailed response  


Notice: Have 
all reasonable 
steps been 
taken to 
inform the 
individual that 
their 
information is 
being 
collected and 
why, by 
whom, how 
they can 
access, to 
whom it will 
be disclosed? 


IPP 1 and HPP 1 


Fact sheet on developing a collection notice 
<https://DHHSvicgovau.sharepoint.com/sites/health/SitePages/Privacy.aspx#privacy-
related-resources-on-the-intranet> 


Privacy team 


Yes Victoria Police have advised that 
they will inform individuals about 
how their information will be used as 
part of the referral process.  


Information is collected directly from 
Victoria Police systems. The L17 
Portal is a means of transferring 
incident/referral information to 
service providers. There is no means 
of the L17 Portal or administration 
team to contact persons involved.  


The Victoria Police Code of 
Practice for the Investigation of 
Family Violence (available online) 
advises of the referral process 
including when and with who 
information can be shared.  


Victoria Police Code of Practice for 
investigation of Family Violence: 
https://www.police.vic.gov.au/code-
practice-investigation-family-
violence 


Direct 
collection: Is 
all information 
being 
collected 
directly from 
the 
individual?  


IPP 1 and HPP 1 


Privacy team 


No All information in the portal is 
collected from parties working 
directly with individuals. 


Information collected by these 
parties including Victoria Police may 
not always come directly from the 
individual for practical and safety 
reasons. Information may be 
collected from a person reporting the 
family violence incident or children 
involved or witnessing the incident.   



https://dhhsvicgovau.sharepoint.com/:w:/r/sites/health/Forms/Privacy/Developing%20a%20Collection%20Notice%20for%20Personal%20or%20Health%20Information.docx?d=w8e5322b296fd4738b31f67bee5e1d512&csf=1&web=1&e=Tp1MDu
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Questions – 
what is the 
risk? 


Further information Yes 
/ No 


Detailed response  


Identifiers: 
Will this 
project assign 
a unique 
identifier or 
use a unique 
identifier of 
another 
organisation? 


IPP 7 and HPP 7 


Privacy team 


Yes The Victoria Police Master Name 
Index (MNI) number has been 
adopted to link individuals to their 
previous related incidents. Adopting 
this identifier is critical to maintain 
synchronicity between the police 
systems and the portal, critical for 
maintaining police as the single 
source of truth.   


It is important to Victoria Police that 
the MNI is not shared widely. As a 
result, the portal creates a unique 
client ID based on the MNI so that 
portal users can be sure that a client 
with the same name and details are 
or are not the same person 
according to Victoria Police. 


Anonymity: 
Can 
individuals 
remain 
anonymous 
for the 
purpose of 
the project?  


IPP 8 and HPP 8 


Privacy team 


No The portal collects personal 
information for the purpose of 
contacting an individual to provide 
service. It is not practical for 
individuals to remain anonymous for 
the purpose of a referral to provide 
service.  


It is possible for police to withhold a 
person’s information if they should 
not appear in the portal. Information 
can also be removed from the portal 
if a person needs to remain 
anonymous.  In the instance of 
highly sensitive matters such as 
police witness or high profile 
individuals. 
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Questions – 
what is the 
risk? 


Further information Yes 
/ No 


Detailed response  


Sensitive 
information: 
Will this 
project collect 
sensitive 
information? 


IPP 105 


Privacy team 


Yes As part of the referral and to assist 
services to engage with the client in 
an appropriate way, Victoria Police 
collect sensitive information from the 
individual directly or the reporting 
person. 


 


5 Note that sensitive information only relates to “personal information” not “health information”. 
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Data 
security: Are 
reasonable 
steps being 
taken to 
protect the 
information 
collected from 
misuse, loss, 
and 
unauthorised 
access, 
modification 
or disclosure? 


IPP 4 and HPP 4 


Projects MUST engage the Cyber Security team to arrange assessment/s 


Yes  The L17 Family Violence Portal is 
hosted on a secure cloud platform 
backed up by a regularly refreshed 
disaster recovery environment.  The 
L17 Portal has been built by The 
Information Digital Solutions (IDS) 
(formerly BTIM) and meets the 
departments security requirements.  


Multi-Factor Authentication (MFA) 
and Geo-Factor must be 
implemented for access to the L17 
Portal, including Service Australia’s 
access. 


Access to the L17 Portal is managed 
via secure portals, access gateway 
to the portal by a user will be 
determined by whether they are a 
DFFH employee with access to the 
Workspace Portal or if they are an 
external service provider or statutory 
body, these users will access the 
portal via eBusiness.  


Access via both pathways is 
managed by DFFH portal 
administrators. Team Managers of 
external services with access to the 
portal can also remove their user’s 
access.  


Access via Workspace is also 
removed when a person is removed 
from a departments system. Access 
via eBusiness can also be removed 
should an eBusiness account be 
removed.  


The L17 Portal is audited in line with 
the L17 Portal Audit Plan. Warnings 
are shown to users throughout the 
portal that their use is logged and 
audited.  
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Questions – 
what is the 
risk? 


Further information Yes 
/ No 


Detailed response  


Prior to using the portal, all users 
must accept the Privacy Agreement 
and Terms of Use of the L17 Portal. 


Use and 
disclosure: 
Will the 
information 
only be used 
or disclosed 
for the 
primary 
purpose 
identified? 


IPP 2 and HPP 2 


Privacy team 


Yes In addition to the referral purpose, 
information about previous incidents 
since August 2004 can be accessed 
to inform risk assessments.  


The information is used for the 
purpose of information sharing to 
inform risk assessment, client safety 
and service provision. 


The data about the referrals e.g., 
number of referrals may also be 
used for service reporting purposes. 


Information 
sharing: Will 
the 
information 
be shared 
with other 
agencies for 
service 
delivery, data 
matching or 
analytics? 


IPP 2 and HPP 2 


 


Privacy team 


Yes  The purpose of collecting the 
information is to share with other 
organisations for service delivery 
only. 
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Transborder 
data flows: 
Will the 
project 
transfer the 
information to 
an 
organisation 
or person 
outside of 
Victoria? 


 


IPP 9 and HPP 9 


Projects MUST engage the Cyber Security team to arrange assessment/s 


Yes NOTE: This agreement is not yet in 


place, subject to further review by 


DFFH Legal Services, Family Safety 


Victoria and Victoria Police.  


Information will be shared with 


Services Australia for the purpose of 


verifying an incident has occurred 


recently. Services Australia Social 


Workers who may be outside of 


Victoria will use this information to 


provide crisis payments to their 


client in Victoria, on the basis they 


are eligible.  


Services Australia has restricted 


access to L17 portal for relevant 


information only. No data is 


transferred outside of L17 portal as 


part of this access. 


 


The L17 referral is generally within 


Victoria, however on rare occasions 


a referral may be triggered by 


Victoria police for an incident that 


occurred interstate, and one or 


more party resides in Victoria. 


 


The L17 data resides in Azure data 


centres in Australia. 


Primary data centre resides in 


Melbourne – Victoria and secondary 
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Questions – 
what is the 
risk? 


Further information Yes 
/ No 


Detailed response  


data centre is in Sydney – NSW in 


case of any failures at primary data 


centre. 


If the client applies for the crisis 
payment, they also provide consent 
to authorise the Social Worker to 
access their information (which may 
be accessing it outside Victoria).  


Access will be managed in the same 
way as it is for external service 
users.  


Access to the L17 portal must be 
successfully logged, capturing user 
credentials, timestamp, and 
accessed resources for security and 
auditing purposes. 


1. Data quality: 
Are 
reasonable 
steps being 
taken to 
ensure that 
the 
information 
collected, 
used or 
disclosed will 
be accurate, 
complete and 
up to date? 


IPP 3 and HPP 3 


Privacy team 


Information and Data Management  


Yes Referral information is collected 
directly from Victoria Police which 
also obtain the information from 
individuals involved. Victoria Police 
systems can send updated 
information to the portal for certain 
periods of time depending on the 
information sent. This means that 
referral information is up to date as 
is relates to the referral purpose.  


The L17 portal Client ID numbers 
can continue to be updated 
indefinitely should police identify 
duplicate clients within the system. 
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Questions – 
what is the 
risk? 


Further information Yes 
/ No 


Detailed response  


2. Access and 
correction: 
Are there any 
restrictions 
that would 
prevent 
individuals 
from 
accessing or 
correcting 
their 
information? 


Freedom of Information team 


Privacy policy 


Yes  Information recorded within the 
portal is accurate according to police 
record. Most of the information 
cannot be updated by portal 
administrators or users, only through 
the Victoria Police updates process.  


Individuals cannot access the L17 
Portal directly, any changes to an 
individual’s contact details must be 
made by a service user or via the 
Police updates process.  


Freedom of Information requests can 
be made to the FOI team within 
DFFH.    


3. Destruction: 
Will 
reasonable 
steps be taken 
to destroy or 
de-identify the 
information if it 
is no longer 
needed? (note 
this does not 
apply to a 
health service 
provider) 


IPP 4 


Public Records Act 1973 


Records management team 


Yes  When the L17 Portal is no longer 
required, the system information will 
be destroyed when no longer 
required.  


While the portal is live and being 
used, all information – unless 
removed for a specific reason – will 
remain in the portal and accessible 
for the purpose of the Statewide 
Historical search used to inform 
users risk assessment and other 
approved reasons.  
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Questions – 
what is the 
risk? 


Further information Yes 
/ No 


Detailed response  


4. Re-
identification: 
Will the project 
involve de-
identified 
information 
that may be 
re-identified 
through the 
linking of data 
or other 
information? 


Privacy team Yes  The L17 Portal contains information 
so that a person can be identified for 
the purpose of receiving a service.  


Where there is de-identified or 
anonymous information, the L17 
Portal Reporting solution means 
information could be re-identified. 
This is mainly where information can 
be filtered down based on a variety 
of information that may mean a 
person with unique attributes or 
location can be reidentified. 


5. Information 
held by third 
parties: Will 
the project 
involve 
information 
being 
transferred to 
or collected by 
other parties 
(for example, 
cloud service 
providers or 
collection of 
information 
via third party 
platforms)?  


Information Security team 


Records management team 


Yes Information is sent to and collected 
by third parties from the portal for the 
purpose of providing a service. 
These service providers will retain 
documents and information in line 
with the agreed upon terms with 
department services agreements.  
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Privacy risk mitigation  


Consequence and likelihood matrix6 


Likelihood Negligible Minor Moderate Major Extreme 


Almost Certain 


(Once per week) 


(90%) 


Medium High High Critical Critical 


Likely 


(Once per month) 


(70%) 


Medium Medium High High Critical 


Possible 


(Once a year) 


(50%) 


Low Medium Medium High High 


Unlikely 


(Once in 3 years) 


(30%) 


Low Low Medium Medium High 


Rare 


(Once in over 3 years) 


(10%) 


Low Low Low Medium Medium 


 


6 Reference, the department’s Risk management policy and framework   



https://intranet.dhhs.vic.gov.au/risk-management-policy-and-framework
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  Description of the risk Consequence 
rating 


Likelihood Risk 
rating  


Accept 
risk  


Risk management strategy Residual 
consequence 
rating 


Residual 
likelihood 
rating 


Residual 
risk rating 


Risk owner 


[Name, title and position] 


 Disclosure – 


Risk of personal information being 


disclosed by DFFH portal beyond what is 


authorised by law (i.e. the tests for which 


user type can see what, under ss.144N-


144NC of the FVP Act). 


This impacts on portal features 5 (visibility 


of RES details), 7 (linking Related 


Referrals), 8 (backload historic formal 


referrals), 9 (add all informal referrals), 10 


(search functionality), 11 (refine access 


controls, i.e. Suppression function), and 12 


(support Hubs). 


 


Moderate Likely High Yes Users to confirm their authority to access 


information.  


Message on the screen advising use of the 


portal is logged and audited.  


Training  


Guides available on information sharing 


Auditing 


 


Moderate Possible Medium Alicia Houlihan, Director, 


Service Delivery Support 


Branch 


 Unnecessary collection of information -  


Risk that information collected as part of an 


informal referral will have no future use of 


that person is not involved in a future 


family violence incident 


Minor Almost 


Certain 


High Yes Although, not known at the time of 


collection, collection of information may be 


unnecessary if the person/s recorded in an 


incident are not referred to a service in the 


first instance (called an informal referral) 


and/or never involved in a future family 


violence incident or only receive informal 


referrals in future incidents.   


 


Negligible Almost 


Certain 


Medium Alicia Houlihan, Director, 


Service Delivery Support 


Branch 


 Indirect collection –  


Information sent to the portal has been 


collected by Victoria Police and sometimes 


by Family Violence services. These 


services will collect information from 


various parties involved in the incident and 


information may be collected about 


individuals not present when police arrive.  


Moderate Likely High Yes Information stored within the portal is in line 


with information sent by Victoria Police.  


Some involved person/client information 


can be amended by service users and 


notes and additional information can be 


recorded in the portal if the client advises of 


a different record.   


Minor Likely Medium Victoria Police 


 Collection of sensitive information – 


Sensitive information is collected by 


Victoria Police to inform their investigation, 


risk assessment and referral. This 


information is sent to the portal and then 


shared with other services.  


Moderate Almost 


Certain 


High Yes Collection of sensitive information is 


unavoidable as it is required by services to 


inform risk assessment.  


This information will only be displayed to 


services that provide a service to that 


particular client.   


Negligible Almost 


Certain 


Medium  Victoria Police 


 Use and disclosure of 


Information remains within the portal that 


can be accessed after the primary purpose 


has been concluded.  


Moderate Almost 


Certain 


High Yes Information will continue to be stored in the 


portal after the referral has been closed as 


it will be relied upon for reporting and if the 


client is involved in future family violence 


incidents to inform risk assessment.  


The data stored is protected data and only 


accessible by authorised users approved to 


search and view historical information. 


Negligible Almost 


Certain 


Medium Alicia Houlihan, Director, 


Service Delivery Support 


Branch 


 Information collected and stored by third 


parties 


Moderate Almost 


Certain 


High Yes Information is sent and stored in third party 


client managements systems 


Minor Almost 


Certain 


High  Service Providers  
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Phase 2 Privacy Impact Assessment

Within the L17 Family Violence Portal Phase Two Privacy Impact Assessment recommendations were made to support a changing response to family violence and protect the privacy of persons involved in family violence. This document addresses these recommendations and advises how each recommendation was addressed.



		Proposed Function

		Phase 2 PIA Recommendation (Summarised)

		Department’s Legal Recommendation
(Summarised)

		L17 Portal Functionality Developed

		Recommendations Addressed



		Improved integration with service provider systems

		With respect to users recording outcomes in the portal, and DHHS then exposing that data to other users, we suggest that this additional data flow is for a directly related secondary purpose within reasonable expectations.

		Nil

		Two-way integration with service stems provided. Referral data is pushed to connected systems and outcomes are received from connected systems. 

		Yes



		Improved integration with Victoria Police systems

		there is effectively no change to the scope of information being disclosed and collected, only the volume and accuracy.  

		Nil 

		Ability to receive and display updated information from Victoria Police to increase data quality. 

		Yes



		Improved reporting on outcomes

		Reporting code change is about improved data quality; no new data flow per se.

		Nil

		Outcomes changed from referral level to client level outcomes. 

		Not Applicable



		Visibility of updates

		Colour change to indicate new or updated information. 

		Visual indicator (such as a colour change) to quickly indicate to the user that ‘this data field has been changed since the L17 was first submitted’, and then with the ability for the user to easily see when that data field was edited, and by whom (in terms of the user’s organisation, not necessarily the individual user). 
With respect to users recording changes to data fields in the portal, and DHHS then exposing that data to other users, we suggest that this additional data flow is for a directly related secondary purpose within reasonable expectations. 

		L17 Portal underlines updated data fields depending on the update source. 

· Victoria Police updates are underlined in blue 

· Updates made L17 Portal users is underlined in Orange. 



The portal retains a history of previous information and who has made changes to the information. 

		Yes



		Increased visibility of Respondent details

		Develop a mechanism by which ‘excluded information’ is either not sent by LEAP/LEDR to the L17 Portal in the first place, or can be suppressed from view once in the portal

		Increased visibility of respondent details
However the information-sharing authorised under Part 5A does not include a category known as ‘excluded information’. 
The design of the portal already manages some of these risks. However neither DHHS, nor users of the portal at family violence service providers, are likely to be in a position to judge whether or not a particular L17 referral might prejudice a fair trial or a coronial inquiry, or whether a party is under witness protection. 
Develop a mechanism by which ‘excluded information’ is either not sent by LEAP/LEDR to the L17 Portal in the first place, or can be suppressed from view once in the portal.

		Respondent information revealed to all services that receive a referral for the incident. 

Restricted information not sent to the portal by police or information can be removed by L17 Portal System Administrators. 

		Yes



		MNI to other portal identifier

		Only use the MNI to create a separate, randomly-generated system unique identifier, to be known as something like a Portal Client Identifier.

There also needs to be a process established by which any changes made to MNIs by the Data Quality Unit in Victoria Police flow automatically through to the portal.

		Nil

		L17 Client identifier created and shown to portal users. Client IT generated based on Police MNI and matched in the portal background. 

L17 Portal Updates function can receive updates to a person’s MNI automatically and infinitely. 

		Yes



		Linking related referrals

		There would be significant risks in relation to data quality if Family Violence service providers had the ability to manually ‘link’ L17s which they think of as related - Victoria Police is much better placed to offer an appropriate degree of assurance.

The proposal is that the referral number in the listing would be hyperlinked through to that related L17 document, but that the hyperlink will only be enabled for the user to link through and expose the earlier L17 referral for standard service users if that service was the recipient of that earlier referral.  The same rules about data visibility would also apply.

		Nil

		Link based on Police MNI to create L17 Client ID. 

Count of previous records in portal for each person recorded in an L17 Incident. 

		Yes



		Backload of Historic L17 Referrals

		Adding historic records into the portal is not necessary in terms of the portal’s primary function, communicate a new referral from the police to the service providers.  The purpose of backloading historic records would be purely to build an immediate history which service providers could draw upon to better inform their risk assessment.

Suggested support for the proposition that all the historic records, dating back to 1999, should be loaded into the portal, as the Royal Commission’s recommendation has been interpreted, subject to the portal then implementing the new legislative rules to determine who should see what, and in which circumstances, of those historic records.



		We note that the ‘within reasonable expectations’ aspect of the test in IPP 2.1 / HPP 2.2(a) is difficult to meet in the context of historic records, and therefore we have also recommended a public communications campaign to alert the broader Victorian public to the significant policy and legislative changes being made to information-sharing about, and perpetrator accountability for, family violence. 

		Backlog to August 2004 per Police procedure at the time (locate police doc). 

		Partially. 

To reach a compromise between Royal Commission into Family Violence Recommendation 27 and privacy principle to use a person’s information for a primary purpose or reasonable secondary purpose, the backload was completed to August 2004.   



The Code of practice for the investigation of family violence : supporting an integrated response to family violence in Victoria / Victoria Police published in August 2004 was the earliest date it was documented that the L17 Family Violence Report was used for the purpose of making a referral to services, not purely for police record purposes. 



		Backload of all informal referrals

		As Above

		As Above

		As Above

		As Above



		Search functionality

		Maintain a system by which a standard service provider user will see only new referrals for their own service, but have the database also show a set of other referrals ‘related’ to that client, using the police as a source of truth to identify which incidents are indeed related.

Recommended Function

· the search functionality to allow for a broader range of relevant data fields

· the display of results should be narrow for standard service users, by only showing formal referrals made to that specific service

· the display of results can be wider (i.e. display all results) for Child Protection users, RAMPS Coordinators, and for whatever role is created for Hubs with similar access rights as a RAMPS Coordinator (i.e. Hubs Coordinator or equivalent)

· the new search function should require the user to:

· type in the name of their client, in relation to whom they are about to conduct a search

· tick a box (or similar) to confirm their assertion that the reason they are about to conduct a search is in order to assess the risk of family violence posed to that named client, according to the relevant legislative test

· see an on-screen warning that their use of the search function is logged and can be audited

· produce a log or report against each search, recording the user, the name of the client they typed in, and each search term they searched against during that session, and

· ensure the log/report can be extracted and reviewed as part of the DHHS Audit Plan.



		We suggest that the best way to manage the privacy risks while delivering the benefits of such a feature is to design a broader search functionality as follows: 

· the search functionality to allow for a broader range of relevant data fields 

· the display of results should be narrow for standard service users, by only showing formal referrals made to that specific service 

· the display of results can be wider (i.e. display all results) for Child Protection users, RAMPS Coordinators, and for whatever role is created for Hubs with similar access rights as a RAMPS Coordinator (i.e. Hubs Coordinator or equivalent) 

· the new search function should require the user to: o type in the name of their client, in relation to whom they are about to conduct a search 

· tick a box (or similar) to confirm their assertion that the reason they are about to conduct a search is in order to assess the risk of family violence posed to that named client, according to the relevant legislative test 

· see an on-screen warning that their use of the search function is logged and can be audited 

· produce a log or report against each search, recording the user, the name of the client they typed in, and each search term they searched against during that session, and 

· ensure the log/report can be extracted and reviewed as part of the DHHS Audit Plan. 


		Statewide Historical Client search that allows users to search for a person regardless of if their service has received a referral for that person. 

Users must validate that their search is authorised under current information sharing standards and all searches are logged and available to be audited. 

		Users can search for clients who have not been referred to their service as they may be related to the incident or family and it is reasonable to conduct the search to undertake risk assessment. 

Validating a search and auditing recommendations followed. 



		Further refine user access controls (Blacklist and Whitelist information)

		Ensure that the ability to suppress a record (or group of records) from view should be based on the portal client identifier (or MNI if the suppressing is being done by VicPol), rather than the L17 reference number, so that (i) all ‘related’ referrals in relation to that individual will also be suppressed from view, and (ii) although the user whose view has been suppressed won’t, for example, be able to see the details of this AFM client, when dealing with the same RES in another referral, they should not be misled about this RES’s history when looking at the ‘Related Referrals’ index

Ensure that for blacklisted records, the Team Manager will see the full record, and it will be counted in statistical reports 

Ensure that for whitelisted records, the ‘power user’ will see the full record, and it will be counted in statistical reports 

Ensure any business rules about suppressed records will flow through to the Hubs CRM

		Nil

		Team managers able to “blacklist” or block user access to referrals received by a service as specified by Team Managers. 

The recommendation of “Whitelisting” is being managed depending on the severity – either by removing the incident from the portal by system administrators or using the blacklist function to remove user access to the referrals. 

		Yes



		Support the establishment of Hubs

		Recommendations limited as PIA was based on a series of assumptions that did not become true. 

		Nil

		To address the Royal commission into Family Violence recommendation 37, support and safety hubs, now known as the Orange Doors, were set up in the portal. Access to the L17 Portal is provided to services operating within the Orange Doors. 

		Not applicable. 
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L17 Family Violence Portal Business Case 


DJCS – Community Correctional Services 


Business context  


Community Correctional Services (CCS) provides support to people who have received a community -
based disposition (Community Corrections Order, Parole Order or Post Sentence Order) as part of their 
court ordered sentencing to reduce a person’s risk of reoffending. 


CCS is prescribed under the Multi-Agency Risk Assessment and Management (MARAM) Framework 
and the Family Violence Information Sharing Scheme (FVISS) and as such have a legislative 
responsibility to appropriately assess and manage family violence risk of both victim survivors and adults 
using family violence (AUFV). In addition, CCS is also required to manage associated risks to the 
broader community.  


CCS is seeking access the L17 Family Violence Portal (the Portal) including historical portal searches, 
with the aim of viewing the family violence incident narrative for both adults using family violence and 
victim survivors of family violence who are managed by CCS, including people subject to a community 
correction order, parole, or post sentence order. Information obtained from the Portal will be used to 
assess and manage family violence related risk.  


Problem/ opportunities 


 
CCS are required to assess and manage general risk of reoffending for people subject to community-
based dispositions which includes, but is not limited to, adults who have used violence and victim 
survivors of family violence. During the 2022-23 financial year, CCS supervised 6755 adults in the 
community, including 2256 adults who had used family violence and 2662 victim survivors of family 
violence. 


CCS’ current information technology (IT) systems have limited integration with Victoria Police’s LEAP 
system. Current exchange of information regarding family violence incidents and intervention orders for 
both victim survivors and AUFV is limited to basic information only (date, time and location of incident, 
names of parties involved etc). CCS staff are currently alerted via IT systems when a family violence 
incident occurs but are unable to view the narrative of the incident. Access to the Portal would enable 
CCS staff timely access to risk relevant information and enable timely intervention to appropriately 
manage risks to the individual, and the broader community.  


The current limited information received from Victoria Police does not enable CCS to appropriately 
assess and manage family violence risk in real time. To access relevant information, CCS staff are 
currently required to follow up with Victoria Police and/or seek information from other services (including 
The Orange Door). More specifically, CCS staff are required to contact the Victoria Police Informant to 
seek the required information. This process often causes delays as it relies on the availability of the 
Victoria Police Informant and is an inefficient use of time. Having access to the Portal would enable CCS 
staff to view family violence incident details in real time and lead to more appropriate assessment and 
management of family violence risk. 


DJCS’ Youth Justice (YJ) staff and the Victims of Crime Helpline (the Helpline) team have access to the 
L17 portal; however, YJ staff only have access to L17s related to young people supported by YJ, and the 
Helpline only receive L17s where a male has been identified as an AFM. In addition to this, Youth 
Justice access the L17 information via DFFH’s Client Relationship Information System (CRIS) which 
CCS does not have access to  and as such, neither of these access points are viable options for CCS to 
utilise for appropriately managing risk information.   
 







 


Page 2 of  5 


OFFICIAL 


Due to the nature of CCS’ work, CCS requires access to L17s for both Respondents and Affected Family 
members (regardless of sex and gender), including incident narratives, and requires access to the 
historical portal search. Access to incident narratives and the historical portal search will ensure that 
CCS staff are appropriately assessing and managing family violence risk for both victim survivors and 
AUFV who are subject to a community-based disposition. 


Community Correctional Services staff requiring access 


The following positions have been identified as requiring access to the Portal to ensure timely 
assessment, management and oversight of family violence risk across CCS service delivery.  


 


Role and Business unit 
Number 
of Staff*  


Usage Requirements 


Community Correctional Services (CCS)  


Regional General Manager 12 
To monitor, support and advise 


Community Correctional Services 
Practitioners.  


Manager Court Practice 32 
To monitor, support and advise 


Community Correctional Services 
Practitioners.  


Manager Professional Practice 12 


Principal Practitioner 35 


Professional Practice Adviser 14 


Aboriginal Advanced Case Manager 8 


Conduct historical searches in the L17 
portal for events involving adults and 
young people who are being assessed 
for a community-based disposition to 
inform risk assessments and manage 


family 


Aboriginal Case Manager 6 


Aboriginal Parole Officer 2 


Supervisor Court Case Management** 75 


Advanced Case Manager** 137 


Case Manager 118 


Parole and Specialist Case Manager 26 


Parole Officer 21 


Senior Parole Officer 38 


Specialist Case Manager 21 


Supervisor Court and Case Management 11 


Supervisor Court Assessment and Prosecutions 
Services 


26 


Case Manager / Court Assessment and 
Prosecutions Officer 


8 


Court Assessment and Prosecutions Officer 63 
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Manager Court Practice and Drug Court 2 
Monitor, support and advise 


Community Correctional Services 
Practitioners.  


Advanced Case Manager Drug Court 16 


Conduct historical searches in the L17 
portal for events involving adults and 
young people who are being assessed 
for a community-based disposition to 
inform risk assessments and manage 


family violence risk.  
Supervisor Drug Court and Court Services 4 


Offender Management Development Branch (OMDB)  


General Manager 1  
 


Provide central oversight support to 
Community Correctional Services 


practitioners regarding case 
management and risk assessment 


processes of individuals subject to a 
community-based disposition as well 


as parole orders.  
 


OMDB’s Family Violence Practice 
Lead provides subject matter expert 
family violence advice and support by 


way of secondary consultations to 
CCS leadership and practitioners.  


Manager, Offender Management Training 1 


Manager, Offender Risk Assessment 1 


Family Violence Practice Lead 1 


Manager, Case Management 1 


Senior Data Analyst 1 


Assistant Manager, Risk Assessment Compliance 1 


Senior Project Officer 2 


Program Officer 3 


Manager, Case Management Practice 2 


Manager, Case Management Practice (Parole) 1 


Manager, Case Management Practice (Court) 1 


Drug Court Practice Lead 1 


Total 704   


* Please note that this is the number of staff (not FTE) and includes staff that are currently on paid leave. 


**The Supervisor Court Case Management and Advanced Case Manager positions will be replaced with an Advanced 
Practitioner position from 29 April 2024.  


Data protection and legislation 


The Family Violence Protection Act 2008 (The Act), more specifically Information Sharing Scheme 
(FVISS) provisions under The Act  provides the required legislative framework to support information 
sharing with DJCS through the portal (noting that Corrections and Justice Services (CJS) is a prescribed 
Information Sharing Entity under FVISS). Further sharing of information from the portal with relevant 
service providers will occur as is allowed under the FVISS and other legislative requirements pertaining 
to privacy and confidentiality.  


In addition, DJCS staff are required to adhere to privacy and confidentiality provisions found in additional 
legislation: 


• Privacy and Data Protection Act 2014 


• Health Records Act 2001 


• Freedom of Information Act 1982 


• Corrections Act 1986  
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All users of The Portal from CCS will also be required to adhere to the privacy agreement and other 
provisions as set out in the L17 Family Violence Portal User Guide. 


Key benefits 


CCS will greatly benefit from having access to the portal as it will: 
 


• Allow CCS staff to more appropriately assess and manage family violence related risk in real time.  


• Reduce the need follow up with Victoria Police and The Orange Door regarding family violence 
incident narratives via the Family Violence Information Sharing Scheme thus reducing pressure on 
systems and services. 


• Reduce the number of FVISS requests to Victoria Police to request L17 history and incident 
narrative. 


• Allow for more consistent processes across CCS locations to not only assess and manage family 
violence risk but also obtain specific information regarding family violence incidents. 


Change management 


Key change management activities will include: 


• Onboarding of staff  through MFA to allow access to the portal. 


• Establishing ongoing process between CCS and DFFH to onboard new CCS staff. 


• Updating relevant practice guidelines for CCS staff to include guidance about accessing and 


using the Portal. 


• Providing DFFH L17 guides and resources to be made available for use by CCS staff. 


• Where required, training session to be provided by DJCS (Community Operations and Parole, 


Offender Management Development Branch) to staff on how to use the portal. 


Alternatives considered 


Corrections Victoria Intelligence Unit (CVIU) has previously provided historical family violence L17 
information for generalist offenders to CCS staff . However, due to the volume of family violence related 
offending, as of 2 January 2024 CVIU will no longer be able to provide this information. CCS will be 
required to rely on other processes to obtain this information, such as: 


• Requesting information from Victoria Police via their Family Violence Information Sharing 
Scheme platform. 


• Requesting information from The Orange Door. 


CCS processes require staff to follow up with the Victoria Police Informant at the time of being notified of 
a family violence incident. Due to the dynamic risk of family violence this process can pose practical 
challenges at times (shift work and the like) and also when supervising a person at risk of family violence 
or using family violence.  


Access to the Portal will allow for CCS to effectively assess and manage family violence risk in a timely 
manner and to more appropriately manage the risk a person may pose, or be exposed to.  


The portal has been determined to be a preferable solution because: 
 


• It will allow staff to access the L17 narrative without the delay of having to contact external 
services for this information. 



https://fac.dhhs.vic.gov.au/l17-family-violence-portal-user-guide-1
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• It will allow for staff to be more cognisant of MARAM evidence-based risk factors present in 
relationships where violence is being used by providing visibility of behaviours and forms of 
family violence used by the AUFV. 


• It will allow staff to better assess and manage family violence risk, especially where there are 
patterns of violence over time and concerns regarding possible misidentification of the 
predominant aggressor.  


Risk management 


 


 Risks and Issues  


Risk/ 
issue  


Description Likelihood Owner  Mitigation  


Issue Current Practice Guidelines 
do not reflect use of The 
Portal and sensitive nature 
of information able to be 
accessed.  


Unlikely CJS Family 
Violence 
Practice Lead 


Practice guidelines will be 


regularly updated to ensure 


they clearly articulate the 
requirements and 


expectations for the use of 


the L17 portal. 
 


Issue L17 Portal user guide is not 
currently available to staff 


Unlikely DFFH & CJS 
Family Violence 
Practice Lead 


L17 User Guide to be made 
available to CCS staff once 
Portal access granted. 


Risk DFFH unable to provide 
training to staff for use of 
The Portal  


Unlikely DFFH & CJS 
Family Violence 
Practice Lead 


DFFH and FVPL to work 
together to confirm delivery of 
training on use of the Portal.  


Risk CCS staff rely solely on 
information received from 
the Portal to assess and 
manage family violence risk.  


Unlikely CJS Family 
Violence 
Practice Lead 


CCS Practice Guidelines to 
be updated to reflect access 
and use of the L17 Family 
Violence Portal.   
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		Introduction of L17 portal for use in Youth Justice



		Business case







Formal product name

L17 Family Violence Portal (the L17 Portal).

The Department of Families, Fairness and Housing hosts the Portal.

[bookmark: _Toc480380485]Governance

The L17 portal is overseen by a Project Control Board (PCB), which includes membership from key users and contributors to the system. Should Youth Justice be granted access to the L17 portal they will be required to join the PCB.

Within DJCS, oversight for the implementation of the L17 portal will be supported by staff in:

· the Programs, Community Services and Engagement Branch, Youth Justice

· the System Performance and Planning Branch, Youth Justice.

Problem/ Opportunity

Youth Justice currently relies on manual information sharing with Victoria Police to access information on family violence incidents to inform family violence risk assessment and planning. This approach can result in delays in the sharing of information and introduces risks that relevant information will not be shared, impeding Youth Justice’s ability to respond to incidents quickly (which can be vital in high-risk family violence situations).

There is an opportunity to improve the efficiency and effectiveness of information sharing regarding family violence incidents between Victoria Police and Youth Justice. This would improve the evidence base that Youth Justice staff use to form risk assessment and screening of young people by systematically using this information to inform the assessment, supervision, case management and case planning of young people.

In addition, the Department of Justice and Community Safety (DJCS) and Victoria Police are required to acquit a recommendation from the Coroner by December 2021, namely:

“that the Victoria Police and the Victorian Department of Justice and Community Safety update their policies and procedures for information sharing to ensure that when an offender under the supervision of Youth Justice is arrested or is the subject of a family violence investigation, Victoria Police provide this information to Youth Justice so that current and accurate risk assessments of offenders under the supervision of Youth Justice can be completed. This system should replicate the efficiencies and effectiveness of the LI7 referral notification process and should provide for timely sharing of relevant information for all agencies to assess risks”.





Business context

Case management in Youth Justice is currently informed by a number of sources, including:

· Formal Youth Justice risk assessments and screens.

· Information provided by the young person during supervision sessions. 

· Information provided by significant people associated with the young person such as family members or peers.

· Verbal and/or written information from the young person’s care team, or other professionals involved with the young person.

The L17 portal will be introduced as a business-as-usual part of the case management process in Youth Justice. As part of this process, Youth Justice staff will be asked to consider information on family violence events (current and historical) involving children or young people (as respondents or affected family members) under the supervision of Youth Justice available through searches of the L17 portal. Details of the incident and Victoria Police’s risk assessment recorded in the L17 portal would be considered as part of this process, and in some instances it may be appropriate for Youth Justice staff to contact Victoria Police to seek further information regarding an incident. 

It is anticipated that case management staff in Youth Justice may use the L17 portal:

· To inform family violence screening and risk assessment for a child or young person.

· Prior to care team meetings held with a child or young person to inform risk assessment and management.

· At any other time deemed appropriate by Youth Justice staff to support family violence risk assessment and safety planning of young people under Youth Justice supervision. More frequent searches of the L17 portal may be appropriate where a young person is considered to be at heightened risk, or has a history of, family violence.

The effective and appropriate use of the L17 portal will be supported by Youth Justice case management practice guidelines and L17 guides and resources.



Community Youth Justice users requiring access:



		Role

		Usage requirements



		· Case managers

· Advanced case managers

· Bail supervision workers

· Court advice workers

· Children’s Court Youth Diversion coordinators

· MAPs coordinators

		Conducts historical searches in the L17 portal for events involving young people under Youth Justice supervision to inform risk assessments and screens as appropriate. 



		· Clinical and Oversight and Rehabilitation team

· CPU

		To monitor, support and advise Youth Justice case managers



		· Team leaders

· Team managers

		To monitor, support and advise Youth Justice case management



		· Senior practice advisors (SPAs)

		To monitor, support and advise Youth Justice case management



		· General managers

		To monitor, support and advise Youth Justice case management







Data protection and legislation:

The Child Information Sharing Scheme (CISS) and the Family Violence Information Sharing Scheme (FVISS) provides the required legislative framework to support information sharing with DJCS through the L17 portal (noting DJCS have been prescribed as Information Sharing Entities under the CISS and the FVISS). Further sharing of information from the L17 portal with relevant service providers engaged to work with a child or young person will occur as is provided for by the CISS and FVISS.

Users from Youth Justice will be required to adhere to the privacy agreement and other provisions as set out in the L17 Family Violence Portal User Guide.



Key benefits of access

Access to the L17 portal will:

· Ensure that Youth Justice have access to historical, recent, and current family violence reports to inform risk assessments screens and safety planning in an efficient manner.

· Enable Youth Justice and Victoria Police to acquit the recommendations from the Coroner regarding information sharing.

Change management required

Key change management activities will include:

· Onboarding of staff HSNet IDs to allow access to the L17 portal.

· Establishing ongoing process to onboard new Youth Justice staff.

· Updating relevant Youth Justice guidance and case management documentation, including relevant practice guidelines.

· Updating DFFH L17 guides and resources for use by Youth Justice staff.

· Training of Youth Justice staff requiring access to the portal.

Alternatives considered

 eJustice, which is used to share information between Victoria Police and Corrections Victoria, was scoped as an alternative to the L17 portal. The L17 portal was determined to be a preferable solution because:

· The L17 portal is a low-cost, and efficient option. Unlike eJustice, no system development will be required to enable the L17 portal’s use in Youth Justice. There will be no cost associated with the implementation of the L17 portal.

· The L17 portal utilises the same log on process as other systems already used by case managers in Youth Justice, simplifying the on-boarding process.

· The L17 portal has a user-friendly interface that will lend itself to simple searching of young people. 

Risk management

1. There is a risk that the L17 portal is not used systematically by case managers, and that it therefore cannot reliably/universally be used to assess and manage risk as part of the existing case management process. To manage this risk:

· Case management practice guidelines will be updated to ensure they clearly articulate the requirements and expectations for the use of the L17 portal.

· Training on the usage of the portal will be provided to relevant staff.

2. There is a risk that implementation of the L17 portal may not occur in the timely way as a result of competing priorities. This risk is being managed through early consultation and planning for implementation across DJCS and DFFH, planning for implementation in late 2021. 
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RE: L17 Portal Project Control Group 

		From

		L17portal (DFFH)

		To

		Chantelle Grant (DFFH); Melissa Campbell (DFFH); alasdair.gall@police.vic.gov.au; Deepak Choudhary (Health); Louise Payne (DFFH); Fran Jacka (DFFH); Jane Hingston (DFFH); Jenny Herwynen (DFFH); Joanne Marron-Mill (DFFH); Karen Holmes (DJCS) ; Sam Ware (DFFH); Sue Clout (DFFH); Tony Newman (DFFH); Vanessa Birch (Health); Herbert, Neil; Carol Tibbetts (DFFH); Kathryn Hilt (DJCS); Aaron Zupecki (DFFH); Esther Lin (DJCS); Sam C Whitney (DJCS); Sally Finlay (DFFH)

		Cc

		Simone Tassone (DFFH); David T Hall (DJCS)

		Recipients

		/o=ExchangeLabs/ou=Exchange Administrative Group (FYDIBOHF23SPDLT)/cn=Recipients/cn=a9fc453827f7440c905974acedb628fa-cgra3101; /o=ExchangeLabs/ou=Exchange Administrative Group (FYDIBOHF23SPDLT)/cn=Recipients/cn=a4a01e0cea024d8fa9a0e33cb57e0a13-mcam1412; alasdair.gall@police.vic.gov.au; /o=ExchangeLabs/ou=Exchange Administrative Group (FYDIBOHF23SPDLT)/cn=Recipients/cn=97e87498545d41ebac303cd341ba9290-dcho0310; louise.payne@familysafety.vic.gov.au; /o=ExchangeLabs/ou=Exchange Administrative Group (FYDIBOHF23SPDLT)/cn=Recipients/cn=fd93440c3fcd421d84d07ae2163650c9-fjac0306; /o=ExchangeLabs/ou=Exchange Administrative Group (FYDIBOHF23SPDLT)/cn=Recipients/cn=b0283e6180b340fdb211208117c35dc2-jhin1004; /o=ExchangeLabs/ou=Exchange Administrative Group (FYDIBOHF23SPDLT)/cn=Recipients/cn=15464319658a47a998f3872951d463db-jher2604; /o=ExchangeLabs/ou=Exchange Administrative Group (FYDIBOHF23SPDLT)/cn=Recipients/cn=88b3fec5d0324875a9e92e435339daad-jmar1108; Karen.A.Holmes@justice.vic.gov.au; /o=ExchangeLabs/ou=Exchange Administrative Group (FYDIBOHF23SPDLT)/cn=Recipients/cn=b6e0ca72a34240f6942085286e2d18ce-sawa0601; /o=ExchangeLabs/ou=Exchange Administrative Group (FYDIBOHF23SPDLT)/cn=Recipients/cn=34b7bccdcb054603b39ce4be30e7747e-SClo0411; /o=ExchangeLabs/ou=Exchange Administrative Group (FYDIBOHF23SPDLT)/cn=Recipients/cn=dda95c08834a4370a5a64f918c080ca5-tnew2106; /o=ExchangeLabs/ou=Exchange Administrative Group (FYDIBOHF23SPDLT)/cn=Recipients/cn=474468737a1d45c99386875b7c9aebc8-vbir0202; Neil.Herbert@police.vic.gov.au; /o=ExchangeLabs/ou=Exchange Administrative Group (FYDIBOHF23SPDLT)/cn=Recipients/cn=6d3db461b63f47389f1c8d4af8192652-vicpe9y; Kathryn.Hilt@justice.vic.gov.au; /o=ExchangeLabs/ou=Exchange Administrative Group (FYDIBOHF23SPDLT)/cn=Recipients/cn=e5f8c21b06a54e5aa07f830d14eaa61d-azup2203; /o=ExchangeLabs/ou=Exchange Administrative Group (FYDIBOHF23SPDLT)/cn=Recipients/cn=4dcf6495abc548d8868db376c23a99db-Esther.Lin.; sam.whitney@justice.vic.gov.au; /o=ExchangeLabs/ou=Exchange Administrative Group (FYDIBOHF23SPDLT)/cn=Recipients/cn=c6d7f65e7b884f249308c498ec8da180-sfin0711; /o=ExchangeLabs/ou=Exchange Administrative Group (FYDIBOHF23SPDLT)/cn=Recipients/cn=864d8552933041dfafd4cc094e60bb32-vicinp4; David.C.Hall@justice.vic.gov.au



Dear Project Control Group, 


 


Attached are today’s meeting papers and the Youth Justice business case. 


Action 5 is for all attendees. Business Improvement will begin actions 1-4 and 6.  


 


Draft actions from today’s meeting:


			Set up meeting with Simone Tassone and Business Improvement to discuss L17 Portal where clients seek their information to be corrected – and then implications for third parties accessing the portal


			When drafted, share draft L17 Portal Privacy Impact Assessment with the Project Control Group. 


			Circulate Youth Justice Business Case (attached)


			Schedule discussion on process of referrals to Child Protection and Child FIRST and invite a representative from Child Protection to the next meeting. 


			Portal Control Group to review recommendation to defer updates notifications and provide decision by 19 November 2021. 


			Begin investigation into requirements and resources required for L17 Portal and connected systems (Orange Door CRM, Victims Support Agency Resolve and Child Protection ICCMS) to send and receive updates. 





 


 


Regards, 


Melissa Campbell


 


L17 Family Violence Portal 
Operations Support Group
Department of Families, Fairness and Housing 


L17portal@dhhs.vic.gov.au
www.dffh.vic.gov.au 


^  Please respond to L17Portal@dhhs.vic.gov.au


P Please consider the environment before printing this email 



 


-----Original Appointment-----
From: L17portal (DFFH) 
Sent: Monday, 30 August 2021 10:43 AM
To: L17portal (DFFH); Chantelle Grant (DFFH); Melissa Campbell (DFFH); alasdair.gall@police.vic.gov.au; Deepak Choudhary (Health); Louise Payne (DFFH); Fran Jacka (DFFH); Jane Hingston (DFFH); Jenny Herwynen (DFFH); Joanne Marron-Mill (DFFH); Karen Holmes (DJCS) ; Sam Ware (DFFH); Sue Clout (DFFH); Tony Newman (DFFH); Vanessa Birch (Health); Herbert, Neil; Carol Tibbetts (DFFH); Kathryn Hilt (DJCS); Aaron Zupecki (DFFH); Esther Lin (DJCS); Sam C Whitney (DJCS); Sally Finlay (DFFH)
Cc: Simone Tassone (DFFH); David T Hall (DJCS)
Subject: L17 Portal Project Control Group 
When: Tuesday, 9 November 2021 9:30 AM-11:00 AM (UTC+10:00) Canberra, Melbourne, Sydney.
Where: Microsoft Teams Meeting



 


 


________________________________________________________________________________ 



Microsoft Teams meeting 



Join on your computer or mobile app 



Click here to join the meeting 



Join with a video conferencing device 



886843700.(VTC Conference ID)@video.dhhs.vic.gov.au 



Video Conference ID: 138 240 531 5 



Alternate VTC instructions 



Or call in (audio only) 



+61 3 7035 6413,,796060712#   Australia, Melbourne 




Phone Conference ID: 796 060 712# 


Find a local number | Reset PIN 



Learn More | Meeting options 




________________________________________________________________________________ 
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Formal product name


L17 Family Violence Portal (the L17 Portal).


The Department of Families, Fairness and Housing hosts the Portal.


[bookmark: _Toc480380485]Governance


The L17 portal is overseen by a Project Control Board (PCB), which includes membership from key users and contributors to the system. Should Youth Justice be granted access to the L17 portal they will be required to join the PCB.


Within DJCS, oversight for the implementation of the L17 portal will be supported by staff in:


· the Programs, Community Services and Engagement Branch, Youth Justice


· the System Performance and Planning Branch, Youth Justice.


Problem/ Opportunity


Youth Justice currently relies on manual information sharing with Victoria Police to access information on family violence incidents to inform family violence risk assessment and planning. This approach can result in delays in the sharing of information and introduces risks that relevant information will not be shared, impeding Youth Justice’s ability to respond to incidents quickly (which can be vital in high-risk family violence situations).


There is an opportunity to improve the efficiency and effectiveness of information sharing regarding family violence incidents between Victoria Police and Youth Justice. This would improve the evidence base that Youth Justice staff use to form risk assessment and screening of young people by systematically using this information to inform the assessment, supervision, case management and case planning of young people.


In addition, the Department of Justice and Community Safety (DJCS) and Victoria Police are required to acquit a recommendation from the Coroner by December 2021, namely:


“that the Victoria Police and the Victorian Department of Justice and Community Safety update their policies and procedures for information sharing to ensure that when an offender under the supervision of Youth Justice is arrested or is the subject of a family violence investigation, Victoria Police provide this information to Youth Justice so that current and accurate risk assessments of offenders under the supervision of Youth Justice can be completed. This system should replicate the efficiencies and effectiveness of the LI7 referral notification process and should provide for timely sharing of relevant information for all agencies to assess risks”.








Business context


Case management in Youth Justice is currently informed by a number of sources, including:


· Formal Youth Justice risk assessments and screens.


· Information provided by the young person during supervision sessions. 


· Information provided by significant people associated with the young person such as family members or peers.


· Verbal and/or written information from the young person’s care team, or other professionals involved with the young person.


The L17 portal will be introduced as a business-as-usual part of the case management process in Youth Justice. As part of this process, Youth Justice staff will be asked to consider information on family violence events (current and historical) involving children or young people (as respondents or affected family members) under the supervision of Youth Justice available through searches of the L17 portal. Details of the incident and Victoria Police’s risk assessment recorded in the L17 portal would be considered as part of this process, and in some instances it may be appropriate for Youth Justice staff to contact Victoria Police to seek further information regarding an incident. 


It is anticipated that case management staff in Youth Justice may use the L17 portal:


· To inform family violence screening and risk assessment for a child or young person.


· Prior to care team meetings held with a child or young person to inform risk assessment and management.


· At any other time deemed appropriate by Youth Justice staff to support family violence risk assessment and safety planning of young people under Youth Justice supervision. More frequent searches of the L17 portal may be appropriate where a young person is considered to be at heightened risk, or has a history of, family violence.


The effective and appropriate use of the L17 portal will be supported by Youth Justice case management practice guidelines and L17 guides and resources.





Community Youth Justice users requiring access:





			Role


			Usage requirements





			· Case managers


· Advanced case managers


· Bail supervision workers


· Court advice workers


· Children’s Court Youth Diversion coordinators


· MAPs coordinators


			Conducts historical searches in the L17 portal for events involving young people under Youth Justice supervision to inform risk assessments and screens as appropriate. 





			· Clinical and Oversight and Rehabilitation team


· CPU


			To monitor, support and advise Youth Justice case managers





			· Team leaders


· Team managers


			To monitor, support and advise Youth Justice case management





			· Senior practice advisors (SPAs)


			To monitor, support and advise Youth Justice case management





			· General managers


			To monitor, support and advise Youth Justice case management











Data protection and legislation:


The Child Information Sharing Scheme (CISS) and the Family Violence Information Sharing Scheme (FVISS) provides the required legislative framework to support information sharing with DJCS through the L17 portal (noting DJCS have been prescribed as Information Sharing Entities under the CISS and the FVISS). Further sharing of information from the L17 portal with relevant service providers engaged to work with a child or young person will occur as is provided for by the CISS and FVISS.


Users from Youth Justice will be required to adhere to the privacy agreement and other provisions as set out in the L17 Family Violence Portal User Guide.





Key benefits of access


Access to the L17 portal will:


· Ensure that Youth Justice have access to historical, recent, and current family violence reports to inform risk assessments screens and safety planning in an efficient manner.


· Enable Youth Justice and Victoria Police to acquit the recommendations from the Coroner regarding information sharing.


Change management required


Key change management activities will include:


· Onboarding of staff HSNet IDs to allow access to the L17 portal.


· Establishing ongoing process to onboard new Youth Justice staff.


· Updating relevant Youth Justice guidance and case management documentation, including relevant practice guidelines.


· Updating DFFH L17 guides and resources for use by Youth Justice staff.


· Training of Youth Justice staff requiring access to the portal.


Alternatives considered


 eJustice, which is used to share information between Victoria Police and Corrections Victoria, was scoped as an alternative to the L17 portal. The L17 portal was determined to be a preferable solution because:


· The L17 portal is a low-cost, and efficient option. Unlike eJustice, no system development will be required to enable the L17 portal’s use in Youth Justice. There will be no cost associated with the implementation of the L17 portal.


· The L17 portal utilises the same log on process as other systems already used by case managers in Youth Justice, simplifying the on-boarding process.


· The L17 portal has a user-friendly interface that will lend itself to simple searching of young people. 


Risk management


1. There is a risk that the L17 portal is not used systematically by case managers, and that it therefore cannot reliably/universally be used to assess and manage risk as part of the existing case management process. To manage this risk:


· Case management practice guidelines will be updated to ensure they clearly articulate the requirements and expectations for the use of the L17 portal.


· Training on the usage of the portal will be provided to relevant staff.


2. There is a risk that implementation of the L17 portal may not occur in the timely way as a result of competing priorities. This risk is being managed through early consultation and planning for implementation across DJCS and DFFH, planning for implementation in late 2021. 
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Meeting overview


			Time and date


			9:30 am to 11 am, Tuesday, 7 September 2021





			Chairperson


			Tony Newman, Director, Business Improvement  





			Location


			Online meeting – MS Teams  





			Attendees


			Snr Sgt, Alasdair Gall, Family Violence Command, Victoria Police 


Carol Tibbetts, Manager, Information Systems, Family Safety Victoria 


Chantelle Grant, A/Senior Project Officer, Service Implementation Business Improvement  


Deepak Choudhary, Senior Project Manager, Business Technology Information Management  


Justin Foley, Family Services, Children, Youth and Families  


Karen Holmes, Assistant Director, Victim Services, Department of Justice, and Community Safety  


Katherine Hilt, Principal Project Officer, Youth Justice, Department of Justice and Community Safety


Louise Payne, Principal Project Officer, Integrated Service Development, Program and Service Development, Family Safety Victoria    


Melissa Campbell, A/Senior Implementation Officer, Business Improvement  


Sally Finlay, Assistant Director, The Orange Door East Division, Program Service & Development, Family Safety Victoria  


Sam Ware, A/Manager, Integrated Service Development, Family Safety Victoria  


Simone Tassone, Manager, Centre for Workforce Excellence (Risk Management and Information Sharing), Policy and Design, Family Safety Victoria


Vanessa Birch, Project Manager, System Solutions Unit, Business Technology, and Information Management  





			Apologies


			Fran Jacka, Manager, Risk Management and Information Sharing, Family Safety Victoria 


Jane Hingston, Acting Director, Information Systems Reform, Family Safety Victoria  


Jenny Herwynen, Principal Strategic Advisor, Business Technology Information Management  


Joanne Marron-Mill, Family Services, Children, Youth and Families  





			Purpose


			Provide oversight and coordination of the development of the L17 Family Violence Portal





			Tabled papers


			1. Minutes of 15 June Meeting


2. L17 Portal Reporting Solution User Guide


3. Introduction of L17 portal for use in Youth Justice


4. L17 Portal Workplan 2021-22


5. L17 Portal Risk Register 2021-22








Agenda items


1. Welcome, introductions and apologies 


			Presenter


			Tony Newman 





			Summary


			Welcome to Kathryn Hilt from Youth Justice who will be joining the Project Control Group on an ongoing basis. 








2. Previous minutes and actions 


			Presenter


			Melissa Campbell





			Summary


			15 June 2021


1. Provide Louise Payne the details of the Youth Justice contact.
Closed: Contact details for Kathryn Hilt provided.


2. L17 Portal 2021-22 Work Plan to be developed.
Closed: Workplan developed and shared with the PCG. 


3. L17 Portal 2021-22 Risk Register to be developed. 
Closed: Risk register developed and shared with the PCG.


4. Organise a workshop to revisit updates. 
Closed: Workshop updated organised








3. L17 project update 


			Presenter


			Chantelle Grant 





			Summary


			Orange Doors  


Two new Orange Doors have gone live since the last meeting. Ovens Murray on 24 August and Inner Eastern Melbourne on 7 September. 


On 19 August, the Statewide Historic Search was provided to Victims Support Agency.  


Reporting Solution 


The User Guide for the L17 Portal Reporting Solution has been developed and provided to the group. For reporting solution users, we have provided demonstrations of the reporting to those onboarded. 


Services Australia


Legal Services have advised they are happy with the agreement proposed by Services Australia. It is expected to have an updated on the partnership at next meeting. 


Concerns were raised about service access to the portal. Reflections from services were shared with the group around the initial purpose of the portal and how that has changed over time with changes since go live in 2016. 


The understanding is that the initial purpose of portal was for risk assessment and supporting Victim Survivor safety. Concerns around privacy where it is understood that the primary purpose of an L17 referral was to make a referral from Victoria Police to agencies providing a response to Victim Survivors and Perpetrators. There are systems in place so that people involved in family violence incidents are aware of what their information is used for. With the expansion of services accessing the portal the concern is around information being collected for one purpose but may be used for another purpose where the client is not informed or providing consent. 


As a result of Recommendation 27 of the Family Violence Royal Commission the portal saw the L17 Statewide Historical Search developed for Child Protection and expanded within information sharing legislation to all L17 Portal users changing from the initial business case of the L17 Portal. 


In response to these concerns Alasdair Gall advised that an additional purpose of the L17 is to record that police have attended a job for their internal records and develop a database for risk assessment. 


Where the concern is around Services Australia accessing the portal, the L17 Portal is the simplest way of verifying that Victoria police have attended a family violence incident where a Services Australia customer is involved and applying for a family violence crisis payment without impost on Victoria Police resources. Using the portal is expected to reduce any delay caused by Services Australia waiting for information from Victoria Police and/or Family Violence services where the customer has consented to Services Australia accessing this information. 


Business Improvement has continued to seek legal advice as access to the L17 Portal is expanded. 








4. Victoria Police Update 


			Presenter


			Alasdair Gall





			Summary


			The Victoria Police response to COVID has that the member who has made a family violence report may be rotated into the COVID response. While a front-line response is being provided by police for any follow up on incidents it is best that Family Violence Services call the police station and contact the supervising sergeant to Family Violence Liaison Officer (FLVO). 


Given the dynamic nature of the police family violence response, the Victoria Police Manual in responding to Family Violence is being reviewed after it was updated in February 2021. 


Victoria Police are undertaking a fair amount of work in regards to stalking where there is a personal protection order. A tool, similar to the family violence actuarial tool is being developed in conjunction with Swinburne University. 








5. Department of Justice and Community Safety update 


			Presenter


			Karen Holmes





			Summary


			Family Violence Practice leads now have access to the L17 Portal Statewide Historic Search to assist in the predominant aggressor work. 


Thank you to Louise Payne for the back and forth with Youth Justice in supporting the Practice Leads. 








6. Family Safety Victoria update 


			Presenter


			Carol Tibbetts,  Sam Ware, Simone Tassone





			Summary


			Carol Tibbetts


From the FSV systems space the focus has been on the new Orange Door sites. Thank you to L17 Team for assistance with the testing of new sites


Updates from the L17 Portal to the Orange Door CRM remains on the roadmap to be developed. 


Sam Ware


Would like to acknowledge deferral of updates workshop. It was agreed to delay the Updates Workshop to gather and coordinate stakeholder feedback. 


Offline work on proposal regarding working group


From system perspective services are seeing sustained increase in demand for example, Safesteps have increased from approximately 200 a day pre-pandemic to about 300 referrals per day. 


The concept of the ‘surge’ in demand has been sustained and is now the new normal in terms of demand. 


In the broader program management and budget process there is an opportunity working with the Commonwealth through a national partnership agreement that has been extended for another two years. 


Simone Tassone 


The MARAM Framework area have reached the end of user testing period for the Comprehensive Person Using Family Violence, Risk Assessment and Risk Management suite of guidance. 


In addition, the testing of the predominant aggressor template and practice guidance is coming to an end. Conversations with Family Violence Command, Victoria Police are occurring on what this work means in a system response perspective between Orange Doors and Victoria Police. 


The guidance is expected to be published around the end of the year.








Actions


			No.


			Action


			Person responsible


			Deadline





			


			Develop a proposal of what a portal user group would look like from 2022 onwards. 


			Business Improvement and Integrated Service Development


			9 November 2021








7. Review of the Family Violence Referral Protocol 


			Presenter


			Louise Payne  





			Summary


			The final draft of the protocol will soon be ready to distribute for review. Some additional internal consultation within FSV was completed which additional feedback was received. No major changes in terms of current policy, the changes related to accommodating future policy and how to articulate particular parts. 


Included in this feedback was changes to the language around people under 16 years of age who use violence, to see them as a victims needing a therapeutic response rather than perpetrators and respondents. 


The updates to flow charts is expected to be completed shortly. Suggestions have been made to include additional flow charts for, young people who have used violence in the home and routing rules for referrals for Aboriginal people. 


DFFH have provided feedback around how legislative change is managed, explicitly with the Children, Youth and Families Act. 








8. Youth Justice Business Case


			Presenter


			Kathryn Hilt





			Summary


			The business case has been attached to the meeting papers and distributed to the Project Control Group. 


The reasons for Youth Justice seeking access to the portal include:


Victoria Police and Youth Justice have been given a recommendation from Coroners Court in relation to information sharing systems. 


A number of other options were scoped, and the portal was the preferred solution. 


Youth Justice and Victoria Police currently rely on manual information sharing processes which can lead to delays in obtaining information. 


Access is being sought for Case Managers and Staff with oversight of employees. The search will be used to inform risk assessments and care team meetings with staff guidance being updated as a result. 


Access to the portal will not replace manual process, Youth Justice will continue to contact Victoria Police however the search will allow for more targeted and efficient conversations. 


Victoria Police have endorsed draft of the business case. 








Actions


			No.


			Action


			Person responsible


			Deadline





			


			Youth Justice access implementation to be resolved by next meeting. 


			Business Improvement


			9 November 2021








9. L17 Portal 2021-22 Work Plan 


			Presenter


			Tony Newman





			Summary


			Most of the L17 Portal 2021-22 budget will be spent on re-platforming the portal. The same platform used in 2016 at go-live is continuing to be used today. This version of the platform is no longer supported, meaning assistance for custom L17 portal features is not available. 


With the re-platforming a major benefit will be that the platform will be updated as new versions are released. 


The L17 Portal Business Improvement team will continue to undertake onboarding projects for Youth Justice and Orange Doors as they roll out however this will be managed internally. 








10. Risk Register 


			Presenter


			Melissa Campbell





			Summary


			The risk register for 2021-22 has been shared with the Project Control Group. 








11. Other business 


			Presenter


			All





			Summary


			Nil








12. Close and next meeting  


			Presenter


			Tony Newman 





			Summary


			Next Meeting 9 November 2021





Thank you to everyone for their participation in today’s conversation around the purpose of the L17 Portal in its current version and in the future. 
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[bookmark: _Toc63257285][bookmark: _Toc63265746]Purpose


This paper has been developed to inform the L17 Portal Project Control Group decision making in the implementation of Stage 2 of the L17 Portal Updates. 


Recommendation


DFFH is recommending that the rollout of L17 Portal Updates - Stage 2 is rescheduled to June – October 2022 to due to: 


· the continued transition of family violence L17 agencies and Child FIRST teams into The Orange Door model throughout the remainder of 2021 and throughout 2022, whilst also responding to increased demand 


· the current IT system disparity and practice across The Orange Door and family violence L17 agencies and Child FIRST teams in regard to the management of L17 report updates


· significant demands on the Child Protection system and the potential need for further enhancements to minimise the need for Child Protection practitioners to log into the L17 Portal directly.  


Rational


Timing: In 2019 the Project Control Group agreed to delay Stage 2 Updates notifications as the introduction was to scheduled to occur over the Christmas and New Year period and then further delay due to the anticipated demands the COVID-19 pandemic and response would cause. 


Orange Doors: Family violence intake organisations (L17 agencies) and Child FIRST teams in areas yet to establish a site for The Orange Door are actively preparing for their transition into The Orange Door model. This includes preparing to adjust components of their practice. Currently practitioners working in The Orange Door rely primarily on the Client Relationship Management (CRM) platform to receive and manage referrals.  Although CRM receives the updated L17 related information this is not currently made visible to practitioners once they have started working on a referral.  If an alert function for updated L17s is implemented in intake services (operating in areas yet to establish The Orange Door) this will add to the disparity of practice and expectations regarding the management of updated L17 information. 


Demand on Child Protection: The COVID-19 Pandemic and response has resulted in additional demands for Child Protection Services. Consideration is to be given to the possibility of further enhancements in the L17 Portal to better support the work demands on practitioners, including to minimise the risk of additional pressure resulting from updated L17 information. 


Referral Response and Updates: Given most L17s are updated within the 12-24 hours following submission of the L17 referral to the portal, the requirement for alerts is reduced. The most beneficial time for alerts is after a practitioner has commenced working on a referral. This means that most updates would have been received before a family violence service first opens the referral as the current business model is around a Monday to Friday business hours model. 


Risks 


The risks that the Project Control Group accepted in 2019 continue. Family Violence Services may miss a change to information that occurred whilst working on the case or after their referral was closed that may have had an impact on the level of risk to the Victims Survivor. These project related risks are considered in greater detail later in this paper. 


Next Steps


Continue to support the establishment of The Orange Door sites in the remaining seven DFFH areas.


Continue to work towards consistency in practice across the system in regard to the management of updated L17 information, with a strong focus on ensuring The Orange Door model sets the standard for the remainder of the family violence intake system. 


Investigate potential enhancements to deliver time savings for services that receive L17 referrals. 


Commit to revisit Updates Stage 2 in March 2022. 


Work towards potentially implementing Updates Stage 2 in June-October 2022 dependent on the outcome of the previous steps. 


Alternative Options


Turn on notifications for agreed “High Value” Updates


Notifications for the agreed “high value” updates could be switched on and made available for services that would like to use the notifications functions. These updates can be managed from a separate “L17 Updates” tab or from an “Updates” tab within the referral. 


Turn on notifications for all updates


Notifications for all updates made to referrals can be turned on for greater visibility of all changes to information their service receives. These updates can be managed from a separate “L17 Updates” tab or from an “Updates” tab within the referral.


Risks and Issues


Change will lead to increased work pressure for majority of L17 Users in the short term. A significant proportion of the family violence intake workforce and Child FIRST teams will potentially transition into The Orange Door at which time they will experience a disparate response to the management of updated L17 information. 


Change to practice during a time of year that is known for higher demands for Family Violence Response. 


Response to updates notifications could vary significantly with some services responding to all updates and others responding to none. 


Updates not addressed in Family Violence Referral Protocol; updates response not funded within service agreements. 


Background


Current practice


Victoria Police frequently log additional and updated information relating to the incident which is then made available to practitioners (L17 Users) via the L17 Portal.  Updated fields are highlighted enabling L17 Users to identify the availability of new information.  The previous value (information provided by Police) is saved in the “history” section of the referral view.


As L17 Users are not actively notified that referral details have been updated, they are expected to regularly check the referral for highlighted fields, particularly high value fields, whilst actively working on the case and up to two weeks immediately following the incident (after which time updates no longer flow through to the L17 Portal).  


The Orange Door practitioners primarily rely on CRM to manage the receipt of referrals, including the L17 report. Although updated information flows through to the CRM, these updates are not visible to The Orange Door practitioners once a practitioner has commenced working on the referral. Although The Orange Door practitioners have the option of logging into the L17 Portal directly in interests of efficiencies the goal is to minimise the need for this. 
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Current process in solid shape. Stage 2 notifications in outlined shape.
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2021-22 L17 Portal Risk Register - 9 November 2021.xlsx

Sheet1


			2021-21 L17 Family Violence Portal Risk Register - 09 November 2021


			Risk ID			Risk			Risk description			Rating			Owner			Mitigation Actions			Progress/response on actions			Residual Risk Rating (if mitigation strategy followed)			Status


			R1			Victoria Police Updates- Stage 2			Group unable to agree on approach.			Medium			· DHHS - Business Improvement Unit
· Victoria Police
· Family Safety Victoria
· Department of Justice and Community Safety			1. Survey of workers prior to workshop.
2. PCG members to provide key contacts for survey and workshop.
3. Outcome of workshop shared with PCG.
4. PCG consider feedback and agree on approach.
5. Plan practice advice comms in advance of the change.
6. Implementation Support to arrange meetings between parties to discuss comms approach and timing, if required.			1. User Reference Group Updates Workshop held, feedback gathered on updates experience to date. 
2. Implementation Support collating feedback in preparation to share with PCG to seek agreement. 
3. Updated data shared at project control groups. 
4. PCG to seek appropriate endorsements.
5. Working group  established to focos on implementation of updates.			Low			In progress


			R2			Updates integration with connected systems			Unable to complete and coordinate technical changes and deployment in  ICCMS, CRM and Resolve.			Medium			· DHHS - Business Improvement Unit
· Victoria Police
· Family Safety Victoria
· Department of Justice and Community Safety			Systems needing to connect with the L17 portal must submit a formal request in advanced so DHHS can plan for resources to support the change.			1. Integration with Resolve implemented. Continue to monitor and work through bugs. 			Low			Closed


			R4			State-wide Historic Search Rollout			State-wide Historic Search function is available within the portal. Not all L17 Portal users have access. 			Medium			· Business Improvement Unit			1. Record in forward work program.  			All L17 Portal users have been provided access to the L17 Ststewide Historoic Search. Pracice guidance has been developed for each group of users and approved through Victoria Police, Family Safety Victoria and DFFH. 			Low			Closed


			R5			COVID-19			Department's response to COVID-19 has directed resources away from new projects. 			Medium			· Business Improvement Unit			1. Proactively monitor any impacts on recourses.
2. Understand the tolerances in the work program and prepare to deliver within 2021. 						Low			In progress


			R6			Resourcing			Increased demand for changes to the L17 Portal processes. DFFH resizing. 			Medium			· Business Improvement Unit			1. Proactively monitor any impacts on recourses.
2. Plan upcoming projects and changes ahead of time. Advise likely delivery accordingly			Project Control Group advised in June meeting of L17 Portal staffinig until June 2022. 			Low			In progress





			Issue ID			Issue			Issue description			Rating			Owner			Mitigation Actions			Progress/response on actions			Residual Issue Rating (if mitigation strategy followed)			Status


			I1			Lapsing program funding			The budget funding for the L17 Portal Project will end at the end of the 2020-21 year. 			High			· DHHS - Implementation Support Unit
· Family Safety Victoria			1. Undertake an evaluation of the L17 Portal project with assistance from Evidence and Investment Branch.
2. To lodge a lapsing program submission.			1. Draft Evaluation has been completed.
2. Lapsing Program submission lodged by Family Saftey Victoria.
3. Fuding confrimed for four years ongoing. 			Low			Closed
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2021-22 L17 work plan.pptx

			L17 Family Violence Portal – Work Plan 2021/22																											


			Initiatives			Dependencies			Benefit			Priority			VP size			DHHS size			Scope			Req.			Status
			Est. complete


			L17 incident updates Stage 2; notifications			VicPol, BI, BTIM, FSV, DJCS, L17 portal			Improved risk assessment and assist prioritisation of work			High			N/A			S									In progress			2021


			Coroners Recommendation: Youth Justice Access to L17 Portal			BI, VicPol, DJCS, FSV, L17 portal
			Improved risk assessment for Youth Justice			High			S			M									In progress			Nov 2021


			Review of the Family Violence Referral Protocol			FSV, VicPol, BTIM, DJCS, L17 portal			Service planning, performance, incident response			High			S			M			TBC			TBC			In progress			Sept 2021


			Onboard additional Orange Doors- ongoing			VicPol, BI, FSV, L17 portal			Strengthen referral pathways			High			N/A			S			TBC			TBC			In progress			TBC


			Onboard additional Victoria Police users- ongoing			VicPol, BI, L17 portal			Improved risk assessment and incident response			Low			S			S			TBC			TBC			Planning			TBC


			Services Australia Crisis Payments			BI, VicPol, Services Australia, L17 Portal			Quicker assessment of eligibility of Crisis Payments			Med			S			M									In progress			TBC


			Onboard ACCOs - ongoing			VicPol, BI, FSV, L17 Portal
			Strengthen referral pathways
			Med			S			M			
			
			In progress			TBC


			Upgrade Siebel Platform			BI, L17 Portal			Improved technical capability and support			High			N/A			TBC			TBC			TBC			Not started			TBC
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			L17 Family Violence Portal – Future work																											


			Initiatives			Dependencies			Benefit			Priority			VP size			DHHS size			Scope			Req.			Status			Est. Del.


			L17 incident updates from Victoria Police sent via integration with connected systems			VicPol, ISU, BTIM, FSV, DJCS, L17 portal, ICCMS, CRM, Resolve			Timely updates, removes manual work, time saved			High			N/A			L			TBC			TBC			Completed in L17 portal and CRM, pending connected systems			TBC


			Outcomes and risk assessment to Police			VicPol, I&I, LEDR/LEAP, L17 portal			Improved risk assessment and incident response			Med			XL			XL			TBC			TBC			Planning			TBC


			Changes to Victoria Police reporting system			VicPol, BI			Improved Incident reporting for Victoria Police			High			TBC			TBC			TBC			TBC			Not Started			TBC





			L17 Family Violence Portal – Work Plan 2021/22 Complete																											


			Initiatives			Dependencies			Benefit			Priority			VP size			DHHS size			Scope			Req.			Status			Est. Del.


			Reporting solution			BI, BTIM, L17 portal			Service planning, performance, incident response			High			N/A			L									Completed			July 2021


			Roll out of access to historical L17 records to Victims Support Agency			BI, VicPol, DJCS, FSV, L17 portal			Improved risk assessment			High			N/A			M									Completed			August 2021
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Meeting overview

		Time and date

		9:30 am to 11 am, Tuesday, 7 September 2021



		Chairperson

		Tony Newman, Director, Business Improvement  



		Location

		Online meeting – MS Teams  



		Attendees

		Snr Sgt, Alasdair Gall, Family Violence Command, Victoria Police 

Carol Tibbetts, Manager, Information Systems, Family Safety Victoria 

Chantelle Grant, A/Senior Project Officer, Service Implementation Business Improvement  

Deepak Choudhary, Senior Project Manager, Business Technology Information Management  

Justin Foley, Family Services, Children, Youth and Families  

Karen Holmes, Assistant Director, Victim Services, Department of Justice, and Community Safety  

Katherine Hilt, Principal Project Officer, Youth Justice, Department of Justice and Community Safety

Louise Payne, Principal Project Officer, Integrated Service Development, Program and Service Development, Family Safety Victoria    

Melissa Campbell, A/Senior Implementation Officer, Business Improvement  

Sally Finlay, Assistant Director, The Orange Door East Division, Program Service & Development, Family Safety Victoria  

Sam Ware, A/Manager, Integrated Service Development, Family Safety Victoria  

Simone Tassone, Manager, Centre for Workforce Excellence (Risk Management and Information Sharing), Policy and Design, Family Safety Victoria

Vanessa Birch, Project Manager, System Solutions Unit, Business Technology, and Information Management  



		Apologies

		Fran Jacka, Manager, Risk Management and Information Sharing, Family Safety Victoria 

Jane Hingston, Acting Director, Information Systems Reform, Family Safety Victoria  

Jenny Herwynen, Principal Strategic Advisor, Business Technology Information Management  

Joanne Marron-Mill, Family Services, Children, Youth and Families  



		Purpose

		Provide oversight and coordination of the development of the L17 Family Violence Portal



		Tabled papers

		1. Minutes of 15 June Meeting

2. L17 Portal Reporting Solution User Guide

3. Introduction of L17 portal for use in Youth Justice

4. L17 Portal Workplan 2021-22

5. L17 Portal Risk Register 2021-22





Agenda items

1. Welcome, introductions and apologies 

		Presenter

		Tony Newman 



		Summary

		Welcome to Kathryn Hilt from Youth Justice who will be joining the Project Control Group on an ongoing basis. 





2. Previous minutes and actions 

		Presenter

		Melissa Campbell



		Summary

		15 June 2021

1. Provide Louise Payne the details of the Youth Justice contact.
Closed: Contact details for Kathryn Hilt provided.

2. L17 Portal 2021-22 Work Plan to be developed.
Closed: Workplan developed and shared with the PCG. 

3. L17 Portal 2021-22 Risk Register to be developed. 
Closed: Risk register developed and shared with the PCG.

4. Organise a workshop to revisit updates. 
Closed: Workshop updated organised





3. L17 project update 

		Presenter

		Chantelle Grant 



		Summary

		Orange Doors  

Two new Orange Doors have gone live since the last meeting. Ovens Murray on 24 August and Inner Eastern Melbourne on 7 September. 

On 19 August, the Statewide Historic Search was provided to Victims Support Agency.  

Reporting Solution 

The User Guide for the L17 Portal Reporting Solution has been developed and provided to the group. For reporting solution users, we have provided demonstrations of the reporting to those onboarded. 

Services Australia

Legal Services have advised they are happy with the agreement proposed by Services Australia. It is expected to have an updated on the partnership at next meeting. 

Concerns were raised about service access to the portal. Reflections from services were shared with the group around the initial purpose of the portal and how that has changed over time with changes since go live in 2016. 

The understanding is that the initial purpose of portal was for risk assessment and supporting Victim Survivor safety. Concerns around privacy where it is understood that the primary purpose of an L17 referral was to make a referral from Victoria Police to agencies providing a response to Victim Survivors and Perpetrators. There are systems in place so that people involved in family violence incidents are aware of what their information is used for. With the expansion of services accessing the portal the concern is around information being collected for one purpose but may be used for another purpose where the client is not informed or providing consent. 

As a result of Recommendation 27 of the Family Violence Royal Commission the portal saw the L17 Statewide Historical Search developed for Child Protection and expanded within information sharing legislation to all L17 Portal users changing from the initial business case of the L17 Portal. 

In response to these concerns Alasdair Gall advised that an additional purpose of the L17 is to record that police have attended a job for their internal records and develop a database for risk assessment. 

Where the concern is around Services Australia accessing the portal, the L17 Portal is the simplest way of verifying that Victoria police have attended a family violence incident where a Services Australia customer is involved and applying for a family violence crisis payment without impost on Victoria Police resources. Using the portal is expected to reduce any delay caused by Services Australia waiting for information from Victoria Police and/or Family Violence services where the customer has consented to Services Australia accessing this information. 

Business Improvement has continued to seek legal advice as access to the L17 Portal is expanded. 





4. Victoria Police Update 

		Presenter

		Alasdair Gall



		Summary

		The Victoria Police response to COVID has that the member who has made a family violence report may be rotated into the COVID response. While a front-line response is being provided by police for any follow up on incidents it is best that Family Violence Services call the police station and contact the supervising sergeant to Family Violence Liaison Officer (FLVO). 

Given the dynamic nature of the police family violence response, the Victoria Police Manual in responding to Family Violence is being reviewed after it was updated in February 2021. 

Victoria Police are undertaking a fair amount of work in regards to stalking where there is a personal protection order. A tool, similar to the family violence actuarial tool is being developed in conjunction with Swinburne University. 





5. Department of Justice and Community Safety update 

		Presenter

		Karen Holmes



		Summary

		Family Violence Practice leads now have access to the L17 Portal Statewide Historic Search to assist in the predominant aggressor work. 

Thank you to Louise Payne for the back and forth with Youth Justice in supporting the Practice Leads. 





6. Family Safety Victoria update 

		Presenter

		Carol Tibbetts,  Sam Ware, Simone Tassone



		Summary

		Carol Tibbetts

From the FSV systems space the focus has been on the new Orange Door sites. Thank you to L17 Team for assistance with the testing of new sites

Updates from the L17 Portal to the Orange Door CRM remains on the roadmap to be developed. 

Sam Ware

Would like to acknowledge deferral of updates workshop. It was agreed to delay the Updates Workshop to gather and coordinate stakeholder feedback. 

Offline work on proposal regarding working group

From system perspective services are seeing sustained increase in demand for example, Safesteps have increased from approximately 200 a day pre-pandemic to about 300 referrals per day. 

The concept of the ‘surge’ in demand has been sustained and is now the new normal in terms of demand. 

In the broader program management and budget process there is an opportunity working with the Commonwealth through a national partnership agreement that has been extended for another two years. 

Simone Tassone 

The MARAM Framework area have reached the end of user testing period for the Comprehensive Person Using Family Violence, Risk Assessment and Risk Management suite of guidance. 

In addition, the testing of the predominant aggressor template and practice guidance is coming to an end. Conversations with Family Violence Command, Victoria Police are occurring on what this work means in a system response perspective between Orange Doors and Victoria Police. 

The guidance is expected to be published around the end of the year.





Actions

		No.

		Action

		Person responsible

		Deadline



		

		Develop a proposal of what a portal user group would look like from 2022 onwards. 

		Business Improvement and Integrated Service Development

		9 November 2021





7. Review of the Family Violence Referral Protocol 

		Presenter

		Louise Payne  



		Summary

		The final draft of the protocol will soon be ready to distribute for review. Some additional internal consultation within FSV was completed which additional feedback was received. No major changes in terms of current policy, the changes related to accommodating future policy and how to articulate particular parts. 

Included in this feedback was changes to the language around people under 16 years of age who use violence, to see them as a victims needing a therapeutic response rather than perpetrators and respondents. 

The updates to flow charts is expected to be completed shortly. Suggestions have been made to include additional flow charts for, young people who have used violence in the home and routing rules for referrals for Aboriginal people. 

DFFH have provided feedback around how legislative change is managed, explicitly with the Children, Youth and Families Act. 





8. Youth Justice Business Case

		Presenter

		Kathryn Hilt



		Summary

		The business case has been attached to the meeting papers and distributed to the Project Control Group. 

The reasons for Youth Justice seeking access to the portal include:

Victoria Police and Youth Justice have been given a recommendation from Coroners Court in relation to information sharing systems. 

A number of other options were scoped, and the portal was the preferred solution. 

Youth Justice and Victoria Police currently rely on manual information sharing processes which can lead to delays in obtaining information. 

Access is being sought for Case Managers and Staff with oversight of employees. The search will be used to inform risk assessments and care team meetings with staff guidance being updated as a result. 

Access to the portal will not replace manual process, Youth Justice will continue to contact Victoria Police however the search will allow for more targeted and efficient conversations. 

Victoria Police have endorsed draft of the business case. 





Actions

		No.

		Action

		Person responsible

		Deadline



		

		Youth Justice access implementation to be resolved by next meeting. 

		Business Improvement

		9 November 2021





9. L17 Portal 2021-22 Work Plan 

		Presenter

		Tony Newman



		Summary

		Most of the L17 Portal 2021-22 budget will be spent on re-platforming the portal. The same platform used in 2016 at go-live is continuing to be used today. This version of the platform is no longer supported, meaning assistance for custom L17 portal features is not available. 

With the re-platforming a major benefit will be that the platform will be updated as new versions are released. 

The L17 Portal Business Improvement team will continue to undertake onboarding projects for Youth Justice and Orange Doors as they roll out however this will be managed internally. 





10. Risk Register 

		Presenter

		Melissa Campbell



		Summary

		The risk register for 2021-22 has been shared with the Project Control Group. 





11. Other business 

		Presenter

		All



		Summary

		Nil





12. Close and next meeting  

		Presenter

		Tony Newman 



		Summary

		Next Meeting 9 November 2021



Thank you to everyone for their participation in today’s conversation around the purpose of the L17 Portal in its current version and in the future. 
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